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PROTECTING TELECOM SYSTEMS AGAINST ADVANCED PERSISTENT THREATS
AND CYBERATTACKS
Abstract

The global telecommunications infrastructure has become a primary battleground for
sophisticated cyber adversaries, particularly advanced persistent threat groups seeking
strategic advantages through espionage, service disruption, and data exfiltration. This paper
investigates the vulnerabilities inherent in modern telecom systems and proposes a
multilayered defensive architecture against advanced persistent threats. Using a mixed-
methods approach combining qualitative analysis of documented attack patterns with
quantitative assessment of security control effectiveness across six major European telecom
operators, the study evaluates existing protective measures and identifies critical gaps in
intrusion detection, network segmentation, and supply chain security. Key findings reveal
that less than forty percent of telecom networks implement adequate behavioral anomaly
detection, while authentication weaknesses persist in signaling infrastructure. The study
concludes that a defense-in-depth strategy incorporating zero-trust principles, continuous
threat hunting, and international collaboration substantially reduces attack surface
exposure. Implications for regulatory frameworks and future research directions in quantum-
resistant encryption for telecom backbones are discussed.

Introduction

The digital transformation of modern society rests upon the silent, ubiquitous
functioning of telecommunications systems. These networks carry not only voice
communications but also critical data flows that support financial transactions, emergency
services, energy grid management, healthcare delivery, and governmental operations. As
such, telecommunications infrastructure has emerged as one of the most attractive targets

for sophisticated cyber adversaries, particularly those classified as advanced persistent
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threat actors. Unlike opportunistic cybercriminals seeking immediate financial gain,
advanced persistent threat groups operate with strategic patience, substantial resources,
and long-term objectives that often include espionage, sabotage, or the establishment of
persistent access for future operations.

The unique vulnerability of telecom systems stems from several interconnected
factors. First, the architecture of traditional telecom networks was designed during an era
when security was a secondary consideration, prioritizing reliability, interoperability, and
performance over authentication and access control. Second, the convergence of
information technology and operational technology networks within telecom environments
has expanded the attack surface dramatically while introducing complex integration
challenges that attackers routinely exploit. Third, the supply chain for telecom equipment
involves numerous vendors across multiple jurisdictions, creating opportunities for hardware
and software tampering that can remain undetected for years. Fourth, the regulatory
landscape for telecom security remains fragmented, with varying standards across nations
and limited mechanisms for threat intelligence sharing among operators.

The research problem addressed by this paper is the persistent inadequacy of existing
protective measures against advanced persistent threats in telecommunications
environments. Despite increasing awareness of these threats and substantial investments
in security technologies, telecom operators continue to suffer successful intrusions that
remain undetected for extended periods, often measured in months or years. This gap
between threat sophistication and defensive capability represents a critical vulnerability in
global critical infrastructure protection.

The primary objective of this study is to evaluate current protection mechanisms
employed by telecom operators against advanced persistent threats, identify specific
weaknesses in these mechanisms, and propose a comprehensive defensive framework
grounded in empirical evidence and contemporary security research. Secondary objectives
include quantifying the prevalence of specific vulnerabilities across sampled networks,
assessing the effectiveness of intrusion detection methodologies in telecom contexts, and
developing actionable recommendations for both operators and regulators.

The importance of this study cannot be overstated. As fifth-generation and emerging
sixth-generation networks accelerate the integration of telecommunications with virtually
every sector of the economy, the consequences of successful advanced persistent threat
operations against telecom infrastructure extend far beyond service disruption.
Compromised telecom systems can enable large-scale surveillance, facilitate attacks on

downstream critical infrastructure, undermine trust in digital communications, and inflict
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substantial economic damage. By providing a rigorous, evidence-based analysis of telecom
protections against advanced threats, this paper aims to inform both technical practice and
security policy at a pivotal moment in the evolution of global telecommunications.

Literature Review

The academic literature on telecommunications security has expanded considerably
over the past decade, driven by high-profile intrusions and growing recognition of the
strategic importance of these networks. This review synthesizes existing research across
four thematic domains: the nature and behavior of advanced persistent threats in telecom
contexts, vulnerabilities specific to telecom protocols and architectures, detection
methodologies for sophisticated intrusions, and defensive frameworks proposed in the
scholarly literature.

Research by Miuller and Steiner (2021) established a foundational taxonomy of
advanced persistent threat operations targeting telecommunications infrastructure, drawing
on analysis of fifteen publicly documented incidents between 2015 and 2020. Their work
demonstrated that advanced persistent threat groups targeting telecom systems employ
tactics substantially different from those used against enterprise networks, with particular
emphasis on compromising operational support systems and signaling infrastructure. The
authors identified five characteristic phases of telecom-targeted advanced persistent threat
operations: reconnaissance of network topology and vendor relationships, initial
compromise through supply chain vectors or credential theft, establishment of persistent
footholds within operations support systems, lateral movement through network
management interfaces, and finally data exfiltration or disruption of service functionality.
Critically, Muller and Steiner observed that the average dwell time — the period between
initial compromise and detection — exceeded three hundred days for telecom breaches,
compared to approximately ninety days for enterprise network breaches. This finding
highlights the particular difficulty of detecting advanced persistent threats within telecom
environments, where legitimate administrative traffic is voluminous and often poorly
distinguished from malicious activity.

However, the Miuller and Steiner study faced limitations that constrain its
generalizability. The sample of documented incidents relied heavily on publicly disclosed
breaches, which represent a fraction of total events due to the reputational and regulatory
consequences of admitting compromise. Moreover, the study did not include comparative
analysis of defensive measures employed by operators that successfully resisted or quickly
detected intrusions, leaving a gap in understanding what distinguishes effective from
ineffective protection. The present study addresses this gap by including operators with
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varied security postures and directly assessing their defensive capabilities against observed
attack patterns.

Vulnerability research has focused extensively on the signaling system number seven
and diameter protocols that form the backbone of mobile telecommunications, as
documented by Hoffmann and Weber (2022). Their comprehensive security analysis of core
network elements revealed that over sixty percent of tested implementations contained
vulnerabilities allowing unauthorized location tracking, call interception, or denial of service.
The authors demonstrated attack vectors that exploit protocol trust assumptions, where
authentication between network elements is weak or nonexistent, enabling attackers with
access to signaling networks to issue commands that legitimate network elements would
accept without question. Hoffmann and Weber proposed a set of architectural
countermeasures including signaling firewalls, message filtering based on expected
behavior patterns, and implementation of the security extensions defined in recent protocol
versions.

The Hoffmann and Weber study made substantial contributions by moving beyond
theoretical vulnerability analysis to practical testing across operational environments.
Nevertheless, the study focused primarily on protocol-level weaknesses rather than the
broader context of advanced persistent threat operations that combine protocol exploitation
with other techniques such as social engineering, supply chain compromise, and credential
harvesting. An advanced persistent threat actor will not simply attack the signaling protocol
directly but will combine multiple approaches to achieve persistence and avoid detection.
The present study therefore extends this line of inquiry by examining how protocol
vulnerabilities interact with other weaknesses to enable comprehensive compromise
scenarios.

Research by Di Marco, Tanner, and Vaucher (2023) addressed the detection challenge
directly, proposing a machine learning framework for identifying anomalous behavior in
telecom network management traffic. Their approach used supervised learning trained on
labeled datasets containing both normal administrative operations and simulated advanced
persistent threat activities. The framework achieved detection rates exceeding ninety
percent for certain attack patterns while maintaining a false positive rate below two percent.
Particularly noteworthy was the ability to detect subtle indicators of compromise such as
unusual command sequences, irregular timing of administrative actions, and unexpected
combinations of configuration changes that individually appeared benign but collectively

indicated malicious intent. The authors validated their approach using data from three
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telecom operators and demonstrated that the machine learning system identified intrusions
weeks or months earlier than traditional signature-based detection methods.

While the Di Marco, Tanner, and Vaucher study demonstrated promising results, it
acknowledged important limitations. The training data for supervised learning required
labeled examples of advanced persistent threat behavior, which are scarce in real telecom
environments due to the rarity and sensitivity of confirmed intrusions. The study relied on
simulated attacks, which may not fully capture the subtlety of sophisticated human
adversaries who adapt their techniques to evade detection. Furthermore, the computational
requirements of real-time analysis for high-volume telecom traffic posed deployment
challenges that the study did not fully resolve. The present study builds on this work by
examining hybrid detection approaches that combine machine learning with other
methodologies and by evaluating performance under more realistic constraints.

A significant gap in the literature concerns the integration of defensive measures into
a coherent, multilayered framework specifically designed for telecom environments. Existing
research tends to focus on individual technologies or attack patterns rather than the holistic
defensive posture necessary to counter advanced persistent threats that adapt to overcome
single-layer defenses. The concept of defense in depth is well established in general
cybersecurity literature but has not been systematically adapted to the unique characteristics
of telecommunications systems, including their performance requirements, legacy
components, and regulatory obligations. Furthermore, the literature lacks comparative
empirical studies evaluating the effectiveness of different defensive configurations against
realistic advanced persistent threat models.

The present study addresses these gaps by examining six telecom operators with
substantially different security architectures, measuring the effectiveness of their existing
protections against standardized threat scenarios, and synthesizing the findings into a
comprehensive defensive framework that accounts for technical, operational, and
organizational factors. Unlike previous studies that have focused on individual vulnerabilities
or detection techniques in isolation, this research takes a systems-level perspective that
recognizes advanced persistent threats as adaptive adversaries who exploit the weakest
link in the defensive chain.

Materials and Methods

This study employed a mixed-methods research design combining quantitative
security assessments, qualitative interviews with security practitioners, and structured

analysis of documented intrusion case studies. The research was conducted over a twelve-
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month period from January to December 2025, with data collection occurring in three
sequential phases to allow findings from earlier phases to inform later data collection.

The sample comprised six telecommunications operators located in Switzerland,
Germany, Italy, and the United Kingdom. Operators were selected using purposive sampling
to ensure variation in size, network architecture, customer base, and reported security
posture. Three operators were classified as large national incumbents serving more than
ten million subscribers each, while three were smaller regional operators serving between
one and five million subscribers. All operators provided both mobile and fixed-line services,
with four having deployed fifth-generation core networks at the time of the study.
Participation was voluntary, and all operators signed nondisclosure agreements protecting
specific findings while permitting aggregated and anonymized reporting of results.

For the quantitative component, the research team developed a security assessment
instrument consisting of one hundred forty-seven control items mapped to the National
Institute of Standards and Technology cybersecurity framework categories of identify,
protect, detect, respond, and recover. Each control item was assessed through a
combination of documentation review, system configuration examination, and technical
testing where permitted by operational constraints. Controls were weighted by importance
based on expert judgment from a panel of five telecom security specialists not affiliated with
the participating operators. The assessment produced a composite security score for each
operator, as well as sub-scores for each of the five framework categories. Additionally, the
research team conducted vulnerability scanning of external network perimeters using
commercial scanning tools and, where authorized, internal network segments using agent-
based discovery.

To assess detection capabilities against advanced persistent threat behaviors, the
research team developed a red team exercise protocol that did not involve active exploitation
but rather tested existing detection systems using replay of known attack patterns and
benign traffic that mimicked the characteristics of advanced persistent threat activity.
Specifically, the team generated synthetic network traffic containing indicators of
compromise derived from documented advanced persistent threat campaigns against
telecom entities, including unusual query patterns to home subscriber servers, anomalous
signaling system number seven operations, and unexpected access to configuration
management databases. Detection systems across the six operators were evaluated for
their ability to generate alerts within specified time thresholds for these synthetic indicators.

The qualitative component involved semi-structured interviews with thirty-one security

professionals across the six operators, including chief information security officers, security
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operations center managers, network engineers, and incident responders. Interview
protocols were developed based on themes emerging from the literature review and
preliminary quantitative findings, covering topics such as threat intelligence sharing
practices, incident response procedures, challenges in securing legacy systems, and
organizational barriers to security improvement. Interviews were conducted remotely,
recorded with participant consent, and transcribed for analysis. Transcripts were analyzed
using thematic analysis following the six-phase approach of familiarization, initial coding,
theme development, theme review, definition, and writing. Two researchers independently
coded a subset of transcripts to establish inter-coder reliability, achieving a kappa coefficient
of zero point eight five.

Case study analysis examined three publicly documented advanced persistent threat
intrusions into telecommunications networks between 2020 and 2024. Cases were selected
based on the availability of detailed technical reporting from incident response firms or
government agencies and the diversity of attack techniques employed. Each case was
analyzed using the MITRE ATT and CK framework for enterprise to map observed attacker
behaviors to specific tactics and techniques. This analysis informed the development of
threat scenarios used in the quantitative assessment and validation of defensive
recommendations.

Analytical techniques included descriptive statistics for security assessment scores,
comparative analysis of detection rates across operators and detection methodologies, and
thematic synthesis of interview findings. For the quantitative data, the research team
calculated means, standard deviations, and ranges for each security control category, then
performed nonparametric statistical tests to examine differences between operator groups.
The small sample size precluded advanced inferential statistics, so the analysis focused on
identifying meaningful patterns and effect sizes rather than achieving statistical significance.
For the qualitative data, themes were organized hierarchically and illustrated with
representative quotations. The case study analysis resulted in attack pattern taxonomies
that were used to validate defensive recommendations.

Ethical considerations were paramount throughout the research. All participating
operators provided informed consent with full disclosure of data collection methods and
intended use of findings. Technical testing was limited to prevent any degradation of
operational services or exposure of customer data. Red team exercises used synthetic traffic
in isolated test environments wherever possible, and on production networks only with
explicit authorization and safeguards against service impact. Interview participants were
assured of confidentiality, and all identifying information was removed from transcripts
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before analysis. The research protocol was reviewed and approved by the ethics committee
of the affiliated university.

Results

The quantitative security assessments revealed substantial variation in protective
posture across the six participating telecom operators. The mean composite security score
was sixty-two point four out of a possible one hundred points, with a standard deviation of
fourteen point eight. The highest scoring operator achieved seventy-nine points, while the
lowest achieved forty-three points. Large national incumbents scored significantly higher
than smaller regional operators, with mean scores of seventy-one point three and fifty-three
point five respectively, an effect size of one point two standard deviations.

Within the five framework categories, the identify category showed the highest mean
score at seventy-one point two, reflecting generally strong asset management and risk
assessment practices across all operators. The protect category showed a mean score of
sixty-four point five, with access control and data security measures demonstrating particular
weaknesses. The detect category showed the lowest mean score at forty-seven point eight,
indicating critical gaps in the ability of operators to identify ongoing advanced persistent
threat activity. The respond category had a mean of fifty-eight point three, while the recover
category had a mean of sixty-nine point one.

Specific vulnerabilities identified across multiple operators included insufficiently
segmented network management interfaces, with five of six operators allowing management
traffic to traverse the same data paths as customer traffic without adequate isolation. Four
operators maintained default credentials on at least one class of network element, despite
policies prohibiting this practice. All six operators relied heavily on signature-based intrusion
detection systems that generated low alerts for known threats but failed entirely to identify
the synthetic advanced persistent threat indicators designed to mimic novel attack patterns.
The detection rates for synthetic indicators ranged from zero percent to thirty-three percent
across operators, with a mean of twelve percent. Even when detection occurred, the mean
time to alert exceeded forty-eight hours for indicators that would represent early stages of
an advanced persistent threat campaign.

Vulnerability scanning of external network perimeters identified an average of two
hundred thirty-four potentially exploitable services per operator, of which an average of forty-
one were classified as high severity. Internal network scanning, conducted with authorization
on three operators, identified an average of four hundred twelve vulnerabilities per operator,

with twenty-two percent classified as critical or high severity. Of particular concern were
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vulnerabilities in operational support system components that had known public exploits but
remained unpatched for over three hundred days.

The red team exercise results demonstrated that existing detection capabilities are
poorly suited to identifying the behavioral patterns characteristic of advanced persistent
threats. When synthetic traffic replicated the query patterns of a compromised administrative
account conducting legitimate-seeming but abnormal configuration changes, only one
operator generated any alert, and that alert was not escalated for investigation due to the
volume of false positives from the same detection rule. When synthetic traffic replicated
signaling system number seven operations that appeared to originate from an authorized
roaming partner but violated expected geographic patterns, two operators generated alerts,
but investigators in both cases concluded the activity was false positive after cursory
examination.

Qualitative analysis of interview transcripts revealed five major themes characterizing
the challenges of protecting telecom systems against advanced persistent threats. The first
theme, legacy system constraints, appeared in twenty-nine of thirty-one interviews.
Participants consistently described how decades-old network elements, some lacking
modern security features such as encryption or authentication, create persistent
vulnerabilities that cannot be remediated without service disruption. One chief information
security officer noted that replacing or upgrading these systems requires capital investments
that exceed typical security budgets by an order of magnitude.

The second theme, visibility gaps, emerged in twenty-seven interviews. Security
operations center personnel described having incomplete visibility into network traffic,
particularly at the interfaces between mobile and fixed networks and between operational
support systems and business support systems. Several participants observed that
advanced persistent threat actors deliberately target these visibility blind spots, knowing that
activity crossing these boundaries is unlikely to be correlated or analyzed.

The third theme, threat intelligence limitations, appeared in twenty-five interviews.
Participants expressed frustration with the quality and timeliness of threat intelligence
available to telecom operators, noting that indicator-based sharing is often too slow to
prevent compromise and that strategic intelligence about adversary techniques is rarely
available at the level of detail needed for defensive planning. International cooperation was
described as particularly challenging due to legal restrictions on data sharing and the
reluctance of operators to disclose compromises.

The fourth theme, skills shortage, emerged in twenty-three interviews. The specialized
knowledge required to secure telecom networks combining legacy protocols, modern IP-
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based systems, and operational technology was described as exceptionally rare.
Participants reported difficulty both in recruiting qualified personnel and in retaining them
against competition from technology companies offering higher compensation. Several
operators acknowledged having unfilled security positions for over twelve months.

The fifth theme, measurement difficulty, appeared in twenty-two interviews.
Participants struggled to articulate how they would know whether their security posture was
improving or worsening over time, given the absence of reliable metrics for advanced
persistent threat readiness. Most operators measured security by compliance with
regulatory or industry standards, which participants acknowledged are insufficient to
address sophisticated adversaries.

Case study analysis of three documented advanced persistent threat intrusions
revealed a consistent pattern of attackers exploiting weaknesses in exactly the domains
where the quantitative assessment found lowest scores. In all three cases, initial access
was achieved either through compromised credentials obtained via phishing or through a
vulnerable network management interface exposed to the internet. In all three cases,
detection occurred only after the attacker had achieved their objectives and exfiltrated data,
and detection was triggered by external notification rather than internal monitoring. The
mapping of attacker behaviors to the MITRE ATT and CK framework showed that over eighty
percent of techniques employed would have been difficult or impossible to detect with the
security controls observed in the present study’s participating operators.

Discussion

The findings of this study demonstrate that telecommunications operators face a
substantial gap between the sophistication of advanced persistent threat actors and the
effectiveness of their current protective measures. The low detection scores across all
operators, combined with the qualitative themes of visibility gaps and measurement difficulty,
indicate that the telecommunications sector is not adequately prepared for the nature of
threats it confronts. This section interprets these results, compares them with existing
research, and discusses their implications for practice and policy.

The finding that detection capabilities are the weakest component of telecom security
postures aligns with the earlier work of Muller and Steiner (2021), who documented
extended dwell times in telecom breaches. The present study extends that finding by
quantifying the detection gap and identifying specific reasons for its persistence. The
reliance on signature-based detection systems, designed for known threats with identifiable
indicators, is fundamentally mismatched to the nature of advanced persistent threats, which
use custom tools and novel techniques specifically to avoid signature detection. The red
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team exercise results, showing near-zero detection of synthetic advanced persistent threat
indicators, suggest that operators are effectively blind to the early stages of a sophisticated
intrusion.

The vulnerability of signaling infrastructure documented by Hoffmann and Weber
(2022) was confirmed in the present study, but with an important nuance. While protocol-
level vulnerabilities certainly exist and were identified in several operators, the more
significant finding concerns the interaction between protocol vulnerabilities and other
weaknesses. In the case study analysis, attackers used signaling protocol exploits not as
their primary access method but as a persistence mechanism after initial compromise
through other means. This suggests that defensive efforts focusing solely on signaling
firewalls, while valuable, are insufficient if other entry points remain unprotected.

The machine learning detection approach proposed by Di Marco, Tanner, and Vaucher
(2023) showed promising results in their controlled study, but the present research raises
questions about practical deployment. The computational requirements and the need for
labeled training data present substantial barriers, particularly for smaller operators with
limited resources. Moreover, the false positive rates reported in the earlier study, while low
by academic standards, would still generate thousands of alerts daily in a large telecom
network, overwhelming security operations center analysts. Hybrid approaches combining
machine learning with other detection methodologies deserve further investigation, but the
present study suggests that no single technology provides a complete solution.

Perhaps the most significant finding concerns the organizational and systemic nature
of the protection challenge. The qualitative themes of legacy system constraints, visibility
gaps, threat intelligence limitations, skills shortage, and measurement difficulty indicate that
technical controls alone cannot solve the problem. Even operators with relatively high
security scores on the quantitative assessment acknowledged persistent difficulties in these
areas. This suggests that the telecommunications industry requires not just better security
products but fundamental changes in how security is governed, resourced, and measured.

The practical implications of these findings are substantial. For telecom operators, the
results argue for a strategic reorientation away from compliance-based security toward
threat-informed defense. Rather than focusing primarily on meeting regulatory requirements
or achieving certification against standards, operators should prioritize the specific detection
and response capabilities that would interrupt the chain of an advanced persistent threat
attack. This includes investing in behavioral analytics, improving visibility into internal

network traffic, implementing user and entity behavior analytics for administrative accounts,
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and developing threat hunting programs that proactively search for indicators of compromise
rather than waiting for detection systems to alert.

For regulators, the findings suggest that current security requirements are insufficient.
Regulations that focus on point-in-time compliance assessments, such as annual audits, do
little to address the continuous, adaptive nature of advanced persistent threats. Future
regulatory frameworks should emphasize capabilities rather than controls, requiring
operators to demonstrate the effectiveness of their detection and response processes
through exercises and testing. Additionally, regulators should address the threat intelligence
sharing barriers identified in this study, perhaps through the establishment of sector-specific
information sharing and analysis organizations with legal protections for participants.

For the research community, this study opens several avenues for future investigation.
The development of detection methodologies suited to telecom environments, with
acceptable computational overhead and false positive rates, remains a pressing need. The
feasibility of zero-trust architectures in telecom networks, where no internal entity is trusted
by default, deserves careful study given the performance and complexity constraints of
these environments. The economic aspects of telecom security, including the return on
investment for different protective measures and the viability of insurance mechanisms for
advanced persistent threat risk, have received insufficient attention. Finally, the potential of
emerging technologies such as quantum-resistant encryption for securing telecom
backbones against future threats requires exploration.

Limitations of this study must be acknowledged. The sample of six operators, while
diverse in some dimensions, cannot represent the full range of telecommunications
environments globally. Operators in other regions, particularly those with different regulatory
regimes or threat landscapes, might show different patterns. The quantitative assessment
relied on a combination of direct testing and self-reported data, introducing potential bias
from operator reluctance to disclose weaknesses. The red team exercise used synthetic
indicators rather than live attack simulations, which might understate detection capabilities
against real adversaries who make mistakes or leave more traces. Finally, the study did not
include a longitudinal component, so the stability of findings over time cannot be assessed.

Despite these limitations, the study provides compelling evidence that
telecommunications systems are insufficiently protected against advanced persistent
threats and identifies specific directions for improvement. The convergence of quantitative
and qualitative findings around detection gaps, visibility limitations, and organizational
barriers suggests that these are not isolated problems but systemic features of the current
security posture in the sector.
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Conclusion

This research set out to evaluate the protection of telecommunications systems against
advanced persistent threats and cyberattacks, and to propose improvements grounded in
empirical evidence. The findings paint a concerning picture: telecom operators possess
substantial capabilities in identifying assets and recovering from incidents, but critical
weaknesses in detection, protection, and response leave them vulnerable to sophisticated
adversaries who can operate within their networks for extended periods without discovery.
The mean detection score of forty-seven point eight across operators, combined with the
twelve percent detection rate for synthetic advanced persistent threat indicators, represents
a fundamental failure of current defensive approaches.

Three primary contributions emerge from this study. First, the research provides a
comprehensive, multi-operator assessment of security posture against advanced persistent
threats, moving beyond single-operator case studies or theoretical analyses to document
the state of practice across varied environments. Second, the study identifies detection as
the weakest link in current defenses and explains why existing detection methodologies,
heavily reliant on signature-based tools, are mismatched to the nature of advanced
persistent threat behavior. Third, the research develops a framework for understanding
telecom security as a systemic challenge requiring coordinated technical, organizational,
and regulatory responses, rather than a purely technical problem solvable by deploying
additional security products.

For telecom operators, the path forward requires prioritizing detection capabilities over
prevention alone. While preventive controls such as firewalls and access controls remain
necessary, they are insufficient against adversaries who will eventually find a way through.
Investment in behavioral analytics, network visibility, threat hunting, and skilled personnel is
essential. For regulators, the results argue for moving beyond compliance checklists toward
capabilities-based requirements tested through realistic exercises. For the research
community, numerous questions remain about how to achieve effective detection in high-
volume, heterogeneous telecom environments without imposing unacceptable performance
penalties or operational complexity.

Future research directions should include the development and evaluation of telecom-
specific detection methodologies, particularly those combining multiple data sources such
as network flow data, system logs, and signaling protocol analysis. Longitudinal studies
tracking the evolution of security posture over time, particularly as operators adopt fifth-
generation and next-generation technologies, would provide valuable insights. The
applicability of zero-trust architectures to telecom networks deserves careful investigation,
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as does the potential for automation and orchestration to accelerate detection and response.
Finally, as quantum computing advances threaten existing encryption methods, research
into quantum-resistant cryptographic protocols for telecom infrastructure should begin now
to ensure future preparedness.

The protection of telecommunications systems against advanced persistent threats is
not merely a technical challenge but a strategic imperative for societies that depend on these
networks for nearly every aspect of modern life. The findings of this study indicate that
current efforts are falling short, but they also illuminate a path forward through the
combination of better detection, greater visibility, improved threat intelligence sharing, and
sustained investment in people and processes. Without urgent action, the gap between
adversary capability and defensive effectiveness will continue to widen, with consequences
that extend far beyond the telecommunications sector itself.
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SECURITY VULNERABILITIES IN INTERNET OF THINGS DEVICES WITHIN
TELECOM NETWORKS
Abstract

The proliferation of Internet of Things devices within telecommunications networks has
introduced a complex array of security vulnerabilities that undermine network integrity and
user privacy. This study investigates the primary security weaknesses inherent in 0T device
integration into telecom infrastructures, employing a mixed-methods approach combining
vulnerability scanning of commercial 0T devices and analysis of telecom network traffic
logs. Key findings reveal that inadequate authentication mechanisms, unencrypted data
transmission, and improper device lifecycle management constitute the most critical
vulnerabilities. The research concludes that current security protocols are insufficient for the
scale and heterogeneity of loT deployments, necessitating enhanced encryption standards
and automated patch management systems. These findings have significant implications for
network operators, device manufacturers, and regulatory bodies.

Introduction

The rapid expansion of Internet of Things ecosystems has fundamentally transformed
the architecture and operational dynamics of telecommunications networks. Billions of
connected devices, ranging from smart meters and wearable health monitors to industrial
sensors and autonomous vehicles, now rely on telecom infrastructure for data transmission
and remote management. This convergence presents unprecedented opportunities for

automation, data-driven decision-making, and service innovation. However, the integration
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of loT devices into telecom networks introduces a parallel expansion of security
vulnerabilities that threaten the confidentiality, integrity, and availability of network services.

Telecommunications networks have traditionally operated within relatively controlled
environments where endpoints such as mobile phones and computers receive regular
security updates and adhere to standardized authentication protocols. IoT devices, by
contrast, often suffer from severe constraints in processing power, memory, and battery life,
which limit their capacity to implement robust security measures. Furthermore, many loT
devices are deployed in physically accessible or unattended locations, increasing the risk of
hardware tampering and side-channel attacks. The operational lifespan of loT devices
frequently exceeds that of consumer electronics, yet manufacturers often discontinue
security support years before devices are retired from service, creating a growing population
of vulnerable endpoints.

The importance of addressing loT security vulnerabilities within telecom networks
cannot be overstated. A compromised |oT device can serve as an entry point for lateral
movement across the network, potentially facilitating distributed denial of service attacks,
data exfiltration, or the hijacking of network control planes. High-profile incidents such as the
Mirai botnet attack, which exploited insecure 0T devices to launch massive DDoS attacks
against critical internet infrastructure, have demonstrated the systemic risks posed by
insecure device populations. As telecom operators deploy fifth and sixth generation
networks with vastly increased device density and lower latency requirements, the attack
surface expands correspondingly.

The primary objective of this research is to systematically identify, categorize, and
analyze the most critical security vulnerabilities arising from the integration of IoT devices
into telecom networks. Secondary objectives include evaluating the effectiveness of existing
mitigation strategies and proposing a framework for vulnerability management tailored to the
unique constraints of loT device populations. This study is guided by the following research
questions: What are the most prevalent security vulnerabilities in loT devices currently
deployed within telecom networks? How do these vulnerabilities differ across device
categories and manufacturers? What are the root causes of persistent loT security
weaknesses? And what technical and procedural interventions can effectively reduce risk
exposure in telecom loT deployments?

Literature Review

Existing research on loT security vulnerabilities within telecommunications networks
has developed along several distinct trajectories, reflecting the multidisciplinary nature of
the problem. Early contributions focused primarily on device-level weaknesses, while more
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recent scholarship has examined network-wide implications and architectural solutions. This
review critically synthesizes the current state of knowledge and identifies persistent gaps
that justify the present investigation.

Schmidt and Weber (2021) conducted a comprehensive analysis of authentication
mechanisms in cellular loT devices, examining over five hundred commercially available
products across twelve manufacturers. Their study employed both static code analysis and
dynamic runtime testing to evaluate the strength of credential management practices. The
findings revealed that approximately sixty-three percent of devices used hard-coded or
easily guessable default credentials, and forty-one percent transmitted authentication data
in plain text over the network interface. Schmidt and Weber proposed a graded
authentication framework that distinguishes between low-risk and high-risk device
categories, recommending certificate-based authentication for the latter. However, their
work did not adequately address the operational challenges of certificate renewal and
revocation in device populations numbering in the millions, nor did it consider the constraints
of legacy devices that cannot support modern cryptographic operations.

Conti, Rossi, and Fischer (2022) approached the problem from a network architecture
perspective, focusing on the wvulnerabilities introduced by loT device communication
patterns. Their longitudinal study analyzed traffic data from seventeen telecom operators
across Europe, spanning a twenty-four month period. The researchers identified that loT
devices frequently maintain long-lived connections to command and control servers,
creating predictable traffic signatures that attackers can exploit for reconnaissance.
Furthermore, they documented a high incidence of devices communicating with unverified
or malicious external endpoints, indicating either compromise or misconfiguration. Conti,
Rossi, and Fischer proposed a network-based anomaly detection system using machine
learning classifiers, achieving reported detection rates exceeding ninety percent for certain
attack types. Nevertheless, their approach required substantial computational resources at
the network edge, raising questions about scalability and economic viability for smaller
operators. The study also relied on historical attack data for training, potentially limiting its
effectiveness against novel or evolving threats.

Muller and Chen (2020) examined the lifecycle management of loT devices as a source
of systemic vulnerability. Their survey of two hundred thirty network administrators and
security professionals revealed that only twenty-two percent of organizations maintained
accurate inventories of loT devices connected to their networks. Sixty-seven percent
reported that they had no mechanism for verifying whether devices received security
patches, and fifty-four percent acknowledged that they had continued operating devices for
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more than twelve months after manufacturer end-of-life announcements. Muller and Chen
argued that the absence of standardized device decommissioning procedures creates
persistent risk, as retired devices often remain physically connected and logically
addressable. Their proposed solution involved automated device discovery and health
checking at the network edge, coupled with contractual requirements for manufacturer patch
support duration. However, the study focused primarily on enterprise and industrial loT
deployments, with limited attention to consumer devices that constitute the majority of
telecom-connected IoT populations.

A significant gap across the existing literature is the relative neglect of heterogeneous
device environments where devices from multiple manufacturers, with different firmware
versions and security capabilities, coexist within the same network segment. Most studies
assume a degree of homogeneity or treat device populations as statistically independent,
whereas real telecom networks support an anarchic mix of device types, ages, and
configurations. Additionally, the literature has not adequately addressed the tension between
security requirements and operational imperatives such as low latency, high availability, and
energy efficiency. There is also a lack of empirical research examining the effectiveness of
security interventions in live telecom environments rather than laboratory or simulated
settings. The present study addresses these gaps by conducting vulnerability assessments
on actual commercial loT devices operating within a testbed that replicates real telecom
network conditions, including device heterogeneity, network congestion, and mixed traffic
patterns.

Materials and Methods

This research employed a mixed-methods design combining quantitative vulnerability
scanning with qualitative analysis of network traffic and device firmware. The methodological
approach was structured into three sequential phases: device selection and
characterization, controlled vulnerability assessment, and telecom network traffic analysis.
All procedures were approved by the institutional research ethics committee, and no
production telecom networks were disrupted during data collection.

In the first phase, a purposive sample of forty-five |oT devices was assembled,
representing the most common device categories found in telecom networks according to
industry deployment data. The sample included fifteen smart home devices (cameras, plugs,
thermostats, and hubs), fifteen wearable devices (fitness trackers, smartwatches, and
medical alert pendants), and fifteen industrial 10T devices (environmental sensors, asset
trackers, and remote monitoring units). Devices were sourced from twelve manufacturers,

including both market leaders and smaller vendors. For each device, the research team
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recorded the firmware version, communication protocols supported, authentication methods
available, and manufacturer security documentation. Devices ranged in purchase date from
2018 to 2024, with firmware versions spanning three major release generations to capture
variability in security posture.

The second phase involved controlled vulnerability assessment conducted within a
Faraday-shielded laboratory environment to prevent unintended network emissions. Each
device was connected to a dedicated test network isolated from the institution’s production
infrastructure. The test network consisted of a cellular base station simulator for devices
using LTE-M or NB-loT protocols, a Wi-Fi access point for devices using wireless local area
networking, and an Ethernet switch for wired devices. A passive network tap captured all
traffic between the device and the internet gateway, which was routed through a transparent
proxy for deep packet inspection. Vulnerability scanning was performed using a combination
of commercial tools, including a network vulnerability scanner, and custom scripts developed
for loT-specific protocol analysis. Scanning included the following test categories: default
credential verification, weak password policy assessment, plaintext credential transmission
detection, open port enumeration, unnecessary service identification, outdated protocol
detection, known vulnerability signature matching, and fuzz testing of application layer
inputs. Each device was subjected to a complete scan cycle lasting six hours, during which
all network traffic was logged to disk for subsequent analysis.

The third phase analyzed telecom network traffic logs obtained from three collaborating
operators under data sharing agreements. The dataset comprised anonymized netflow
records and deep packet inspection metadata from three geographically distributed network
segments carrying loT traffic. The observation period covered ninety consecutive days, with
an average daily traffic volume of approximately two hundred gigabytes compressed. From
this dataset, the research team extracted a subset of records pertaining to loT device
communications based on device signatures, MAC address ranges, and user agent strings.
Analysis focused on identifying security anomalies including connections to known malicious
IP addresses, prolonged connection durations inconsistent with device function, unexpected
outbound port usage, unencrypted transmission of sensitive data fields, and irregular
heartbeat or beaconing patterns. Statistical analysis employed descriptive statistics for
vulnerability prevalence, chi-square tests for association between device characteristics and
vulnerability presence, and logistic regression to identify predictors of device compromise
likelihood. All statistical procedures were conducted at a significance level of alpha equals
0.05, with appropriate corrections for multiple comparisons.

Results

24



«BbICOTHI 3HAHMIT» A\\%A vysotyznaniy.online

The vulnerability assessment phase revealed a high prevalence of security
weaknesses across all device categories, though with notable variation between device
types and manufacturers. Of the forty-five devices tested, forty-one devices exhibited at
least one critical vulnerability, defined as a weakness that could directly lead to device
compromise or unauthorized network access. Thirty-three devices contained multiple
vulnerabilities across different security domains. No device achieved a clean security
assessment without any identified weaknesses.

Authentication mechanisms constituted the most problematic domain. Thirty-seven
devices accepted default credentials that were publicly documented in manufacturer user
manuals or online databases. Credential brute-forcing attempts succeeded against twenty-
nine devices within a sixty-second testing window, indicating insufficient rate limiting or
account lockout mechanisms. Twenty-two devices transmitted username and password
combinations in plain text during the initial authentication handshake, including devices
using outdated versions of the MQTT protocol without transport layer security. Certificate-
based authentication was implemented by only eight devices, and in three of these cases,
the devices accepted expired or self-signed certificates without validation. Credential
storage analysis revealed that fourteen devices stored passwords or pre-shared keys in
unencrypted firmware partitions accessible via physical debugging interfaces.

Network communication vulnerabilities were similarly widespread. Thirty-one devices
exposed at least one unnecessary network service on a publicly reachable port, including
telnet, unencrypted HTTP, and trivial file transfer protocol. Passive fingerprinting of these
services disclosed device model, firmware version, and in some cases, the operating system
kernel build. Twenty-five devices used deprecated protocol versions, including SSL version
three and TLS version one point zero, both of which contain known cryptographic
weaknesses. Dynamic analysis of traffic patterns showed that nineteen devices
communicated with external endpoints outside the manufacturer’'s documented
infrastructure, suggesting either misconfiguration or potential compromise. Behavioral
anomalies included devices sending periodic beacon messages to IP addresses in
jurisdictions with different data protection regimes, as well as devices transmitting device
identifiers and network credentials to third-party analytics services without explicit user
notification.

The telecom network traffic analysis provided complementary insights at scale.
Examination of netflow records from the three operator networks identified 47,382 unique
loT devices across the observation period. Of these, 12,847 devices exhibited

communication patterns consistent with known malicious activities, including connections to
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IP addresses listed in threat intelligence feeds. The prevalence of suspicious outbound
connections was highest for smart home cameras and network attached storage devices,
which together accounted for sixty-three percent of anomalous traffic. Longitudinal analysis
revealed that devices typically began exhibiting suspicious behavior approximately forty-
seven days after initial network registration, with a secondary peak at one hundred eighty
days. This temporal pattern may correspond to the time required for attackers to scan,
identify, and compromise newly deployed devices.

Deep packet inspection of a subset of five thousand connections identified 2,301
instances of unencrypted transmission of sensitive data, including device geolocation
coordinates, network authentication tokens, and in eleven cases, user keystroke patterns
from smart televisions. Healthcare-related wearables were disproportionately represented
in this category, with seventy-three percent of such devices transmitting physiological
measurements without encryption. Statistical analysis found a significant association
between device price point and security posture, with devices priced below fifty US dollars
being four point six times more likely to contain critical vulnerabilities compared to devices
priced above two hundred dollars. Manufacturer reputation, defined as market share and
years in operation, was not significantly associated with security outcome, indicating that
established vendors are not consistently more secure than newer entrants.

The logistic regression model examining predictors of device compromise likelihood
included device category, firmware age, communication protocol diversity, and presence of
a hardware security module. The final model was statistically significant and correctly
classified eighty-one percent of cases. Firmware age was the strongest predictor, with each
additional month since the last security update increasing the odds of compromise by
seventeen percent. Communication protocol diversity, measured as the number of distinct
application-layer protocols supported, was inversely associated with compromise risk,
suggesting that devices implementing multiple protocols benefit from broader security
auditing or that simpler devices are more likely to be targeted. Hardware security modules
were protective, reducing odds of compromise by sixty-eight percent, but only six devices in
the sample contained such components.

Discussion

The findings of this study confirm and extend existing knowledge regarding loT security
vulnerabilities in telecom networks. The near-ubiquitous presence of default credentials
observed in the device assessment aligns with the earlier findings of Schmidt and Weber
(2021), though the prevalence of plaintext authentication in the present sample (forty-nine
percent) exceeds previously reported figures. This discrepancy may reflect the inclusion of
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lower-cost devices and more recent firmware versions in the current study, suggesting that
the problem may be worsening rather than improving despite increased industry attention.
The persistence of telnet and unencrypted HTTP services on contemporary devices is
particularly concerning, as these protocols have been deprecated for secure applications for
more than a decade.

The temporal pattern of device compromise observed in network traffic analysis, with
an initial peak at approximately seven weeks post-deployment, suggests that attackers have
automated the reconnaissance and exploitation phases. This finding supports the argument
made by Conti, Rossi, and Fischer (2022) that predictable traffic signatures facilitate
automated attacks, but the current results go further by quantifying the time course of
vulnerability exploitation. The secondary peak at one hundred eighty days is more difficult
to interpret but may correspond to the expiration of factory-installed certificates or the failure
of device owners to apply firmware updates that were released after initial deployment.

An unexpected finding was the lack of significant association between manufacturer
reputation and security outcomes. Intuitively, larger and more established manufacturers
would be expected to allocate greater resources to security engineering, yet the data do not
support this assumption. One possible explanation is that market pressure to reduce device
cost and time-to-market overrides security considerations even for established vendors,
particularly for consumer-grade products. Alternatively, legacy manufacturers may be
constrained by backwards compatibility requirements with earlier insecure products,
whereas newer entrants can design from a clean slate. This finding has important
implications for telecom operators developing procurement criteria and suggests that device
certifications based on vendor reputation alone are insufficient.

The protective effect of hardware security modules, while statistically significant, must
be interpreted cautiously given the small number of devices incorporating such components.
The sixty-eight percent reduction in compromise odds is substantial, but the practical
feasibility of deploying hardware security modules across all loT device categories remains
questionable. For ultra-low-power sensors operating on coin cell batteries, the energy
overhead of cryptographic operations may be prohibitive. Nevertheless, for higher-power
device categories such as gateways, cameras, and medical wearables, the results support
mandating hardware-based secure elements as a baseline requirement.

The study has several limitations that warrant consideration. The device sample, while
diverse, cannot be fully representative of the global loT population, which exceeds twenty
billion units across thousands of manufacturers. The controlled laboratory environment

cannot replicate all aspects of real deployment conditions, particularly the effects of network
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congestion, signal attenuation, and adjacent device interference. The network traffic
analysis, while based on operational data, relied on passive observation and cannot
definitively establish whether observed anomalies resulted from malicious activity,
misconfiguration, or legitimate but unusual device behavior. Additionally, the ninety-day
observation window may be insufficient to capture longer-term compromise patterns,
particularly for devices used intermittently or deployed in remote locations with limited
connectivity.

Comparisons with prior research reveal both convergences and divergences. The
current findings strongly support the lifecycle management concerns raised by Muller and
Chen (2020), as firmware age emerged as the dominant predictor of vulnerability status.
However, the present study found higher rates of unencrypted communication than
previously reported, potentially reflecting methodological differences in traffic inspection
depth. Where prior studies relied on header analysis, the current work employed full deep
packet inspection, which may have detected encryption failures not visible at the transport
layer.

The practical implications of these findings are substantial for multiple stakeholder
groups. For telecom operators, the results argue for mandatory device fingerprinting and
continuous behavioral monitoring as conditions for network access, rather than relying on
perimeter defenses alone. For device manufacturers, the persistence of default credentials
and plaintext authentication indicates that voluntary security guidelines have proven
inadequate, suggesting a need for regulatory mandates including penalties for
noncompliance. For policymakers, the temporal patterns of compromise support the
establishment of minimum security update support periods, analogous to warranty
requirements, with mandatory notification of end-of-life status.

Conclusion

This research systematically identified and characterized security vulnerabilities in
Internet of Things devices deployed within telecommunications networks. The principal
finding is that critical vulnerabilities, particularly related to authentication and encrypted
communication, remain pervasive across device categories and manufacturers. Over ninety
percent of tested devices contained at least one exploitable weakness, and network traffic
analysis revealed that approximately twenty-seven percent of observed loT devices
exhibited communication patterns consistent with compromise or misconfiguration.
Firmware age emerged as the strongest predictor of vulnerability status, underscoring the

importance of timely security updates across device lifecycles.
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The study contributes to academic knowledge by providing empirical data on
vulnerability prevalence from both controlled device testing and operational network
analysis, offering a more complete picture than prior research that relied on either approach
in isolation. The identification of temporal patterns in device compromise adds a dynamic
dimension to understanding loT risk that has been largely absent from static vulnerability
assessments. Methodologically, the combination of laboratory-based testing with network
traffic analysis demonstrates a replicable framework for future 0T security research.

For telecom network operators, the findings support immediate practical
recommendations. Operators should implement network-level detection of default credential
usage and block devices attempting to communicate with unencrypted protocols.
Procurement contracts should require manufacturers to provide minimum security update
periods of at least five years from the date of last sale, with automated update mechanisms
that cannot be permanently disabled by users. For high-risk device categories including
cameras and medical wearables, hardware-based secure elements should be mandatory.
Finally, operators should maintain continuously updated threat intelligence feeds to block
outbound connections to known malicious infrastructure.

Future research should address the limitations of the present study through larger and
more diverse device samples, longitudinal tracking of individual devices over multiyear
periods, and examination of attack propagation across heterogeneous device populations
within the same network segment. The interaction between device-level vulnerabilities and
network-level defenses deserves particular attention, as does the potential for machine
learning methods to detect compromise based on subtle behavioral anomalies rather than
known signatures. As telecom networks evolve toward virtualized and software-defined
architectures, research must also examine how these changes affect the security landscape
for loT devices. The vulnerabilities documented in this study are neither inevitable nor
intractable, but addressing them will require coordinated action across device
manufacturers, network operators, regulators, and the research community.
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REGULATORY FRAMEWORKS AND POLICIES FOR ENHANCING CYBERSECURITY
IN THE TELECOMMUNICATIONS SECTOR
Abstract

The rapid digitalisation of telecommunications infrastructure has intensified exposure
to cyber threats, necessitating robust regulatory interventions. This paper critically examines
existing regulatory frameworks and policies designed to enhance cybersecurity within the
telecommunications sector, with particular focus on the European Union’s Network and
Information Security Directive and the General Data Protection Regulation. A qualitative
comparative policy analysis methodology was employed, evaluating policy documents,
technical standards, and incident reports from five European national regulatory authorities
between 2018 and 2023. The findings reveal significant fragmentation in policy
implementation, inconsistent enforcement mechanisms, and a persistent gap between
technical standards and operational compliance. The study concludes that harmonised
cross-border regulatory coordination, dynamic risk assessment mandates, and sector-
specific incident reporting protocols are essential for improving cybersecurity resilience.
Future research should investigate the integration of artificial intelligence governance into
telecommunications policy frameworks.

Introduction

The telecommunications sector constitutes a critical infrastructure pillar upon which
modern economic, social, and governmental functions depend. As networks have evolved
from isolated circuit-switched systems to converged Internet Protocol-based architectures,
the attack surface available to malicious actors has expanded exponentially. Cybersecurity
breaches targeting telecommunications operators can result in widespread service
disruption, interception of sensitive communications, financial fraud, and even national

security compromises. Recognising these risks, policymakers across jurisdictions have
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introduced a range of regulatory frameworks and policies aimed at mandating minimum
security standards, incident reporting obligations, and risk management practices. However,
the effectiveness of these frameworks remains contested, particularly given the
transnational nature of telecommunications operations and the rapid evolution of cyber
threats.

The importance of this study lies in its systematic evaluation of how regulatory
frameworks translate into tangible cybersecurity enhancements within the
telecommunications sector. While technical solutions such as encryption, intrusion detection
systems, and zero-trust architectures are well documented, the policy layer that compels or
incentivises their adoption is less rigorously analysed. This paper addresses a critical gap:
the lack of comparative assessment regarding which regulatory instruments produce
measurable improvements in threat detection, incident response times, and overall network
resilience. The primary objective is to identify the structural strengths and weaknesses of
existing policies and to propose evidence-based recommendations for regulatory reform. A
secondary objective is to examine the interplay between national regulatory approaches and
supra-national guidelines, particularly within the European context where the
telecommunications market is highly integrated but governance remains partly fragmented.

The scope of this research is delimited to wireline and wireless telecommunications
infrastructure operators, excluding over-the-top service providers and content delivery
networks, although such boundaries are acknowledged as increasingly porous.
Geographically, the study focuses on European Union member states, with comparative
references to regulatory developments in Switzerland as a non-EU but closely aligned
jurisdiction. The time frame from 2018 to 2023 captures the post-implementation period of
key legislative instruments, including the revised Network and Information Security Directive,
known as NIS2, and the continued evolution of the General Data Protection Regulation’s
application to telecommunications data. By grounding the analysis in concrete policy
documents and empirical incident data, this research aims to contribute actionable insights
for regulatory bodies, telecommunications operators, and academic scholars investigating
the governance of digital infrastructures.

Literature Review

Existing scholarship on cybersecurity in the telecommunications sector can be
categorised into three broad streams: technical vulnerability assessments, economic
analyses of security investments, and regulatory governance studies. The first stream,
represented by works such as Hoffmann and Weber (2020), focuses on protocol-level
weaknesses in signalling systems, particularly the Diameter and SS7 protocols, which

32



«BbICOTHI 3HAHMIT» A\\%A vysotyznaniy.online

remain prevalent in roaming and inter-carrier communications. These studies consistently
demonstrate that technical fixes exist but are not universally deployed due to interoperability
costs and legacy system constraints. However, the technical literature rarely asks why
market forces alone fail to drive adoption of known mitigations, thereby leaving a gap that
regulatory analysis must fill.

The second stream, economic analysis, has been advanced by scholars including
Bauer and van Eeten (2019), who apply principal-agent theory to telecommunications
security. Their argument posits that operators underinvest in cybersecurity because the
costs of security measures are internalised while many benefits accrue to other network
users and to society at large. This positive externality problem provides a classic justification
for regulation, but the empirical evidence on optimal policy design remains inconclusive.
Some studies suggest that liability regimes and mandatory breach notification create
efficient incentives, while others find that compliance burdens drive small operators out of
markets without proportionally improving security postures.

The third stream, regulatory governance, is most directly relevant to this paper. Ferrari
and Schmidt (2021) conducted a longitudinal analysis of incident reporting data from four
European national regulatory authorities, finding that the introduction of mandatory breach
notification led to a temporary increase in reported incidents. However, their study was
unable to distinguish between genuine improvements in detection capabilities and
strategically timed reporting behaviours. More critically, Ferrari and Schmidt identified a
persistent under-reporting of significant breaches that did not directly involve personal data,
suggesting that the General Data Protection Regulation’s strong emphasis on data
protection may have inadvertently diverted attention from network integrity threats that do
not implicate privacy.

Complementing this work, Muller and Rossi (2022) examined the transposition of the
Network and Information Security Directive into national law across fifteen European
countries. Their comparative legal analysis uncovered substantial variation in enforcement
powers, penalty structures, and definitions of essential service operators. While some
countries, notably Germany and the Netherlands, designated telecommunications operators
as critical infrastructure subject to proactive security audits, others, including several
Southern European states, adopted a reactive model based on incident reporting alone.
Muller and Rossi concluded that this fragmentation undermines the single market for
telecommunications services, as operators face divergent compliance obligations
depending on where they are headquartered or where network elements are physically
located.
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Despite these valuable contributions, the existing literature exhibits several gaps. First,
few studies have systematically compared the actual cybersecurity outcomes, measured
through objective indicators such as mean time to detection and mean time to remediation,
against the regulatory frameworks in place. Most research relies either on self-reported
compliance surveys or on high-level legal transposition scores. Second, the interaction
between sector-specific telecommunications regulations and horizontal cybersecurity
frameworks remains underexplored. The European Electronic Communications Code, for
instance, imposes security obligations that partially overlap with the Network and Information
Security Directive, creating potential for both redundancies and conflicts. Third, the role of
technical standards bodies, such as the European Telecommunications Standards Institute,
in shaping regulatory outcomes is rarely integrated into policy analysis, despite these
organisations producing specifications that de facto become binding through regulatory
reference.

This paper addresses these gaps by employing a methodology that traces the causal
chain from regulatory text through to operator compliance behaviours and ultimately to
measurable security performance indicators. By focusing on five national authorities with
differing implementation approaches, the study isolates the policy variables most strongly
associated with improved cybersecurity outcomes. Furthermore, the analysis incorporates
technical standards as mediating factors, recognising that regulation often delegates
detailed security requirements to standards development organisations. In doing so, this
research responds to calls from Meier and Keller (2020) for interdisciplinary approaches that
bridge the divide between legal studies, public policy, and network engineering in the domain
of critical infrastructure protection.

Materials and Methods

The research employed a qualitative comparative policy analysis design, which is
appropriate for examining complex causal configurations where multiple conditions interact
to produce outcomes. This approach is superior to purely quantitative methods when the
number of cases is moderate and when contextual factors are expected to influence
implementation effectiveness. The unit of analysis was the national cybersecurity regulatory
framework applied to telecommunications operators, with each of five European countries
treated as a separate case.

Case selection followed a most different systems design, intended to maximise
variation on key independent variables while holding the dependent variable of interest
measurable across cases. The selected countries were Switzerland, Germany, Italy, the
Netherlands, and Spain. These jurisdictions exhibit variation in: the designated authority
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responsible for telecommunications cybersecurity (sector-specific regulator versus general
cybersecurity agency); the legal status of security standards (mandatory versus guidelines);
the severity of financial penalties for non-compliance; and the degree of integration with
European Union frameworks. Switzerland was included as a non-EU but economically
integrated case, providing a natural experiment in regulatory alignment without formal
legislative harmonisation.

Primary data sources comprised regulatory policy documents published between
January 2018 and December 2023. For each country, the following documents were
collected: the primary legislation transposing the Network and Information Security Directive
(or equivalent Swiss ordinance); secondary regulations specifying security measures for
telecommunications operators; guidance documents issued by national regulatory
authorities; and annual reports on cybersecurity enforcement actions. A total of forty-seven
documents were assembled, each subjected to qualitative content analysis using a coding
scheme developed through an iterative process. The coding scheme included twelve
categories: risk assessment requirements, incident reporting thresholds, reporting timelines,
security audit mandates, breach notification obligations to affected customers, technical
standards referenced, penalties for non-compliance, information sharing provisions between
operators and authorities, cross-border coordination mechanisms, security certification
requirements, supply chain security provisions, and vulnerability disclosure processes.

Secondary data sources consisted of cybersecurity incident reports submitted by
telecommunications operators to national authorities, obtained through freedom of
information requests where permissible. Complete anonymised datasets were obtained
from three of the five authorities, while the remaining two provided aggregated summary
statistics only. Incident data included the date of detection, date of initial intrusion when
known, type of incident (denial of service, unauthorised access, data breach, signalling
attack, or infrastructure compromise), estimated number of affected subscribers, remedial
actions taken, and whether the incident was voluntarily disclosed or discovered through
proactive monitoring. To ensure comparability, incident types were mapped to a common
taxonomy developed by the European Union Agency for Cybersecurity, or ENISA.

Additionally, semi-structured interviews were conducted with fifteen cybersecurity
managers employed at telecommunications operators across the five countries. Participants
were recruited through professional networks and industry associations, with the selection
criterion being direct responsibility for compliance with at least one of the regulatory
frameworks under study. Interviews lasted between forty-five and ninety minutes and were

conducted via secure video conferencing platforms. The interview protocol covered:
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perceptions of regulatory clarity, costs of compliance, perceived effectiveness of mandated
controls, experiences with incident reporting procedures, interactions with regulatory
authorities, and suggestions for policy improvement. Interviews were transcribed verbatim
and anonymised, with each participant assigned a code indicating country and role.
Thematic analysis was applied to interview transcripts using NVivo software, following a six-
phase approach: familiarisation, initial coding, searching for themes, reviewing themes,
defining themes, and writing the analytical narrative.

Analytical techniques included within-case analysis followed by cross-case synthesis.
Within-case analysis produced for each country a detailed narrative tracing the regulatory
framework, the operator compliance environment, and the observed incident patterns.
Cross-case synthesis employed a truth table approach, where each case was assigned
binary or ordinal scores on the independent variables derived from the policy documents,
and these configurations were compared against the dependent variable of security
performance. Security performance was operationalised as a composite index comprising
three equally weighted components: mean time to detection of confirmed breaches, mean
time to remediation following detection, and the proportion of incidents involving
unauthorised access to subscriber data that were detected through internal monitoring
rather than external notification. Higher values on each component indicated better
performance.

Methodological limitations must be acknowledged. First, incident reporting data are
inherently subject to under-reporting bias, as operators may strategically withhold
information about breaches that would expose regulatory failures. The triangulation with
interview data partially mitigates this limitation by revealing discrepancies between formal
reporting and internal awareness. Second, the composite security performance index relies
on data availability that was inconsistent across the five cases, with Switzerland providing
the most granular incident data and Italy the least. Missing data points were imputed using
mean values from similar cases only where the missing rate was below fifteen percent. Third,
the semi-structured interview sample, while adequate for qualitative saturation, is not
statistically representative of the entire telecommunications workforce. Findings from
interviews are therefore presented as illustrative of mechanisms rather than as generalisable
frequencies. Fourth, the study period coincides with the COVID-19 pandemic, which
accelerated telecommunications traffic volumes and shifted remote working patterns,
potentially confounding the observed security metrics. To address this, incident rates were
normalised against quarterly traffic data obtained from national regulatory reports where
available.
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Ethical approval for the interview component was obtained from the research ethics
committee of the author’s affiliated institution. All participants provided informed consent,
and data handling complied with applicable data protection regulations, including
anonymisation of any personally identifiable information contained in operator incident
reports.

Results

The analysis produced several principal findings organised around three themes:
regulatory implementation variation, operator compliance behaviours, and measurable
cybersecurity performance indicators.

Concerning regulatory implementation, the five countries exhibited substantial
divergence despite formal alignment with European Union directives. Germany and the
Netherlands demonstrated the most prescriptive frameworks, with legally binding technical
standards referencing specific European Telecommunications Standards Institute
specifications for network equipment security. Both countries mandated biennial
independent security audits for telecommunications operators controlling infrastructure
serving more than one hundred thousand subscribers, with audit reports subject to review
by the national regulator. In contrast, Italy and Spain adopted a more principles-based
approach, requiring operators to implement proportionate security measures but delegating
the determination of proportionality largely to operator self-assessment. Switzerland
occupied an intermediate position, with mandatory standards for core network elements but
permissive guidance for access and aggregation network components.

Penalty structures varied markedly across jurisdictions. German regulations
empowered the Federal Network Agency to impose fines up to ten million euros or two
percent of global annual turnover for telecommunications-specific security violations, in
addition to penalties under the General Data Protection Regulation. Dutch authorities could
impose similar financial sanctions but had also exercised the power to issue binding
instructions requiring specific security investments within defined timelines. Italian and
Spanish penalty regimes were capped at substantially lower amounts, with maximum fines
of approximately one million euros, and enforcement actions rarely reached these statutory
limits. Interview participants from Italian operators consistently noted that the expected
penalty for non-compliance was effectively treated as a cost of doing business when
weighed against capital expenditure for security upgrades.

Incident reporting compliance emerged as a problematic area across all five countries,
although with important differences. In Germany and the Netherlands, the proportion of
significant cybersecurity incidents reported to regulatory authorities within the mandated
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seventy-two hour window was estimated at ninety-two percent and eighty-nine percent
respectively, based on cross-referencing interview disclosures with official logs. These
figures dropped to sixty-eight percent for Spain and fifty-seven percent for Italy. Swiss
operators reported approximately seventy-eight percent of qualifying incidents. However,
deeper analysis revealed that reporting rates alone were misleading indicators of regulatory
effectiveness. German operators reported incidents more completely, but the median time
from intrusion to detection remained forty-seven days, which was not significantly better than
the Italian median of fifty-two days. Instead, the qualitative difference lay in what was
reported: German and Dutch incident reports consistently included technical indicators of
compromise and root cause analyses, whereas reports from Spain and Italy often contained
minimal information, satisfying only the most literal interpretation of regulatory requirements.

Regarding signal of security performance, the composite index revealed that Germany
achieved the highest overall score, followed closely by the Netherlands, then Switzerland,
with Spain and Italy ranking lowest. The key driver of differentiation was not the frequency
of audits or the severity of penalties, but rather the existence and operationalisation of
mandatory threat intelligence sharing platforms. Germany’s national cybersecurity authority
operated a sector-specific information sharing and analysis centre, or ISAC, for
telecommunications providers, where participants were required to contribute anonymised
threat data in exchange for access to real-time indicators. The Netherlands maintained a
similar but voluntary platform, whereas the other three countries relied on generic, cross-
sectoral threat sharing mechanisms that telecommunications operators reported as less
useful. Statistical analysis of incident timelines showed that German operators reduced their
mean time to detection from sixty-three days in 2019 to thirty-four days in 2023, a forty-six
percent improvement that interview participants attributed directly to ISAC participation.

An unexpected finding concerned the relationship between supply chain security
regulations and operational vulnerabilities. All five countries had introduced requirements for
telecommunications operators to assess the security of equipment from high-risk vendors,
motivated by concerns about state-sponsored backdoors in network infrastructure.
However, interview data indicated that most operators lacked the technical capability to
perform meaningful supply chain assessments beyond reviewing vendor declarations of
conformity. Only two operators, both in the Netherlands, had established independent
testing laboratories capable of analysing network equipment firmware for unauthorised
functionality. This gap between regulatory mandate and operational capability was a
recurring theme, with participants describing compliance as a paper exercise rather than a

substantive security enhancement.
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The incident database, comprising four hundred and twelve confirmed breaches
across the five countries over the six-year period, revealed that the most common attack
vector was compromise of administrative credentials, accounting for thirty-four percent of all
incidents. Signalling system attacks, which have received disproportionate academic
attention, represented only eleven percent of confirmed breaches but had the highest
median impact in terms of subscribers affected. Interestingly, the proportion of incidents
involving signalling attacks was significantly lower in countries that had mandated
implementation of specific security protections for SS7 and Diameter protocols, namely
Germany and the Netherlands. This provides evidence that technically prescriptive
regulation can be effective when the regulated community possesses the necessary
implementation capacity.

Variation in mean time to remediation was even more pronounced than detection times.
German operators averaged seventeen days from detection to full remediation of confirmed
breaches, compared to fifty-two days in Spain and sixty-one days in ltaly. Interview
participants in Spain and Italy described bureaucratic approval processes for security
patches, requiring up to fourteen days of internal change advisory board reviews even for
critical vulnerabilities. In contrast, German operators had established expedited change
management procedures for security updates, explicitly permitted under regulatory
guidance that recognised the tension between operational stability and threat response. This
finding suggests that regulatory frameworks affecting internal governance procedures may
have as much impact on security outcomes as directly mandated technical controls.

Discussion

The results of this study offer several important insights for theory and practice
regarding regulatory frameworks and policies for enhancing cybersecurity in the
telecommunications sector. First, the finding that mandatory technical standards produce
measurable improvements in specific threat categories, notably signalling system attacks,
supports the economic argument for targeted regulation. However, the heterogeneous
outcomes across countries with similarly prescriptive requirements indicate that legal
transposition alone is insufficient. The critical mediating factor appears to be the existence
of institutional infrastructure for implementation support, particularly in the form of sector-
specific threat intelligence sharing with mandated participation. Where operators were
required both to contribute data and to receive feeds, the resulting network effects amplified
individual investments in detection capabilities. This suggests that policymakers should
consider not only what standards to mandate but also the collaborative mechanisms through

which compliance is sustained over time.
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The discrepancy between regulatory mandates for supply chain security and operators’
limited testing capabilities raises serious questions about the feasibility of current policy
approaches. European Union legislation, including the recently adopted Cyber Resilience
Act, increasingly requires economic operators to assess the security of products and
components throughout their lifecycle. Yet the present study finds that even sophisticated
telecommunications operators lack the reverse engineering and firmware analysis skills
necessary to validate vendor claims. This gap cannot be closed through regulation alone; it
requires investment in public or semi-public testing infrastructure, possibly modelled on
existing cybersecurity certification schemes. Until such infrastructure exists, supply chain
security requirements risk imposing compliance burdens without corresponding security
benefits, a classic case of symbolic policy.

Comparison with prior research reveals both convergence and divergence. Consistent
with Ferrari and Schmidt (2021), the present study found that mandatory incident reporting
increased the volume of reported incidents, but the effect on actual security posture was
conditional on the presence of analytical capabilities at the receiving regulatory authority.
Where authorities merely logged reported incidents without providing feedback or
conducting trend analysis, operators perceived reporting as a bureaucratic cost rather than
a learning opportunity. Conversely, the German and Dutch authorities that published
anonymised incident summaries with technical recommendations created a virtuous cycle
of improved reporting quality and operator responsiveness. This finding extends the work of
Muller and Rossi (2022) by specifying the mechanisms through which regulatory
fragmentation produces real-world security deficits. Variation in enforcement philosophy
matters not only for compliance costs but also for the collective learning dynamics that
underpin sectoral resilience.

The unexpected importance of internal governance procedures, specifically change
management and patch approval processes, suggests that cybersecurity regulation should
address organisational factors as directly as technical factors. Current frameworks tend to
focus on the specification of security controls, such as firewalls, encryption, and access
management systems. However, the present results indicate that even when all prescribed
controls are implemented, delays in deploying security updates can neutralise their
effectiveness. Regulatory policies that mandate certain categories of security updates to be
treated as urgent, with streamlined change advisory board processes, could achieve
significant improvements in mean time to remediation without imposing new technical
requirements. This represents a relatively low-cost policy intervention that has received
insufficient attention in both academic literature and legislative drafting.
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Another contribution of this study is the empirical demonstration that composite
security performance measures are sensitive to regulatory design features that are not
typically emphasised in policy debates. For instance, the presence of expedited change
management pathways for security patches was not mentioned in any of the primary
legislation documents analysed; it appeared only in regulatory guidance notes and in some
cases in informal communications between authorities and operators. This finding highlights
the limitations of analysing formal legal texts alone, as much of the effective regulatory action
occurs at the level of soft law, interpretive guidance, and day-to-day supervisory interactions.
Future comparative research should therefore expand its data sources to include these less
formal but operationally significant instruments.

The geographic limitations of this study must be acknowledged when interpreting the
results. European telecommunications markets are characterised by a relatively high
concentration of incumbent operators with long histories of regulatory engagement. In less
mature regulatory environments, such as those found in many developing economies, the
relationships observed here might differ substantially. Moreover, the five countries studied
are all high-income economies with relatively strong state institutions. The effectiveness of
mandatory threat intelligence sharing, for example, might be undermined in contexts where
trust between operators and regulators is low or where there are concerns about commercial
confidentiality being compromised. Replicating this study in other regional contexts would
be a valuable direction for future research.

Implications for policy practice are clear but context dependent. For jurisdictions
contemplating reform of telecommunications cybersecurity regulation, the evidence
suggests prioritising the establishment of sector-specific information sharing platforms with
mandatory participation before expanding the prescriptiveness of technical standards. The
latter is unlikely to be effective without the former, whereas the former can generate
improvements even with relatively general security obligations. Second, regulators should
consider auditing not only the technical controls that operators have deployed but also the
internal processes for deploying security updates, as the latter may be the binding constraint
on remediation speed. Third, the gap between supply chain security mandates and
implementation capacity indicates a need for collective testing infrastructure that individual
operators cannot economically justify building alone.

Conclusion

This paper set out to critically examine regulatory frameworks and policies for
enhancing cybersecurity in the telecommunications sector, employing a qualitative
comparative policy analysis of five European jurisdictions. The research has demonstrated
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that regulatory effectiveness depends not merely on the existence of legal mandates but on
a constellation of supporting factors including institutional infrastructure for threat
intelligence sharing, alignment between regulatory requirements and operator capabilities,
and attention to internal governance procedures such as change management. The findings
challenge purely formalistic approaches to policy evaluation and underscore the importance
of implementation dynamics in determining actual security outcomes.

The principal contributions of this study are threefold. Methodologically, it has
demonstrated the value of combining policy document analysis with operator interviews and
incident data, thereby triangulating across sources that are often examined in isolation.
Theoretically, it has specified mechanisms linking specific regulatory design features, such
as mandatory threat intelligence sharing, to improved detection and remediation metrics,
while also identifying boundary conditions under which other instruments, such as supply
chain security mandates, are unlikely to be effective. Practically, the findings offer actionable
guidance for regulatory authorities seeking to reform existing frameworks, notably the
recommendation to prioritise sector-specific information sharing platforms and to audit
patching processes alongside technical controls.

Several limitations of this research suggest directions for future investigation. The small
number of cases, while appropriate for the comparative design, limits statistical
generalisability. Future research could extend the analysis to a larger sample of jurisdictions,
including non-European cases, to test the external validity of the findings. Additionally, the
study period concluded before the full implementation of the European Union’s NIS2
Directive, which introduces expanded coverage and more harmonised enforcement
mechanisms. A longitudinal follow-up study after 2025 would be valuable to assess whether
the observed variation among member states diminishes under the new framework. Another
promising direction concerns the integration of artificial intelligence governance into
telecommunications cybersecurity regulation. As network operators deploy Al systems for
traffic management, anomaly detection, and customer service, new vulnerabilities and
regulatory challenges emerge that are not well addressed by existing frameworks.
Comparative research on how different jurisdictions are adapting their cybersecurity policies
to Al-enabled telecommunications infrastructures would be timely and policy relevant.

In conclusion, enhancing cybersecurity in the telecommunications sector through
regulatory intervention remains a complex but essential undertaking. The present study
indicates that well-designed frameworks, characterised by prescriptive technical standards
for demonstrably vulnerable protocols, mandatory sector-specific threat intelligence sharing,
and regulatory attention to organisational patch management processes, can produce
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measurable improvements in detection and remediation capabilities. However, such
frameworks must be implemented with attention to the institutional capacities of both
regulators and regulated operators. Symbolic compliance, where regulatory mandates are
satisfied on paper but not in practice, is a persistent risk that can only be mitigated through
ongoing engagement, capability building, and iterative refinement of both rules and
supporting infrastructure. The telecommunications sector will continue to be a primary target
for cyber adversaries, but with evidence-informed regulatory policies, its resilience can be
substantially strengthened.
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EFFECTS OF NUTRITION AND FITNESS PROGRAMS ON ATHLETIC PERFORMANCE
OUTCOMES
Abstract

This study examined the effects of combined nutrition and fitness interventions on
athletic performance outcomes in competitive endurance athletes. A randomized controlled
trial was conducted over twelve weeks with sixty trained runners assigned to either a control
group maintaining habitual diets and training, or an intervention group receiving
individualized periodized nutrition plans alongside structured fithess programming.
Performance metrics included time-trial results, maximal oxygen consumption, body
composition, and recovery markers. The intervention group demonstrated significant
improvements in five kilometer time-trial performance, enhanced maximal oxygen
consumption, and reduced fatigue recovery times compared to controls. Subcutaneous fat
mass decreased substantially only in the intervention group. These findings indicate that
integrated nutrition and fithess programs produce superior athletic outcomes compared to
exercise alone, supporting the adoption of multidisciplinary approaches in sports training
protocols.

Introduction

The optimization of athletic performance represents a central objective in competitive
sports science, drawing upon multiple physiological, biomechanical, and psychological
domains. Among the modifiable factors influencing performance outcomes, nutrition and
fitness training stand as two pillars that collectively determine an athlete’s capacity to train
effectively, recover efficiently, and compete at maximal potential. Despite widespread
acknowledgment that diet and exercise operate synergistically, much existing research has

44



«BbICOTHI 3HAHMIT» A\\%A vysotyznaniy.online

examined these variables in isolation, leaving a gap in understanding how systematically
combined interventions produce additive or multiplicative effects on performance.

The importance of this study arises from the practical reality that athletes, coaches,
and sport scientists require evidence-based guidelines for integrating nutritional strategies
within periodized training frameworks. Traditional approaches often treat nutrition as an
adjunct rather than an integral component of the training prescription. Consequently,
athletes may follow sound fithess programs while neglecting nutrient timing, macronutrient
distribution, or energy availability that would otherwise augment training adaptations.
Conversely, sophisticated dietary planning without corresponding exercise programming
fails to capitalize on the anabolic and metabolic stimuli that physical activity provides.

Previous investigations have established that carbohydrate loading enhances
endurance capacity, that protein supplementation supports muscle protein synthesis, and
that periodized training improves cardiovascular function. However, few randomized
controlled trials have directly compared the combined intervention against a control group
receiving equivalent fitness training without structured nutritional guidance. This gap limits
the ability to attribute performance differences specifically to the integration of nutrition
protocols rather than to the fithess program alone.

Therefore, the present study was designed with the following objectives. First, to
determine whether a twelve-week combined nutrition and fitness intervention produces
greater improvements in endurance performance compared to fitness training alone.
Second, to assess changes in physiological markers including maximal oxygen
consumption, body composition, and subjective recovery metrics. Third, to evaluate the
practical significance of any observed differences for competitive athletes. The central
hypothesis posited that participants receiving the integrated program would demonstrate
superior performance outcomes across all measured variables relative to the control group.

Literature Review

The relationship between nutrition and athletic performance has been extensively
investigated, yet the literature reveals persistent gaps in understanding how dietary
interventions interact with concurrent fithess programming. Early research in sports nutrition
focused predominantly on macronutrient requirements for energy production, with seminal
work establishing that carbohydrate availability influences endurance capacity. Subsequent
investigations expanded to include protein’s role in muscle repair, fat metabolism during
prolonged exercise, and micronutrient contributions to oxidative stress mitigation.

One important line of inquiry concerns periodized nutrition, wherein dietary intake is
deliberately manipulated across training cycles to enhance metabolic adaptations.
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Researchers have documented that training with low glycogen availability can upregulate
markers of mitochondrial biogenesis, while high carbohydrate availability supports high-
intensity training sessions. However, the translation of these mechanistic findings into
practical performance outcomes remains inconsistent. Some studies report enhanced
endurance performance following periodized carbohydrate protocols, while others find no
advantage over constant high carbohydrate diets. This inconsistency may stem from
variations in study design, participant characteristics, or the failure to control for fithess
program variables.

Concurrently, the exercise science literature has thoroughly examined the effects of
structured fithess programs on athletic outcomes. Periodized resistance training produces
superior strength gains compared to non-periodized approaches, while high-intensity
interval training improves maximal oxygen consumption to a greater extent than moderate
intensity continuous training. Endurance athletes benefit from polarized training models that
emphasize low intensity volume with judicious high intensity exposures. Despite this rich
evidence base, most fitness studies either did not measure dietary intake or controlled for
nutrition only to the extent of ensuring general adequacy. Consequently, the potential for
nutritional status to moderate or mediate training responses remains underexplored in the
primary exercise literature.

The intersection of these two domains constitutes an emerging research area. Several
cross-sectional observational studies have noted that elite athletes who consistently follow
structured nutrition plans tend to achieve better performance benchmarks, but causation
cannot be inferred from such designs. Intervention studies that have manipulated both diet
and exercise simultaneously are relatively scarce, and those that exist often suffer from
methodological limitations including small sample sizes, short durations, or lack of
appropriate control groups. Moreover, many combined interventions implement nutrition and
fitness changes concurrently without a control condition that receives fitness programming
alone, making it impossible to disentangle the specific contribution of the dietary component.

A further gap concerns the measurement of recovery outcomes. While performance
tests capture functional capacity, subjective recovery metrics such as perceived fatigue,
sleep quality, and muscle soreness provide valuable insight into an athlete’s readiness to
train and compete. Existing studies have predominantly focused on objective performance
measures, with limited attention to how nutrition and fitness programs interact to influence
recovery. This oversight is notable given that enhanced recovery may represent one

mechanism through which integrated interventions produce superior long-term outcomes.
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The present study addresses these gaps by employing a randomized controlled design
with a control group that receives equivalent fitness training but no structured nutrition
intervention. This approach allows for causal inference regarding the added value of
systematic nutritional guidance. Furthermore, the inclusion of both objective performance
measures and subjective recovery assessments provides a multidimensional evaluation of
outcomes. The twelve-week duration exceeds that of many previous combined
interventions, permitting detection of adaptations that may require extended exposure to
manifest.

Materials and Methods

Study design and ethical approval

This investigation employed a parallel group randomized controlled trial design with
pretest and posttest measurements conducted at baseline and following twelve weeks of
intervention. The study protocol received approval from the institutional review board of the
Swiss Federal Institute of Sport Sciences. All procedures adhered to the ethical standards
established in the Declaration of Helsinki, and all participants provided written informed
consent prior to enroliment.

Participants

A sample of sixty competitive endurance runners was recruited through
announcements distributed to local athletics clubs and university sports programs in the
canton of Bern, Switzerland. Inclusion criteria required participants to be aged between
eighteen and forty years, to have competed in at least three organized running events in the
preceding twelve months, and to maintain a minimum weekly running volume of forty
kilometers. Exclusion criteria included any musculoskeletal injury that precluded full training
participation, any metabolic or cardiovascular condition affecting exercise capacity, current
use of performance enhancing substances, and prior bariatric or other gastrointestinal
surgery that would alter nutrient absorption. Participants were informed that the study
involved twelve weeks of supervised training and dietary monitoring, with no financial
compensation provided but with free access to sports nutrition consultations and
performance testing.

Following baseline assessments, participants were randomly assigned to either the
intervention group or the control group using a computer generated randomization sequence
with a one to one allocation ratio. Randomization was concealed using sequentially
numbered opaque sealed envelopes prepared by a researcher not involved in data
collection. Baseline characteristics including age, sex, body mass index, and five kilometer

time-trial performance were assessed for between group equivalence.
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Intervention protocols

Participants in both groups attended a supervised fithess program designed by
certified strength and conditioning specialists. The program consisted of three running
sessions and two resistance training sessions per week, organized in a periodized structure
across three four week mesocycles. Running sessions included one interval training session
focused on velocities above lactate threshold, one tempo run at threshold intensity, and one
long slow distance run. Resistance sessions emphasized compound movements including
squats, deadlifts, lunges, and core exercises, performed at intensities ranging from sixty to
eighty percent of one repetition maximum. All sessions were logged by participants and
reviewed weekly by study personnel to ensure compliance.

The intervention group additionally received individualized nutrition programming
developed by a registered sports dietitian. Nutrition plans were periodized to align with
training cycles, incorporating variations in total energy intake, macronutrient distribution, and
nutrient timing. In high intensity training phases, carbohydrate intake was prescribed at eight
to ten grams per kilogram body mass daily, with protein at one point six to two point zero
grams per kilogram, and fat constituting the remainder of energy requirements. In recovery
phases, carbohydrate intake was reduced to five to seven grams per kilogram while protein
remained elevated. Participants received specific guidance on pre exercise meals, intra
exercise fueling for sessions exceeding ninety minutes, and post exercise recovery nutrition
emphasizing a three to one carbohydrate to protein ratio within thirty minutes of session
completion. Dietary adherence was monitored using three day food records completed
weekly, with follow up counseling sessions every two weeks to address barriers and adjust
recommendations.

The control group received no structured nutrition intervention but was instructed to
maintain habitual dietary patterns throughout the study period. These participants completed
the same dietary monitoring procedures as the intervention group but did not receive
individualized feedback or counseling. Both groups were blinded to the study hypothesis
regarding nutrition effects, being informed only that the research compared different training
support models.

Outcome measures

Primary outcome was change in five kilometer time-trial performance, assessed on a
standardized outdoor running course under consistent weather conditions. Participants
completed two familiarization trials before baseline testing to minimize learning effects. All

time trials were conducted at the same time of day, with timing using photo electric cells.
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Secondary outcomes included maximal oxygen consumption measured during
incremental treadmill testing using a metabolic cart, body composition assessed via dual
energy X ray absorptiometry to quantify fat mass and lean mass separately, and subjective
recovery measured using the Total Quality Recovery scale. This scale provides a validated
assessment of perceived recovery status across physical, emotional, and social domains.
Additionally, capillary blood samples were collected at baseline and post intervention to
assess resting concentrations of creatine kinase as an indirect marker of muscle damage.

Data collection procedures

Assessments occurred during one week preceding the intervention and one week
following the twelve week period. Participants refrained from strenuous exercise for forty
eight hours prior to each testing session and consumed a standardized meal the evening
before testing. All testing sessions were conducted by researchers blind to group allocation.
The same sequence of testing was followed for each participant: anthropometric
measurements, body composition scanning, resting blood draw, maximal oxygen
consumption test, and five kilometer time-trial separated by a minimum of forty eight hours
of light activity only.

Statistical analysis

Sample size calculation indicated that twenty six participants per group would provide
eighty percent power to detect a moderate effect size difference in five kilometer time-trial
performance, assuming a two sided alpha of zero point zero five. Accounting for anticipated
attrition of approximately ten percent, thirty participants were enrolled per group. Data were
analyzed on an intention to treat basis, with missing data handled using multiple imputation.
Between group differences in change scores from baseline to post intervention were
analyzed using independent samples t tests for normally distributed continuous variables.
For non normal distributions, Mann Whitney U tests were employed. Within group changes
were examined using paired t tests or Wilcoxon signed rank tests as appropriate. Statistical
significance was set at p less than zero point zero five, with effect sizes reported as Cohen’s
d.

Results

Participant characteristics and retention

Of the sixty participants enrolled, fifty seven completed the twelve week intervention
and all post testing assessments. Two participants in the control group withdrew due to
scheduling conflicts, and one participant in the intervention group sustained an unrelated
ankle injury that precluded continued training. The final analysis therefore included twenty
nine participants in the intervention group and twenty eight in the control group. Baseline
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characteristics did not differ significantly between groups. The mean age of the sample was
twenty eight point four years, with thirty three males and twenty four females. Mean five
kilometer time-trial performance at baseline was nineteen minutes and forty seven seconds,
with a standard deviation of one minute and thirty two seconds. Mean body mass index was
twenty one point eight kilograms per square meter. Compliance with the fitness program
was high in both groups, with participants attending an average of eighty six percent of
prescribed sessions, and no significant difference in attendance between groups. Dietary
adherence in the intervention group was also high, with food record analysis indicating that
participants met prescribed macronutrient targets on eighty three percent of recorded days.

Performance outcomes

The five kilometer time-trial results revealed a significant advantage for the intervention
group. At baseline, mean completion times were nineteen minutes and fifty one seconds for
the intervention group and nineteen minutes and forty three seconds for the control group,
a non significant difference. Following the twelve week period, the intervention group
reduced its mean time to eighteen minutes and twenty two seconds, representing an
improvement of one minute and twenty nine seconds. The control group improved to
nineteen minutes and eight seconds, a reduction of thirty five seconds. The difference in
mean change between groups was fifty four seconds, which was statistically significant with
a large effect size. Examination of individual responses showed that eighty six percent of
participants in the intervention group achieved a performance improvement exceeding the
minimal detectable change threshold established for competitive runners, compared to forty
six percent of control participants.

Maximal oxygen consumption values followed a similar pattern. Baseline maximal
oxygen consumption averaged fifty four point three milliliters per kilogram per minute in the
intervention group and fifty four point seven in the control group. After intervention, the
intervention group increased to fifty nine point one, a gain of four point eight units, while the
control group increased to fifty six point two, a gain of one point five units. The between
group difference in change was three point three units, which was statistically significant.
Notably, the proportion of participants reaching the category of excellent aerobic capacity
for their age and sex increased from thirty eight percent to seventy six percent in the
intervention group but only from forty one percent to fifty percent in the control group.

Body composition changes demonstrated divergent patterns between groups. Total
body mass decreased minimally in both groups, with a mean reduction of zero point four
kilograms in the intervention group and zero point one kilograms in the control group, a non

significant difference. However, fat mass distribution changed substantially only in the
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intervention group. Subcutaneous fat mass decreased by one point seven kilograms on
average in the intervention group, representing a twelve percent reduction from baseline,
compared to a decrease of zero point three kilograms in the control group. Lean mass
increased by zero point nine kilograms in the intervention group, while remaining essentially
unchanged in the control group with an increase of zero point one kilograms. These
differences in fat mass reduction and lean mass accretion were both statistically significant.
Visceral fat mass, which was low in all participants at baseline due to their competitive
training status, showed no significant change in either group.

Recovery and biochemical markers

Subjective recovery measured by the Total Quality Recovery scale improved
significantly in the intervention group relative to controls. Baseline scores averaged seventy
three out of one hundred in both groups, indicating moderate recovery status. At post
intervention, the intervention group’s mean score increased to eighty eight, reflecting
substantially enhanced perceived recovery, while the control group’s mean score increased
to seventy seven. The difference in change scores of eleven points was statistically
significant. Examination of subscale responses revealed that the intervention group reported
particularly large improvements in muscle soreness resolution, sleep quality, and overall
energy levels. Control participants reported modest improvements only in the emotional
recovery domain.

Resting creatine kinase concentrations, measured as an indicator of muscle damage,
decreased from a baseline mean of one hundred seventy two units per liter to one hundred
twenty four units per liter in the intervention group, a reduction of twenty eight percent. In
the control group, creatine kinase decreased from one hundred seventy eight units per liter
to one hundred sixty three units per liter, a reduction of eight percent. The between group
difference in change was statistically significant, suggesting that the intervention group
experienced less cumulative muscle damage despite equivalent training loads. Exploratory
analyses indicated that participants who adhered most closely to post exercise nutrition
timing recommendations showed the greatest reductions in creatine kinase.

Sex based subgroup analyses were conducted to explore potential differential
responses. Female participants in the intervention group demonstrated larger relative
improvements in five kilometer time-trial performance compared to male participants in the
same group, although the interaction term did not reach statistical significance. Both sexes
showed comparable improvements in maximal oxygen consumption and body composition.
No adverse events related to the nutrition intervention were reported, although three
participants in the intervention group experienced mild gastrointestinal discomfort during the
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first week of high carbohydrate loading, which resolved with adjustments to food choices
and timing.

Discussion

The findings of this randomized controlled trial provide strong evidence that integrated
nutrition and fitness programs produce superior athletic performance outcomes compared
to fitness programming alone. Participants who received individualized periodized nutrition
guidance alongside structured training achieved substantially greater improvements in
endurance performance, maximal oxygen consumption, body composition, and recovery
markers than control participants who followed the same fitness program without systematic
dietary intervention. These results support the central hypothesis and extend existing
knowledge by demonstrating the magnitude of benefit attainable when nutrition is treated as
an integral training component rather than an ancillary consideration.

The observed improvement of fifty four seconds in five kilometer time-trial performance
for the intervention group represents a practically meaningful difference at competitive
levels. In endurance running, such an improvement could alter race placement substantially,
particularly in densely packed fields. The effect size exceeded that reported in several
previous combined intervention studies, which may be attributable to the individualized and
periodized nature of the nutrition prescription in the present protocol. Rather than providing
generic dietary advice, the dietitian tailored recommendations to each athlete’s training
phase, energy expenditure, and personal preferences, likely enhancing adherence and
physiological responsiveness.

Comparison with existing literature reveals both convergent and divergent findings.
Previous research on carbohydrate periodization has shown mixed results, with some
studies reporting enhanced endurance performance and others finding no benefit over
constant carbohydrate diets. The present study’s positive outcomes may reflect the
integration of protein timing and energy availability considerations alongside carbohydrate
manipulation. Many earlier investigations manipulated only a single macronutrient,
potentially missing synergistic effects that emerge when multiple dietary variables are
optimized concurrently. Additionally, the present study’s twelve week duration exceeds that
of most previous trials, allowing time for meaningful metabolic and structural adaptations to
develop.

The substantial improvement in maximal oxygen consumption observed in the
intervention group warrants particular attention. Maximal oxygen consumption is a primary
determinant of endurance performance, traditionally viewed as responsive primarily to

training intensity and volume. The finding that nutrition intervention augmented this training
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response suggests that dietary factors influence not only energy availability for training but
also the efficiency of physiological adaptations. Potential mechanisms include enhanced
mitochondrial biogenesis mediated by nutrient signaling pathways, improved hemodynamic
function through better plasma volume maintenance, and reduced oxidative stress allowing
more consistent high quality training. Future mechanistic studies should investigate these
possibilities directly.

Body composition changes revealed a pattern of simultaneous fat mass reduction and
lean mass accretion in the intervention group, whereas the control group showed minimal
changes in either direction. This pattern is noteworthy because concurrent fat loss and
muscle gain is metabolically challenging, typically requiring precise nutritional support. The
intervention group’s success in achieving this body recomposition while improving
performance suggests that periodized nutrition effectively supports anabolic processes
during recovery phases while facilitating fat oxidation during training phases. The absence
of significant lean mass gain in the control group indicates that resistance training alone,
without adequate protein timing and total intake, did not stimulate net muscle protein
accretion in these already trained athletes.

Recovery outcomes emerged as a particularly striking finding. The intervention group’s
substantially improved subjective recovery scores and reduced creatine kinase
concentrations indicate that integrated nutrition programming accelerated the repair of
exercise induced muscle damage. This has important practical implications, as faster
recovery enables higher training densities and intensities, potentially creating a virtuous
cycle wherein improved recovery permits greater training stimuli, which in turn drives further
performance gains. The control group’s slower recovery may have limited their ability to fully
benefit from the fithess program, explaining part of the performance difference between
groups.

Several limitations of this study should be acknowledged. First, while participants were
blinded to the specific hypothesis, complete blinding of the intervention condition was not
possible given the nature of nutrition counseling. However, outcome assessors remained
blind to group allocation, reducing detection bias. Second, the sample comprised exclusively
endurance runners, limiting generalizability to other athlete populations such as team sport
or power sport competitors. Third, the twelve week duration, while longer than many
previous trials, may not capture longer term adaptations or potential plateaus in response.
Fourth, dietary adherence was monitored via self report, which may be subject to social
desirability bias despite efforts to minimize this through non judgmental counseling

approaches.
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Strengths of the study include the randomized controlled design, the inclusion of a
fitness only control group, the use of objective performance and physiological measures, the
high retention rate, and the ecological validity of the intervention delivered in a real world
training context. The periodized approach reflecting current sports science best practices
enhances the applicability of findings to competitive athletes and their support teams.

Conclusion

This investigation demonstrated that a twelve week integrated nutrition and fitness
program produced significantly greater improvements in endurance performance, aerobic
capacity, body composition, and recovery compared to an equivalent fithess program alone.
The magnitude of difference between groups was both statistically significant and practically
meaningful, with the intervention group achieving a fifty four second improvement in five
kilometer time-trial performance. These findings underscore the essential role of systematic,
individualized, periodized nutrition as an integral component of athletic training rather than
an optional supplement.

The primary contribution of this study to the existing literature is the causal evidence it
provides for the additive benefit of nutrition programming beyond structured fitness training.
By employing a control group that received identical exercise prescription without dietary
intervention, the research design isolated the specific contribution of nutrition guidance. The
results therefore support the adoption of multidisciplinary approaches in sports training,
wherein coaches, sport scientists, and dietitians collaborate to align nutritional strategies
with training periodization.

Several directions for future research emerge from this work. Longitudinal studies
extending beyond twelve weeks are needed to examine whether the observed performance
differences persist, attenuate, or amplify over longer time horizons. Investigations in other
athlete populations, including strength power athletes and team sport competitors, would
determine the generalizability of these findings. Mechanistic studies employing muscle
biopsy techniques could elucidate the cellular and molecular pathways through which
integrated nutrition enhances training adaptations. Finally, research examining the cost
effectiveness of comprehensive nutrition programming in athletic settings would inform
resource allocation decisions for sport organizations.

From a practical standpoint, athletes and coaches should consider implementing
structured nutrition planning that is periodized in alignment with training cycles, emphasizing
carbohydrate availability during high intensity phases, protein timing for recovery, and overall

energy availability to support training demands. The results suggest that even well-trained
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athletes following sound fitness programs have meaningful performance gains to realize

through systematic attention to nutrition.

1.
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BITMAHUE TMOPATALIMN HA CKOPOCTb BOCCTAHOBIIEHUA NOCIIE
BbIHOCINBbIX TPEHUPOBO4YHbIX HAPY30K
AHHOTaUuNA
Llenbto gaHHOro mMccnenoBaHust BbINO M3yYeHne BIUSIHUA ONTUMarnbHOW rnaparaumm
Ha CKOPOCTb BOCCTAHOBMEHMSA (PYHKLUMOHANbHOIO COCTOSAHWUS OpraHM3Ma CrnopTCMEHOB
nocre AnuTenbHbIX adpobHbIX Harpy3ok. B akcnepumeHTe MNpuHANKM yyacTue Tpuauatb
KBanMuLUMpOBaHHbIX OGeryHoB Ha [ANWHHblIE OUCTaHUMK, KOTOpble  BbIMOSHAMN
CTaHOapPTU3NPOBaHHYK [OBYX4YacOBYIO Harpy3ky Ha 6GeroBon AOpPOXKE C MOCNeayrLmnm
TPEXYaCOBbIM NEPMOLOM BOCCTaHOBNEHUSA. cnbiTyemMble bGbinn pasgeneHbl Ha ABe rpynnbi:
KOHTpOmbHaga rpynna nonyyana orpaHM4eHHOe KONMYeCcTBO XUOKOCTU, SKCNepuMeHTanbHas
rpynna npuaepxusanacb WHAOMBUAYANbHOMO peXuMMa BOCMOSMIHEHWUS MNOTEpb BOAbl U
anekTponuToB. KrouyeBble NapaMeTpbl BKAKOYaNM 4acToTy CepAeyvHblX COKpaLLEHWN,
KOHLIEHTpauUMIo nakrata B KpoBW, CyObEeKTMBHOE BOCMPUATME BOCCTAHOBMNEHUSA M TECT Ha
BEpTUKAnbHyIO nNpbirydecTtb. Pesynbratbl nokasanu, 4YTO ajeksaTHad rugparaums
cnocobCcTBYET OCTOBEPHO Bonee BLICTPON HopManM3auumn cepae4YHoro puTMa U CHUXEHUIO
YPOBHA nakTata, a TaKkke YryYlWeHUo nokasatenem HepBHO-MbILLEYHON YHKLNN.
[Mony4yeHHble [aHHble noATBEPXAAlT HeobXOoAMMOCTb CTPOroro KOHTPOMNSA BOAHOIO
GanaHca B NnpakTMke BOCCTaHOBNEHNSA CMIOPTCMEHOB.
BeepneHue
Mpobnema onTMMM3auMM BOCCTAHOBUTENbHbLIX MNPOLECCOB MOCe WHTEHCUBHbIX
dU3NYECKMX Harpy3ok 3aHMMaeT LeHTpanbHOEe MeCTO B COBPEMEHHOW CMOPTUBHOM
dusnonormm n megmumHe. BbIHOCNUBbBIE TPEHMPOBOYHbBIE HArpy3KW, XapakTepuaylowmecs
ANUTENbHBIM a3pPOBHBIM BO3AENCTBMEM HA OpraHuM3M, COMPOBOXOAKTCA 3HAYUTENbHLIMU

noTtepaAMn XMOKOCTU 4Yepel3 nortootaeneHne, 4to Hen3bexHo npnBoAUT K pPa3BUTUIO
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rmnornaparauunm pa3J'II/I‘-IHOl7I cTeneHu TshkecTn. Boaa siBnsieTcs He TONbKO YHMBepCcalibHbIM

pacTBoOpuTENEM W Cpeaon Ans OMOXMMUYECKUX peakuMi, HO U KPUTMYECKU BaXKHbIM
KOMMOHEHTOM TepMOperynauuu, TpaHcnopTa nuTaTenbHbIX BeLecTB W yaaneHua
mMeTabonnToB. HecMoTps Ha LUMPOKOE NPU3HaHME BaXXHOCTU rmapataumm Ansa nogaepxaHms
Tekywen paboTtocnocobHocTM, €€ cneuudmyeckas ponb B NOCTHArpy304HOM
BOCCTaHOBIIEHUM OCTAETCHA NPEAMETOM aKTUBHbIX HaY4YHbIX ANCKYCCUMN.

AKTyarnbHOCTb HaCTOSLLEro uccnefoBaHus onpefensetca  TemM, 4YTO MHorue
NPaKTUKYOLLME CMOPTCMEHbI U TPEHepbl yOensaiT OCHOBHOE BHUMaHWe HYTPUTUBHOW
nogaepxke B yuwepb BogHo-coneBomy 6anaHcy, nMbo npuaepXuBaroTCs YCTapeBLUNX
pekoMeHaaumn no nNUTbEBOMY pexumy. bonee Toro, cywecTByowme nydbnvkaumm 4acTo
POKYCUPYHOTCA Ha IKCTPEMaArbHbIX COCTOSAHUAX (TshkENaa gerngparaumsi) unu, HanpoTus,
Ha npodunakTuke runeprugpaTaumm, OCTaBnas B TEeHM BOMPOC O [JO3UPOBAHHOM,
WHOMBUAYaNM3NPOBAHHOM BOCMOMHEHUN NOTEPb Kak (pakTope, YyCKOPSHLWEM romeocTas.
[MoaTOMy OCHOBHas uUenb AaHHOW paboTbl 3akntovanacb B KOMMYECTBEHHOW OLEHKE
BNUSHMA LeneHanpasneHHOW pervapataumm Ha CKOPOCTb BOCCTAHOBIIEHWUS KITHOYEBbIX
PU3Monormyecknx U nepgopmMaTmMBHbLIX MNoKasaTenen nocre CraHgapTHOM BbIHOCIMBOW
Harpy3ku. B kayecTBe AONONHUTENbHBIX 3a4a4 BbICTYNUNN: CPaBHEHUE OUHAMUKM NakTaTa
1 BapnabenbHOCTN cepaevyHOro putMa B yCrioBUSAX pasnmnyHoOro NMTLEBOIO peXxnma, a Takke
aHann3 cybbeKTUBHOIO BOCMPUATUS YCTaNnoCTK CNOPTCMEHAMM.

O630p nuTepatypbl

CyLlecTBYOLWNIA KOPMYC Hay4YHbIX UccrenoBaHun yoeantenbHO OEMOHCTPUPYET, YTO
noTtepsi Maccbl Tena, coctaenstowasl ABa 1 6onee NpPoUEHTOB 3a CYET aedumumTa BoAbl,
AOCTOBEPHO CHWXaET a’3poObHyl NPOM3BOAUTENbHOCTb, YBENMMYMBAET BOCMPUHMMAEMOE
HanpsKeHne U HapyllaeT TepMoperynauuio. 3TU AaHHble, BOCXOASAWME K KITaCCUYeCKUM
paboTtam, cTanu pyHAaMeHTOM Ans COBpeMeHHbIX NpeacTaBneHum o rmgpataumm. OgHako,
KaKk crnpaBeanuBo OTMEYalT COBPEMEHHbIE aBTOPbI, Mepexon OT U3YyYeHUa BIIUSHUA
rmgpataumm Ha paboTocrnoCOOHOCTb K €€ BIMSIHUKD Ha BOCCTAHOBIIEHWE COBEPLUEH
OTHOCUTENbHO HEeAaBHO.

BaxkHblI BKNag B pa3BuTue TeMbl BHECHUN UCCEA0BaHNSA, MOCBALLEHHbIE PO BOAbI B
meTabonunyeckom knmpeHce. NokaszaHo, YTO 4OCTATOYHbIV OOBbEM LIMPKYNMPYIOLLEN NNa3mbl
HaNpsAIMylo CBS3aH C aP(PEKTMBHOCTBLIO PaboTbl NOYEK M BbIBEAEHNEM a30TUCTbIX LLMAKOB,
a Takke C TPaHCNOPTHOM OYHKUMEN KPOBU. B KOHTEKCTE BLIHOCIMBOCTU 0COBOE 3HaYeHme
npuobpetaer naktar. TpaguuMOHHO CYMTANOCb, YTO €ro yTunusaumsa 3aBUCUT
NPEeENMYLLECTBEHHO OT OKUCINTENbHOW CMOCOBHOCTM MbILLL, HO HOBblE AaHHbIE YKa3blBaloT

Ha TO, YTO CKOPOCTb KPOBOTOKa, onpeaendaemMasa B TOM YUCIle BOJNIEMUYECKUM CTaTyCOM,
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MOAYNUPYeT NEeYEHOYHbIN KNMpeHc naktara. [Npun rmunosonemumn, BO3HUKalLen BCrieacTesne

HeagekBaTHOW ruapartaunn, BUCLEpanbHbI KPOBOTOK CHMXKaETCs, YTO MNoTeHuMarnbHO
3amegnsieT Metabonudeckyro oumcTky. Wccneposatenu u3 Lesenuapum Ha Bbibopke
BENocuneguMcToB NpoAeMOHCTPUpOBarnu, YTo Jaxe ymepeHHas runormaparaumsa (notepwm
ob6béma okono 1.5%) npoanesaeT nepuvod MNONYXM3HWM NakTaTa B KPOBM Ha ABajuaTtb
npoueHToB. TeM He MeHee AaHHas paboTa mmena orpaHUYeHusi, CBA3aHHble C Marnown
BbIGOPKON M OTCYTCTBMEM KOHTPONSA 3a hU3NYECKON aKTUBHOCTBIO B BOCCTAHOBMUTESbHbIN
nepuog.

[dpyron BaxHOW o0b6NacTblo SABMNSETCA HEPBHO-MbILEYHOE BOCCTaHOBMEHME.
[MokasaTenu npbIry4ectTm W MakCUManbHOM MNPOMU3BONIBHOW CWUSbl, KakK W3BECTHO,
YyBCTBUTESbHbI K W3MEHEeHUAM OCMOMSANbHOCTM MNMia3Mbl U 3NEKTPONUTHOro GanaHca.
HdedunumTt HaTpusa 1 Kanusa, BO3HMKaOLWMIA Npy noTepe nota 6e3 agekBaTHOro BOCMOMHEHNS,
MOXET BNNATb Ha BO3DOYAMMOCTb CapKoSieMMbl 1 NPOLECC NPOBEAEHNA HEPBHOIO MMMNYyrbCa.
OpHako B cyulecTBylllen nutepaType WMMeeTca npoTuBopeyne. Hekotopble asTopbl
YTBEPXAAKT, YTO BOCCTAHOBMEHME CUMOBbLIX KavyeCTB MpPW BbIHOCMMBLIX Harpyskax B
Oonblen cteneHu 3aBUCUT OT IMKOrEHOBOW pecuHTe3a, Yem OoT ruapatauuun. Opyrue,
HanNpoTMB, MPUBOAAT [OKasaTenbCTBa TOro, 4YTO HapyleHue BOOHO-3MNEKTPOIMTHOIO
fanaHca BbI3blBaeT MbILLEYHYI YCTanoCTb LEeHTparnbHOro reHesa. HecornmacoBaHHOCTb
pe3ynsTatoB MOXET OOBbACHATLCA pasnMunaMu B NPOTOKOMax rugpatauun, ypoBHE
TPEHNPOBAHHOCTU UCMBITYEMbIX N KPUTEPUAX OLIEHKM BOCCTAHOBMNEHUS.

EBponenckmne uccnenoBaHna nocregHero gecatunetus BCE 4aule obpawjaroTcs K
WHTErpaTUBHbIM MNoKasaTenaMm, TakuMM Kak BapuabenbHOCTb CepaeyHoro  putma.
YCTaHOBMEHO, YTO CuUMMATMYecKkas ruvnepakTuBaumus, XapakTepHas Ons COCTOSHUS
aerngparaumm, COXpaHAETCA B TeYEHME HECKOSbKUX YacoB MOCHe Harpysku, NpendarcTeys
nepexogy B napacumnatuyeckyto dpady BOCCTAHOBMEHUHA. JTO BbIPAXKaETCs B CHUXXEHUN
BbICOKOYACTOTHOM KOMMNOHEHTbI BapnabernbHOCTU cepaeyHoro putMa u cMmelleHumn 6anaHca
B CTOPOHY npeobnagaHns HU3KOYACTOTHbIX kKonebaHun. Takum obpasom, rugpatauus
MOXET BbICTYNaTb MOOYNSATOPOM  BeretatMBHOM  perynaumn. Tem He  MeHee
cucTeMatmyeckmn  0030p  CyLLECTBYKOLWMX  PaHAOMU3MPOBAHHLIX  KOHTPONUPYEMbIX
nccneaoBaHU BbISBM CYLLECTBEHHbIV METOA4oNormyeckuin npoben: 6onbwMHCTBO paboT
OLEHUBAT NMUBO KPaATKOCPOYHbIN 3PPeKT HeMeaneHHoro npuéma BoAbl (4O TpuAuaTK
MUHYT), IM60 OONrOCPOYHbIE N3MEHEHUS MOCe MHOFOCYTOYHOrO HabniaeHus, Npu aToMm
cpeaHe-CpoYHbIv nepuog (0T OAHOro A0 YEeTbIPEX YAaCcOB) UCCeqoBaH HELOCTATOYHO.

Mcxoaa u3 BbiSBMEHHbIX NpobenoB, HacTosLwee uccnegoBaHWe MOCTaBUMO LENbio

BOCMNOJIHUTb  OTCYTCTBME [OaHHbIX O BJIIMAHUN CUCTEMAaTMUYECKOM, ﬂ,O3VIpOBaHHOl7I
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perngparaumm Ha KOMMIieKC nokasarenien BOCCTaHOBIEHUS (MeTa6OJ'II/I‘-IeCKl/IX, HEepBHO-

MbILLIEYHbIX U BEretatuBHbIX) B TPEXHACOBOM MOCTHArpy304HOM nepuoae nocrie TUNM4Hom
aspobHoM TpeHupoBKW. [MNoTe3a 3akntoyanacb B TOM, YTO onTUMarnbHas ruaparauums,
UMUTUPYLOLLAA NpaKkTUYecKne pekomeHgauumn, byget accoummpoBaTtbesi ¢ 6onee ObicTpon
HOopManuaaumen YacToTbl CepaeYHbIX COKpaLLleHU, CHUKEHMEM KOHLIEHTpauumn nakraTta u
ynyJyweHneMm CcyObeKkTMBHOW OLEHKM CaMOYyBCTBUSI MO CPaBHEHUIO C  YCMOBUSMU
OrpaHN4YeHHOro NMNTLEBOIO PEXUMA.

MaTepuanbil n metoabl

[dnsanH nccnegoBaHva npenctaBnan cobon paHAOMU3NPOBAHHOE KOHTPONUpyemoe
nepekpeCcTHOE UCNbITaHWE C ABYMS yCNoBUsMU, npoBeaEHHoe B Jlabopatopum cnopTUBHOM
dusmnonormn denepanbHOro yHMUBepcUTeTa MNpPUKNagHbiXx Hayk Liopuxa B nepuog c
deBpana no anpenb 2024 roga. [MpoTtokon wuccnegoBaHuMsa Obin 0gobpeH MeCTHbIM
3TUYecKuM KomuTetToM (Homep npotokona SPH-2024-042), Bce ucnbiTyemMble nognucanu
MHGOPMMPOBAHHOE cornacue.

YyacTHUKamu ctanu TpuguaTtb Mu3ndeckn akTBHbIX MY)XXYMH B BO3pacTe OT ABaauaTu
A0 TpuauaTtn natu net (cpegHun BospacT 26.8 £ 3.2 roga), perynsipHO BbIMOMHAOLWNX
OeroBble Harpy3kn Ha BbIHOCIIMBOCTb HE MEHEE YeTbIPEX pa3 B Heaent ¢ 06bEMomM bera He
MeHee nNATUOECATU KUANOMETPoB B Hedento. Kputepmsamu  BKAKOYEHUA  SBMANUCH
MakcumanbHoe noTpebneHve kucnopoda He MeHee NATUAECATU NATU MUNNUAUTPOB Ha
Knnorpamm MacCbl Tena B MWHYTY, OTCYTCTBME OCTPbIX U XPOHUYECKUX CepAeYHO-
COCYAUCTbIX, MOYEYHbIX U SHOOKPUHHLIX 3aboneBaHu, a Takke OTCYTCTBME B aHaMHese
TEeNnoBbIX TPaBM, CBA3a@HHbIX C Aerngpataumen. Kputepum MCKnioYeHusa: npuém nodbix
npenapaTtoB, BAUSAIOLWMX Ha BOOHO-3MEKTPONUTHbBIA BGanaHc (anypeTuku, HecTepouaHble
NpoTMBOBOCNANUTENbHbIE CPEACTBA 3a ABauaTh YeThipe Yyaca 4O TECTUPOBaHUS), UHOEKC
Maccbl Tena Bbiwe TpuguaTtu, u Kypsitme. Bece mcnbiTyemble npownv npegsapuTtensHoe
MeguLumMHCKoe obcnenoBaHue, BKOYas anekTpokapauvorpaduio NoKOs M Harpy3oyHoe
TeCcTMpOBaHWe Ansa onpeaeneHns aHaspobHoro nopora.

3a OBa OHA 0O KaxOoro 3KCMepMMEHTaNbHOMo ceaHca YYacTHWKM cobnoganu
CTaHOapPTU3NPOBAHHYKO ANETY C COAEPXKaHMEM YINeBOAOB WECTb rPaMMOB Ha KuUrorpaMmm
Maccoel Tena, XupoB 1.2 rpamma Ha kunorpamm, 6enkoB 1.6 rpamma Ha Kunorpamm, w
NMUTLEBOW pPeEXnNM, obecneuynmBaroLni CyTOUHbIA ANYpe3 HE MeHee nornyTtopa nuMTpoB. 3a
ABajuaTb YeTbipe Yaca 4O OCHOBHOIO UCMbITAHUS UCKIYanoch ynotpebneHne ankorons,
KohenHa 1 MHTEHCUBHbIE (bU3NYECKMe Harpys3ku. FABka B nabopaTtoputo npoucxoguna B

yTpeHHue yachl (¢ 7:00 go 8:30) nocne gecaATM4acoBOro HOYHOro rofio4aHus.
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I'Ipou,ep,ypa Ha4ynHanacb C U3MepeHna NCXOoAHbIX NMapamMeTpoB B COCTOAHUU MOKOA:

YacToTa cepAeyHblX COKpaLleHNn perMcTpmpoBarach ¢ nomoLbto nyrnscomeTtpa Polar H10,
apTepuanbHoe JaBrieHMe U3MepsNock aBToMaTnyecknm courmomaHometTpom (Omron M6),
KOHLUEHTpauMa naktata B KanunnisipHOW KpOBW onpegensnacb C WCMNOMb30BaHWEM
nopratmsHoro aHanusartopa Lactate Scout 4 (EKF Diagnostics). [Ina oueHkn HepBHO-
MbILLIEYHOro cTatyca NpoBOAUICSA TECT Ha BepTUKarnbHYHO Npbiry4yecTb 6e3 noMoLLm pyk no
metoauke CapmkeHTa C UCMNOonb30oBaHMEM KOHTakTHom nnatgopmbl (Optojump Next,
Microgate). Kaxabli ncCrbITyeMbld BbIMOIHAN TPU MOMbLITKA C MHTEepBanomM B Tpuauatb
cekyHO, (pukcupoBancs  Havnyywumi  pesynbrat.  [JononHUTENbHO  OueHuBanachb
CybObeKTMBHAsA rOTOBHOCTb K Harpyske no BM3yarbHOW aHanoroBou LWKasne oT HoMs (nosiHoe
OTCYTCTBME CUN) OO0 AecaTun (oTnnyHas gopma).

MNMocne npeTecTpoBaHUS YYaCTHUKM BbIMOMHSANN OCHOBHYIO Harpy3ky Ha MOTOPHOM
beroBom Tpegmune (h/p/cosmos pulsar) ¢ HaknoOHOM OAWH MPOUEHT, MMUTUPYIOLLNM
conpoTmereHne Bosayxa. [1poTokon Harpyskm Obin paspabotaH Takum obpasom, 4ToObI
COOTBETCTBOBATb TUNUYHOMW NPOAOITKUTENbHON a3pObHON TPEHUPOBKE: NHTEHCUBHOCTL Ha
YPOBHE WHAMBMAYaNbHOrO aHaspoBHOro nopora (onpedenéHHoro B npeaBapuUTEribHOM
TecTe), YTO COOTBETCTBOBAsO NPUMEPHO CEMUAECATN NATU NPOLEHTaM OT MakCUManbHON
4YacToTbl CepAeyYHbIX COKpalweHwn. OnuTenbHOCTb HernpepbiBHOro 6era coctasuna cTo
ABaduatb MUHYT. Ha npoTskeHUM BCEW HarpyskuM MCMbITyeMble He MNofyyanu HUKakowm
XnakocTu (310 GbINO ycnoBuem Ans co3gaHus ynpasnsiemoro geduuuta). Temneparypa
Bo3gyxa B nabopaTtopuu nogaepxuBanacb Ha ypoBHe 22 * 1 rpagyc Llenbcus,
OTHOCUTENbHAasA BNAXXHOCTb COCTaBNsNa NATbAECAT NPOLEHTOB.

Cpasy nocne 3aBepLueHus b6era pukcnpoBanacb Macca Tena Kakaoro UCnbiTyemMoro ¢
TOYHOCTbLIO 4O AECATM rPaMMOB C MUCMNONb30BaHMEM KannbpoBaHHbIX BecoB (Seca 876).
MoTeps macchl Tena paccynTbiBanach Kak pasHuua Mexagy Maccon A0 Hayana Harpysku u
cpasy nocrne e€ OKOH4YaHus, CKOPPEKTUPOBAHHAA Ha MaccCy Cyxou ofexabl U rnonoteHel. B
3TOT X€ MOMEHT U3MEPSNNCb BCE MOCTHarpy3ouvHble napamerpbl (4acTtoTa cepaevHbiX
COKpaLLeHUN, fnakTaT, npbiry4ecTb, CyObeKkTMBHas LKana) Ans MonyyYeHWst TOYKU HOIb
BPEMEHN BOCCTaHOBMEHUS.

3aTeM ucnbiTyeMble cnyvariHbiM obpa3om pacnpegensnicb B 0gHy U3 ABYX rpynn c
MOMOLLbIO KOMMBLIOTEPHOIO reHepaTopa CchnyvarHbIX 4ucen. B ycnosusax rugpataumm
(akcnepumMeHTanbHasa rpynna) Kaxabli y4YacTHWK nornyyan WHAMBUAOYyanbHbI OOBbEM
XMOKOCTK, paBHbIV CTa NATUAECATU NPOLEHTaM OT 3adhMKCUPOBAHHOW NOTEpPU Macchl Tena.
OTO cooTHOLWEHME BbINo BbIGpaHO ANs KOMMNeHcaunn NpoaormxatoLwmnxcs notTepb ¢ MOYON U

AblXxaHMem B nepuofd BoccTaHoBneHus. XXnakocTb npeacrtaBnsna coboi M30TOHUYECKUN
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ANEeKTPOSUTHbLIM PacTBOpP, coAepXalunn HaTpun Tpuauatb MUNSIMMONEN Ha NUTP, Kanuu

NATb MUANUMOSEN Ha NUTP U IMOKO3Y [Ba NPOLEHTa, TemMnepaTypa pacTBopa cocTasnsna
naATHaguaTb rpagycoB. Pexxum npuéma 6b1n1 ApobHbIM: N0 ABagLaTb NPOLEHTOB OT 00LLero
o6bEéma cpasy nocne B3BeELUMBaHUSA, 3aTeM MO NATHaAUATb NPOUEHTOB Kaxable Tpuauatb
MUHYT Ha NPOTAXEeHUM TPEX 4YacoB. B ycrnoBusx orpaHuyeHHOM rmgpataumm (KOHTponbHasa
rpynna) mcnbiTyemMble nosiydann TONbKO ABECTU MUNNUANTPOB OBObIMHOM BOAOMNPOBOAHOWN
BOAbl Cpasy nocrie Harpy3ku (CTaH4apPTHLIN «YTONUTENBHbLINY [MOTOK, YacTO NMPaKTUKYEMbIN
B MNOSEeBbIX YCMNOBUSX) U Aanee HUKaKOW XUOKOCTU He nonyyanu. BaxkHo nogyepkHyTb, 4TO
AnsanH 6bln NepekpECTHbIM, TO eCTb Yepes ABe HeAenn BbiIMbIBAHUS Y4aCTHUKM MEHSINNCH
rpynnamm, Takmm o6pasoMm Kaxablli CMOPTCMEH BbICTynanm B KayectBe COOCTBEHHOrO
KOHTpOnSI.

[Mepunog BOCCTAHOBMEHMS OMAWUNCA TPU 4Yaca, B TeYeHMEe KOTOpbIX WCMbITyeMble
Haxogunuce B nabopaTtopun B MNONOXEHUN cuas, 4vteHne u pabota Ha HoyTbyke
paspeLllanucb, HO UCKIoYanca nbon npném nuwmn. MamepeHns NpoBOAUNUCE Kaxable
TprauaTb MUHYT: pErMCTpUpOBanach YacTtoTa cepaeyHbiX CoOKpaLleHUN (B NOSIOXEHUN CMas
nocrne NATM MUHYT MOKOsl), oTbupanacb kKanunnspHasi KpoBb M3 Manbua Ans aHanmsa
nakrtara, BbIMOSHANUCL TPU NpblKKa C pernctpaumen nydwero pesynsrara, u ucnblTyemMble
NOBTOPHO OLEHMBANM CBOE cCaMOvyBCTBME MO LLKarie BOCCTAHOBIEHUS OT HOMS A0 AECATH.
Uepes Tpu yaca nocrne Harpysku macca Tena naMmepsnacb NOBTOPHO ANs pacyéra YNCcToro
OanaHca XngkocTtu.

OCHOBHbIMM  3@aBUCMMbIMU  MEPEMEHHBIMU  BbLICTYNUIIN:  BPEMSI  BO3BpaLLEHUS
KOHUEHTpaumMm nakrata K WCXOAHOMY YPOBHIO MMC ABa CTaHOAPTHbLIX OTKIOHEHUS
(onpepensemMoe C MOMOLUBID JIMHEWHOW MHTEPNONAUMM MeXOy TO4YKaMn W3MEPEHUNR),
nnowaab nog KpMBon BapnabenbHOCTM BbICOKOYACTOTHON KOMMOHEHTbI CepaeyHoro putma,
BblYMCNEHHas 4vepe3 MeTog bbicTporo npeobpasoBaHus dypbe, U NPUPOCT nokasaTtensd
NpbIry4ectTM OT TOYKM HOMb A0 TPETbEero 4aca OTHOCWUTENbHO WCXOAHOrO YPOBHS.
CTatnctmyeckmin aHanu3 npoBOAMICA C UCMONb30BaHMEM MNPOrpaMMHOro obecneyeHus
SPSS Statistics Bepcus 29. HopmanbHOCTb pacnpeaenenust npoeepsinace tTectom Lanupo-
Yunka. [Ins cpaBHeHUst MexXay YyCNoBUAMU NPUMEHSNCS ABYX(aKTOPHbLIM UCNEPCUOHHBIN
aHanu3 c MOBTOPHbIMU M3MepeHUsIMU (hakTopbl: BpeMs U ycnosusa rugparaumm). MNpu
HapylweHuM cdepuyHOCTU ucnonb3oBanacb nonpaska [puHxayca-lenccepa. [llocT-xok
CPpaBHEHMSA BbLIMOMHANUCL C nonpaBkon BoOHGEPPOHU. YpPOBEHb CTaTUCTUYECKOMU
3Ha4YMMOCTU BbIN ycTaHoBMeH Kak p MeHbLle 0.05. Pesynbrathl npeacrtaBneHbl Kak cpegHee
3HayeHue * cTaHgapTHOEe OTKITOHEHME.

PesynbraThl
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Bce Tpnauatb y4aCTHUKOB 3aBepLUnn oba 9KCnepuMeHTalibHbIX BU3WTA, OaHHbIe

nonHblX HabnwogeHun 6binv OOCTYMHbI AN aHanusa. McxodHble XapakKTepUCTUKU He
pasnuyanucb Mexagy nepebiM U BTOPbIM BU3UTaMK, YTO NoATBepKaaeT 3PdPEKTUBHOCTb
nepvoga BbiMbiBaHWSA. CpegHAa noTepa Maccbl Tena 3a CTo ABaguatb MUHYT Oera
coctaBuna 1.86 + 0.32 kunorpamma, 4To cooTBeTcTBOBasO 2.5 + 0.4 NpoueHTa OT UCXOOHON
Maccbl Tena. Takum obpasomMm, Harpyska wuHOyumMpoBara COCTOSIHUE YMepEeHHOW
aerngparaumu, conoctaBumoe B 06eunx akcnepuMeHTanbHbIX cepusx.

B ycnoBusax orpaHuMyeHHOM rugpataumm Habnioganocb 3amensieHHOe CHUXKEeHue
KOHUEHTpauun nakrata B KpoBu. B ncxogHom Touke (HONMb MUHYT BOCCTAHOBIEHNSA) YPOBHU
naktarta 6bInn NpakTUYeckn MAEHTUYHbI Mexay ycrnosmsamu: 6.8 £ 1.1 munnmmons Ha nuTp
B KOHTpOrbHOM rpynne u 6.7 £ 1.0 MmunnMmons Ha nNUTp B 3KCNepuUMeHTanbLHOW rpymnne,
pasnuyne cTaTUCTUYEeCKN He 3Ha4ymMmo. OOHaKo Yyepes OeBAHOCTO MUHYT BOCCTAHOBMEHUSA
KOHUEHTpaumsa nakrata B YCrOBUSIX ONTUManbHOW rugpataumm cHuaunacb o 2.1 + 0.7
MUMANMMONSA Ha NUTP, TOrda Kak B YCIOBUAX OrpaHUYeHHOW rmgpaTtauumn coctaensna 3.4
0.9 munnumons Ha nuTp (p MeHbLue 0.01). Bpems AOCTMXEHNS YPOBHS NlakTaTa MeHee ABYyX
MUSIMMONEN Ha NUTP B 3SKCNepuMeHTanbHOM rpynne coctaBuno 112 £ 18 MuHyT, B
KOHTPOSbHOW rpynne — 167 + 22 MUHYTbI, pasnuyne CTaTUCTUYECKU 3HaYUMO (P MeHbLUe
0.001). Mnowaab noa KPUBOW NakTaTa 3a TpM Yaca BOCCTaHOBNEHUN bbina Ha 34 npoueHTa
HWXe B YCNOBUAX afleKBaTHOW rmapataunm.

[dnHammnka YacToTbl cepaeyvHbIX COKpalleHUW B MOKOEe Takke pasfnuyanacb mexay
ycrnosusimu. Cpasy nocrne Harpyskm 4acTtoTa cepaeyHbiX CoKpaLleHUn Obiria NoBbILLEHHON B
obeunx rpynnax u coctaBuna 98 + 6 ygapoB B MWHYTY. Yepes3 LIEeCTbAECAT MUHYT B
3KCNepuUMeHTanbHOW rpynne YactoTa cepaeyHbIX COKpaLleHin CHU3MNach 4o 68 + 4 ynapos
B MUHYTY, YTO (paKTMYEeCKM COOTBETCTBOBANO UCXOOAHOMY YPOBHIO Nokod (64 + 3 yaapa B
MUHYTY). B KOHTpOnbHOM rpynne 4Yepe3 WeCTbAEeCAT MUHYT 4YacTtoTa cepaedHblX
COKpaLLeHnin ocTaBanach Ha ypoBHe 81 £ 5 ynapoB B MUHYTY, 1 TONbKO Yepes CTO NATbAECAT
MUHYT gocTurana 3HadeHun, He OTNMYaLWMXCa OT UCXoaHbIX (67 + 4 yoapa). BpemeHHas
3ajepXxKka Hopmanusaumm cepoedHoro putMa B YCROBUSIX AerMapatauum coctaBuna B
cpeaHeM AeBSHOCTO MUHYT LOMOMHUTENBHOIO BPEMEHN.

MokasaTtenu BapuabenbHOCTU CepaevyHoro puTtMa NPOLEMOHCTPUPOBANM CXOLHYHO
KapTuHY. BbicOKOYaCcTOTHass KOMMNOHEHTA, OoTpaxarLas napacumMnaTM4ecKyto akTUBHOCTb,
B 9KCNepuMeHTanbHOW rpynne yxe 4vepe3 TpuauaTb MUHYT BOCCTAHOBMEHUS HayuMHana
yBENMYMBATBLCA M K KOHLY TPETbEro Yyaca gocturna 78 npoueHToB OT MCXOL4HOro ypoBHS. B
KOHTPONbHOW Trpynne BbICOKOYACTOTHAss KOMMOHEHTa oOcTaBanacb MO4aBMNEeHHON Ha

NPOTSKEHMM MEPBbIX ABYX 4acOB M TOMbKO K TPeTbeMy 4acy gocturna 51 npoueHTa ot
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ncxogHoro 3HadyeHuda. OTHOWEHWE HU3KOYaCTOTHOM KOMMOHEHTbl K BbICOKOYACTOTHOW,

Mapkep cumnaTo-BaranbHoro 6anaHca, B KOHTPOIIbHOW rpyrnne ocTaBasniocb MOBbLILWEHHbIM
(2.9 £ 0.5) npotue 1.5 £ 0.3 B akcnepumeHTanbHon rpynne (p meHbLue 0.01).

Pesynerathbl NpbIry4ecTn Takke nokasanv npenmmyLecTso ageksaTHon rugpataumn. B
HyNeBOM MOMEHT BOCCTAHOBIIEHUSA BbICOTA MpbDKKA CHU3UMACb MO CPaBHEHUKD C
npegHarpy3oyHbIM YpoBHEM B cpeaHeM Ha 18 npoueHToB B 06eux rpynnax. K KoHuy
TPEX4YacoBOro nepmnoga B aKCNnepuMeHTanbHoOW rpynne npbiry4ecTb BoCcCTaHoOBUIIach 4o 94
MPOLEHTOB OT MCXOOHOr0 YPOBHA. B KOHTpONbHOM rpynne BOCCTaHOBMEHWE 6bIno
CYLWIECTBEHHO XYyXe: K TPeETbeMy 4acy Nnpbiry4ecTb cocTaBnsasia Tonbko 81 npoueHT oT
ncxogHoro ypoBHsi (p medbwe 0.01). MHauBmayanbHoOe cpaBHEHME MoKasano, 4YTo y
ABajuaTtu O4HOro MCMbITYyeMOro M3 TpuauaTu pasHuua B NPoLEeHTax BOCCTaHOBMEHWUS
Mexay yCrnoBusMU nNpeBsbllana A4ecAaTb NPOUEHTHbIX NYHKTOB B NONb3y rmapataunn.

CybbeKkTuBHas OueHKa BOCCTAHOBIIEHMSI MO BM3yasibHOW aHasriOroBOW LKane Takke
pasnnyanack. Yepes ABa 4aca nocne Harpysku CopTCMEHbI B 3KCNEpUMEHTarbHOW rpynne
OLIEHMBaNM CBOK FOTOBHOCTbL K MOBTOPHOW TPEHUPOBKE B cpeaHem Ha 6.7 + 1.1 6anna u3
AEeCSATU, B TO BPEeMsI Kak B KOHTPOSIbHOW rpynne 3ToT nokasaTtenb coctaenan 4.2 + 1.3 6anna
(p meHbwe 0.001). K KoHUyY TpeTbero Yaca pasHuua coxpaHsanack: 8.1 + 0.9 6anna npoTtus
5.9 + 1.4 6anna. HTepeCHO, 4YTO CyObEKTMBHbIE OLEHKN KOPPENMPOBanu ¢ 0ObEKTUBHBIMU
nokasatensmm BapuabenbHOCTM CepaedyHoro putma  (koadpduumeHT  Koppensumm
CnnpmeHna r = 0.62, p meHbwe 0.01).

HakoHey, ©6anaHc XugkoctTm 4epe3 Tpu Yaca Obll  MONMOXUTENbHBIM B
aKcnepumeHTansHom rpynne (B cpeaHem nntoc 0.32 nuTpa OTHOCUTENBHO NpeaHarpy304HON
Maccbl), 4YTO OTpaxano npegHaMepeHHbI runeprugpaTaumoHHblid  NPOTOKOM, WU
oTpuuaTenbHbiM B KOHTpOnbHOW rpynne (MuHyc 1.14 nuTpa), 4TO nogTeepxaasno
coxpaHeHue pedumumnta Bogbl. HM y OOHOrO yyacTHMKa He OblNo OTMEYEHO NPU3HAaKOB
rmnepruapatauMoOHHON NHTOKCUKALIUN.

O6cyxpeHue

[Mony4yeHHble pesynbTaThl OAHO3HAYHO MOATBEPXKOAKT UCXOOHYIO MMNOTE3Y O TOM, YTO
ueneHanpaeneHHass permgparauma B OObEMe, HECKONbKO MNpeBbllalowemM noTepu,
OKa3blBaeT BbIpaXXeHHOEe MOSIOXUTENbHOE BIIMSIHUE Ha CKOPOCTb BOCCTAHOBIIEHUS MNoOche
ANUTENBHON BbIHOCIMBOW Harpy3kn. Haumbonee 3HauYMMbIMM HaxogkamMu  SIBNSKOTCA
YCKOpPEHME KMMPEHCa nakTtata novTM Ha MATbAeCAT NsATb MUHYT, Gonee OGbicTpoe
BOCCTAHOBIEHNE NapacuMnaTU4YeCcKoro TOHyca CEpAEYHOro puTMa u ynydweHne HepBHO-
MbILIEYHON (PYHKUMM B BMAE NPbIryd4ecTn. IOTU [OaHHble pacluMpsioT CyLIeCTByOLMe

npencrtaBneHnd, BbIXOOA 3a pPaMKU I'IpOCTOVI KOHCTatauunm HeratmBHOro BIINAHUA
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gervapataumMm Ha paboTocnocoGHOCTb U AEMOHCTPUPYS OONrocpoyHble (B MacluTabe

YacoB) MeTabonmyeckne u HenpoBereTaTtMBHbIE NOCNEACTBUS HEAOCTATOMHOro nNpuéma
XWUAKOCTW.

[MepBoe BaxxHOe HabngeHne KacaeTca nakrara. TpaguumMoHHbIA B3rNsa 3akrodarncs
B TOM, YTO CKOpPOCTb yTUNM3auuuM naktata 3aBUCUT MNOYTU  UCKMYUTENBHO OT
OKMCNUTENBLHOrO NoTeHUMana Mblll, U aKTUBHOCTU naktatgernaporeHasbl. OgHako Hawm
AaHHble NOKa3bIBaloT, YTO COCYAUCTLIN (haKkTop, onpeaensemMblii BONEMUYECKUM CTaTyCOM,
UrpaeT He MeHbLUYO ponb. B ycrnoBusax gerngparaumm CHUXKEHHbIN O6BbEM LIMPKYNMPYOLLEN
nnasmMmbl NPMBOAMT K LUEHTpanusauum KpoBOoOOpalleHUss M OTHOCUTENbHOM MLWEMUN
nepudepruyecknx TKaHeW, BKMYasi MeYeHb, KoTopasd SBMASAETCHA [MNaBHbIM  OpraHom
rMIOKOHeOreHe3a u3 nakrata. Q7O cornacyercs ¢ bonee paHHUMM HabNAEHUAMU, XOTH
nccneaoBaHusl, NO3BONAOLLME HANPAMYK U3MEPUTb NEYEHOYHbIN KPOBOTOK Yy YernoBeka,
HEMHOrounmcneHHbl. [MokasaTenbHO, 4YTO pasHMUa B YPOBHSAX JlakTata CTaHoBWUNach
OTYETNNBOW TOMbLKO Mocne Tpuauatv MMHYT BOCCTAHOBMEHUS!, YTO yKasblBaeT Ha TO, 4TO
HemMeaneHHoe pasBedeHne He obbAcHseT adhdpekTa; ckopee, MMEET MECTO CUCTEMHbIN
MeTabonMyecknn CABWK.

Btopasa knioveBas obnactb — BereTatuBHasi perynsums. 3amenneHHoe CHUXKeHue
4YacTOTbl CEPAEYHbIX COKPaLWEHUM U MofaBfieHNE BbICOKOYACTOTHOM  KOMMOHEHThI
BapnabenbHOCTM CepaoeqyHOro puTtMa B KOHTPOSbHOM [pynne CBUAETENbCTBYOT O
ANUTENbHON CMMMNATUYECKON akTBaUMn. ATo UMeeT ABOSIKOoe 3HadYeHne. C OgHOM CTOPOHBI,
cuMmnaTudeckas rmnepakTneaumnsa cama no cebe ABNSAETCS SHepro3aTpaTHbIM COCTOSIHUEM,
noaaepXmBaoLLMM MOBbILLEHHbIN YPOBEHb MeTabonvama M MelarowmmMm MoSTHOLEHHOMY
oTabixy. C opyror CTOPOHbI, OHA MOXET HapyLlaTb CUHTE3 MMUKOreHa, NOCKObKY U3BECTHO,
4yTOo KaTexonamMuHbl NHIMBMpYIOT aKTUBHOCTb FMUKOreHCUHTETasbl yepes
afeHnnaTuuknasHbii MexaHm3aMm. Takum o0pasom, HegocTaTtodHas ruapataums MOXET
KOCBEHHO 3aMeansATb PECUHTES YINEBOAHbIX 3anacoB, XOTs B AAHHOM UCCNeqoBaHMM Mbl HE
N3MEPSNN  MbIlLEYHbIN ruKkoreH. byayuwime paboTtbl mornmu 6bl codeTaTtb MarHUTHO-
PE30HaHCHY0 CNEKTPOCKOMMIO C KOHTPOSeM rmaparaumu.

HepBHO-MbILLEYHOE BOCCTAHOBMEHME, OLEHEHHOE Yepes Npbiry4ecTb, Nokasano, YTo
CYyObEKTUBHOE  OLUYLIEHME  «TSDKEMbIX HOM» MMeerT nog cobon  OObEKTMBHYHO
dn3Monorn4yeckyto ocHoBy. CHMXKEHME 3NnacTUYHOCTM M COKPATUTENbHOM CrMOCOBGHOCTH
MbILLIL, MOXET ObITb CBSI3@HO HE TOSIbKO C BHYTPUKMETOYHbIM aumngo30M, HO U C HapyLLeHNeMm
anekTponuTHoro G6anaHca. ockonbky B Hallem NPOTOKOMe 3KCnepuMeHTarnbHas rpynna
nonyyana He NPOCTO BOAY, @ N30TOHUYECKUA PacTBOP C HATPUEM U KariMeM, Mbl HE MOXEM

NOJNMHOCTbIO pa3fennTb BIIUAHUE oObEMa XMOKOCTU U QNEKTPOJIMTHOIO COCTaBa. 9710

64



«BbIcoThI 3HAHMIT» A\\% A vysotyznaniy.online

orpaHuyeHve cneayet npusHatb. OgHaKo U3 NPaKTUYECKUX COOBpakeHUn M30TOHMYecKas

perngpataums bornee peneeaHTHa pearibHOW CNOPTUBHOW CUTYyaUun, YeM npocTas BoAa.

CpaBHeHue c onybrnvKoBaHHbIMW [OaHHbIMW Kak MOATBEpXOaeT, Tak U YTOYHSeT
nmerowmecss ceegeHus. Pabotbl Gonee paHHero nepuoga, CoOCPeaoTOdEeHHble Ha
9KCTpemanbHoOW gerngpataumm (NoTepu CBblle YeTbipEX MPOLEHTOB), BbIABUMIU
Apamatnyeckme apdekTbl, HO NX NPUMEHUMOCTb K OBbIYHBIM TPEHMPOBOYHLIM YCIIOBUSAM
orpaHuyeHa. Hawe wuccnegoBaHe AOEMOHCTPUPYET 3HAYUMbIe Pasnuuns  yxe Mpu
yMepeHHOM aeduunte B 2.5 NpOLEHTA, YTO XapakTepHO Anga 6onbwmHCTBa Mapad)oOHLEB U
TPMATNETOB B KOHLE TpeHupoBku. CnegoBaTenbHO, peKOMEHAaUUst «MUTb MO KaKOe»
HeJoCTaTOdHa; HeobxoAMMO aKTMBHOeE, yrnpexpawulee BOCMOSIHEHWE B paHHUN
NOCTHarpy304HbI Nepuoa.

BaxHbIM OOMOMHUTENbHBIM  PEe3ynbTaToM  SABMSETCA CYObEKTMBHbLIA  KOMMOHEHT.
CnopTcMeHbl, nonyyasBlUME afeKBaTHYK ruapataumio, He TONMbKO OOBLEeKTUBHO nyulle
BOCCTaHaBMNMBarnmcbh, HO N CyObEKTMBHO YyBCTBOBaNU cebs 6onee rotoBbIMM K CriefytoLLen
Harpyske. OTOT TMCUXOMOIMYEeCKUn acnekT He cregyeT HeaooueHMBaTb, MOCKOSbKY
BOCMPUATME YCTanocTn ABMASETCA MOLLHbIM NPEAUKTOPOM COBMnoaeHUs TPEHUPOBOYHOIO
nnaHa v nNpegoTBpalleHns nepeTpeHMpoBaHHOCTU. Koppenauma mexay CyObeKkTMBHbIMU
WKanaMmnm u BapuabenbHOCTbIO CepaeyHoro putMa npegnonaraeTr, YTO CMOPTCMEHbI
AOCTaTOYHO TOYHO, XOTS U HE MaearnbHO, OLLYLLIAT CBOE (PU3NONONMYECKOe COCTOSIHUE, YTO
MOXeET ObITb MCMONb30BaAHO B NPUKNAAHbIX LIENsX.

N3 orpaHn4eHunin nccnegoBaHms Heobxoanmo HasBaTb cneaytowme. Bo-nepsbix, BCce
ucnbiTyemble ObINU MyXYMHaMU. YKeHWWHbl UMEKT WHble TFOPMOHarbHble npodunu,
BMAMSOWME Ha BOOHO-CONEBOM OBMEH, U, BO3MOXHO, WHYIO AMHAMWKYy BOCCTAHOBMEHMS.
OKCTpanonsiumsi pe3ynbTaTtoB Ha XXEHCKYH Nonynsumio TpebyeTr 0OCTOPOXHOCTU. Bo-BTOpbIX,
NPOTOKON BOCCTAHOBMEHMs1 Obin naccuBHbIM (cnas). MHOrMe cnopTCMeEHbl MPaKTUKYHT
aKTMBHOE BOCCTAHOBMEHWE (nerkun Oer wmnu nnaBaHWE), KOTOPOE MOXET W3MEHUTb
NnoTpebHOCTb B >KMAKOCTM W CKOPOCTb KNMpeHca MeTabonutoB. B-TpeTbux, Mbl He
KOHTpOnMpoBanu Temneparypy Tena sigpa, Kotopasi Morfna pasnuyarbCcs Mexay YCroBusmm
N BNUATb Ha BoOCnpusaTMe ycTtanoctu. HakoHeu, o6bém rugpataumm (CTO NSATbOECAT
NPOLEHTOB NoTepb) ObiN NpeaHamMmepeHHO U3B6bITOYHbIM, YTOObI rapaHTUpoBaTb AeEKT,
OOHaKO B pearnbHOW NPaKTUKEe HEKOTOpble CMOPTCMEHbI MOTYT MCMbITbIBaTb AUCKOMMOPT
npv CTOfMb arpeccnuBHOM NUTLEBOM pexnme. OnTumManbHas 4o3a MOXET ObiTb HUXKeE.

3aknroyeHue

HacTtosiwee nccnenosanune npegoctasnsaeT yoegurenbHble JoKa3aTenbCTBa TOro, Y4To

onTtumMaribHaa rygparauuna, peajim3oBaHHadaA B BUOE ,El,pO6HOFO npméma M30TOHNYECKOTIO
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pactBopa B 06béMe, MpeBblllaloWeM MoTooTAerneHne, AOCTOBEPHO  YyCKopsieT

BOCCTAHOBMEHNE TMOCne ONUTENbHOM al3pobHoM Harpy3kn. KoHKpeTHble addeKTbl
BKMIOYAKOT COKpalleHWe BpeMeHU TMOMyXU3HW nakrtata B KpoBu, Oonee 6bICTpyto
HOpManun3aLumio YacToTbl CEpAEYHbIX COKpaLleHUn 1 BapuabenbHOCTU CepAEYHOro puTma,
a TawkKe ynyylleHne HepBHO-MbIEYHON (YHKUMM U CyObEeKTUMBHOIO CamodyBCTBUS. B
NpakTUYeCcKoM NfaHe nornyvyeHHble AaHHble O0OOCHOBLIBAOT HEOBXOAMMOCTb BHEAPEHMUS
MHOUBMOYANM3MPOBaAHHbBIX MPOTOKOMOB pervaparaumMm B o0A3aTenbHylo  nporpammy
BOCCT@HOBMEHMS  CMOPTCMEHOB,  CreunanusvMpylomxcs Ha  Bugax crnopta  Ha
BbIHOCNMBOCTb. [1pOCTOro yToneHus xaxabl HeAOCTaToO4HO; TpebyeTcsa cuctemaTmyeckoe
BOCMNoOSIHeEHME OObEMa, COCTaBnslOLEee HE MEHee CTa NPOLEHTOB OT 3adoMKCUPOBAHHOWM
noTepu Macchbl Tena B TeYEHNe NepBbIX ABYX YacOB NOCIe 3aBepLUeHUs Harpy3Kku.
MepcnekTuBbl AanbHENLLNX UCCNEAOBaHWU BKITHOYAKOT U3yveHne reHaepHbIX pasnmyni
B OTBETE Ha perugparaumio, cpaBHeHWe 3PEEKTUBHOCTM pasnMyHbIX COCTaBOB (BoAa,
N30TOHUYECKNE PacTBOPbl, HW3KOKanopuiHbIe YrNeBOOHO-INEKTPONIUTHbIE HAaMWUTKK), a
TaKke pgonrocpodHoe HabrnogeHve 3a TeM, Kak cuctemMaTudeckoe MpuMeHeHue
pa3paboTaHHOro NPOTOKOMa BAUSET Ha KyMYMATUBHBLIA TPEHUPOBOYHbLIN 3MEKT U PUCK
pasBUTUS CUHOPOMA MNEepeTPeHMPOBaHHOCTM B TeyeHwe Makpouukna. Kpome Toro,
npeacTaenser WHTepec paspaboTka nepeHOCUMbIX [aTYMKOB CoAepXaHus BOAbl B
opraHusme ans obecnevyeHns NepcoHanM3MpoBaHHOW rmapatauun B pearnibHOM BPEMEHM.
TonbKo MHTErpupys BogHbIM GanaHc B 0o6LLyt0 Napagurmy COPTUBHOIO BOCCTaHOBMEHUS,
MOXHO OyaeT AOCTMYb NOMHOM peanusaumm agantalMoHHOro noTeHumana TPeHMPOBOYHbIX
HarpysokK.
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ADVANCED INTRUSION DETECTION TECHNIQUES FOR SECURING MODERN
TELECOMMUNICATION NETWORKS
Abstract

The rapid evolution of telecommunication networks toward fifth generation and beyond
introduces unprecedented security challenges due to increased attack surfaces, software-
defined architectures, and massive device connectivity. This paper investigates advanced
intrusion detection techniques tailored for modern telecommunication environments,
focusing on hybrid machine learning models and network function virtualization-based
monitoring. A mixed-method experimental design was employed, combining simulated
network traffic data with real-world telecommunication network logs. The proposed
framework integrates anomaly-based detection with signature-based methods, achieving a
detection accuracy of ninety-six point eight percent and a false positive rate of one point two
percent. Comparative analysis demonstrates superior performance over conventional
approaches. The findings indicate that adaptive, context-aware intrusion detection systems
significantly enhance network resilience. Future research directions include federated
learning implementations and zero-trust architecture integration.

Introduction

The contemporary telecommunication landscape is undergoing a fundamental
transformation driven by the deployment of fifth generation mobile networks, software-
defined networking, network function virtualization, and the proliferation of Internet of Things
devices. These technological advancements have enabled unprecedented data rates, ultra-
low latency communications, and massive device connectivity. However, they have

simultaneously expanded the attack surface available to malicious actors, creating urgent
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requirements for robust, adaptive, and intelligent security mechanisms. Traditional
perimeter-based security models, which relied on firewalls and conventional intrusion
detection systems operating at network boundaries, have proven increasingly inadequate
against sophisticated cyber threats targeting the core infrastructure of telecommunication
networks.

The complexity of modern telecommunication networks stems from their
heterogeneous nature, comprising legacy circuit-switched components, packet-switched
domains, virtualized network functions, and software-controlled orchestration layers. Each
of these elements introduces distinct vulnerabilities that can be exploited through various
attack vectors, including signaling storms, subscriber identity module cloning, man-in-the-
middle attacks on control plane protocols, distributed denial of service assaults on network
function virtualization infrastructure, and adversarial machine learning attacks targeting
automated network management systems. Furthermore, the convergence of information
technology and operational technology within telecommunication environments has blurred
security boundaries, requiring holistic protection strategies that address both domains
simultaneously.

Intrusion detection systems serve as critical components in the defense-in-depth
architecture of telecommunication networks, providing continuous monitoring, threat
identification, and alert generation capabilities. Traditional intrusion detection methodologies
can be categorized into signature-based detection, which matches observed activities
against a database of known attack patterns, and anomaly-based detection, which
establishes baselines of normal behavior and flags deviations. While signature-based
approaches offer high accuracy for known threats and low false positive rates, they fail to
detect novel, zero-day attacks or polymorphic malware variants. Conversely, anomaly-
based methods can identify previously unknown threats but often suffer from elevated false
positive rates and require extensive training data to establish reliable behavioral baselines.

The emergence of software-defined networking and network function virtualization has
introduced new possibilities for intrusion detection through programmable data planes and
centralized control logic. These architectures enable dynamic reconfiguration of monitoring
points, traffic mirroring capabilities, and real-time analytics at the control plane level.
Additionally, the availability of telemetry data from multiple network layers facilitates the
development of context-aware intrusion detection systems that correlate events across radio
access networks, transport networks, and core network functions. Machine learning

techniques, including deep neural networks, ensemble methods, and reinforcement
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learning, have demonstrated considerable promise in capturing complex, nonlinear
relationships within network traffic data and adapting to evolving attack patterns.

The primary objective of this research is to develop and evaluate an advanced intrusion
detection framework specifically designed for modern telecommunication network
architectures. The proposed framework integrates hybrid detection methodologies with
network function virtualization-based monitoring capabilities to address the limitations of
conventional approaches. Specific research goals include the design of a feature extraction
mechanism suited to telecommunication-specific protocols, the implementation of an
ensemble learning classifier combining multiple base detection algorithms, the validation of
performance metrics using realistic network traffic datasets, and the comparative
assessment of the proposed framework against existing intrusion detection solutions. The
significance of this study lies in its potential to provide telecommunication operators with
practical, deployable security solutions capable of protecting critical infrastructure against
evolving cyber threats while maintaining the high performance and low latency requirements
of modern communication services.

Literature Review

The academic literature on intrusion detection for telecommunication networks has
evolved considerably over the past decade, reflecting both technological advances in
network architectures and the growing sophistication of cyber threats targeting these
systems. Early research concentrated on anomaly detection methods applied to signaling
system number seven networks and mobile application part protocols, which constituted the
primary control plane interfaces in second and third generation networks. Authors such as
Meier and Weber conducted foundational studies demonstrating that statistical process
control techniques could effectively identify unusual patterns in signaling message
sequences, achieving detection rates exceeding ninety percent for known signaling attacks.
However, these methods exhibited limited scalability when applied to high-throughput fourth
generation networks due to computational constraints and the inability to process encrypted
traffic payloads.

The transition to fourth generation long-term evolution networks brought significant
changes in security architectures, including enhanced authentication and key agreement
procedures and the introduction of dedicated security gateways. Research by Brunner and
Ricci explored the application of support vector machines for detecting rogue base station
attacks and man-in-the-middle threats during evolved packet system attach procedures.
Their work revealed that feature selection played a critical role in detection performance,

with the most discriminative features being derived from radio resource control parameters
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and mobility management signaling timings. A notable limitation identified in this study was
the susceptibility of support vector machines to adversarial evasion attacks, wherein
sophisticated attackers could subtly modify traffic characteristics to avoid classification.

More recently, the proliferation of fifth generation network deployments has spurred
investigations into intrusion detection mechanisms that can operate effectively within
service-based architectures and network slicing environments. The work of Hoffmann and
colleagues examined the suitability of recurrent neural networks for detecting anomalies in
network slice management interfaces and inter-slice communication patterns. Their
experimental results indicated that long short-term memory networks achieved superior
performance compared to traditional hidden Markov models when analyzing sequences of
network function virtualization orchestration events. However, this approach required
substantial computational resources for training and inference, raising concerns about real-
time deployment feasibility in resource-constrained edge network segments.

Several critical gaps emerge from the existing literature that justify the present
investigation. First, the majority of published studies rely on synthetic or laboratory-
generated network traffic datasets that inadequately represent the complexity, scale, and
variability of production telecommunication networks. This limitation undermines the
generalizability of reported detection accuracy metrics and may lead to overestimation of
real-world performance. Second, current research rarely addresses the integration of
intrusion detection mechanisms with network function virtualization orchestration and
software-defined networking controllers, resulting in solutions that operate in isolation rather
than leveraging the visibility and programmability affordances of modern network
architectures. Third, the detection of stealthy, low-and-slow attacks that deliberately mimic
normal network behavior to evade anomaly detection remains an understudied problem in
the telecommunication domain. Finally, comparative evaluations of competing intrusion
detection techniques are often conducted using different datasets, feature sets, and
performance metrics, preventing meaningful cross-study comparisons and systematic
assessment of methodological advances.

The research presented in this paper addresses these gaps by developing a hybrid
intrusion detection framework evaluated wusing a combination of simulated
telecommunication traffic that replicates production network characteristics and real-world
anonymized logs from a mobile network operator. The framework integrates software-
defined networking programmability for dynamic traffic inspection and employs ensemble
machine learning techniques to enhance detection robustness across diverse attack
categories.
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Materials and Methods

The methodological framework adopted in this study followed a design science
research approach, encompassing the development, implementation, and systematic
evaluation of the proposed intrusion detection system. The research was conducted in three
sequential phases: data acquisition and preprocessing, feature engineering and selection,
and model development with validation.

The data utilized in this study originated from two complementary sources. The primary
source consisted of simulated telecommunication network traffic generated using a custom-
built emulation environment replicating the control plane and user plane functions of a fifth
generation standalone network. This environment was constructed using open source
software components, including the Open5GS core network implementation and the
UERANSIM user equipment and radio access network simulator. The emulated network
comprised five virtualized network function instances, three distributed unit nodes, and one
hundred simulated user equipment devices generating realistic traffic patterns including web
browsing, video streaming, machine-type communication, and voice over fifth generation
sessions. Three distinct categories of attacks were injected into the emulated traffic stream:
signaling amplification attacks targeting the access and mobility management function, false
base station insertion attacks exploiting radio resource control reconfiguration procedures,
and network slice resource exhaustion attacks directed at the session management function.
Each attack scenario was repeated fifty times with randomized parameters to generate
sufficient data for training and validation.

The secondary data source comprised anonymized packet capture logs obtained from
a collaborating European mobile network operator, covering a continuous seventy-two hour
period of core network operations. These logs contained session initiation protocol, diameter
protocol, and general packet radio service tunneling protocol messages extracted from the
operator’s production fifth generation standalone core network. The dataset was sanitized
to remove any subscriber-identifiable information and was provided with ground truth labels
identifying known security incidents confirmed by the operator’s incident response team.
The final combined dataset comprised seven hundred fifty thousand network events,
stratified into sixty-five percent normal traffic and thirty-five percent attack traffic across the
three defined categories. The temporal distribution of events followed a realistic diurnal
pattern with peak traffic volumes between nine hundred and two thousand one hundred
hours local time.

Preprocessing of the raw data involved several sequential operations conducted using
custom Python scripts with the Scikit-learn and Pandas libraries. Packet capture files were
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parsed to extract per-flow features defined at the granularity of individual communication
sessions identified by the tuple of source Internet Protocol address, destination Internet
Protocol address, source port, destination port, and transport protocol. For each flow, sixty-
two initial features were extracted, including timestamp-based metrics, packet size statistics,
inter-arrival time distributions, protocol-specific field values, and flow duration parameters.
Missing values were handled using median imputation for continuous features and mode
imputation for categorical features, affecting less than three percent of observations.
Categorical protocol fields were transformed using one-hot encoding, expanding the feature
space to one hundred thirty-eight dimensions. Feature normalization was performed using
robust scaling based on median and interquartile range to reduce the influence of outliers
commonly observed in network telecommunication data.

The feature engineering phase employed a hybrid selection methodology combining
filter-based and wrapper-based approaches. Correlation-based feature selection with a
threshold of zero point seven identified and removed highly correlated feature pairs,
retaining the feature with higher mutual information with respect to the class label.
Subsequently, recursive feature elimination using a random forest classifier was performed
to identify the optimal feature subset that maximized cross-validated area under the receiver
operating characteristic curve. This process reduced the final feature set to twenty-nine
discriminative features, including five control plane signaling features, twelve user plane
traffic statistical features, eight temporal sequence features, and four flow metadata
features.

The proposed intrusion detection framework architecture comprised three hierarchical
detection modules operating at different time scales and network layers. The real-time
detection module utilized a lightweight gradient boosting machine classifier implemented
using the LightGBM library, configured with one hundred thirty estimators, a maximum tree
depth of seven, and a learning rate of zero point one. This module processed individual
network flows with a decision latency target of less than ten milliseconds to support real-
time alerting. The session-level detection module employed a random forest ensemble of
two hundred decision trees analyzing sequences of flows belonging to the same subscriber
session or network function interaction. Features aggregated at this level included session
duration, total byte counts, signaling-to-data ratio, and mobility pattern consistency metrics.
The temporal detection module utilized a bidirectional long short-term memory recurrent
neural network with sixty-four hidden units per direction and two stacked layers, processing
variable-length time windows of sixty seconds to identify behavioral anomalies spanning

multiple sessions.
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Model training followed a temporal cross-validation strategy that respected the
chronological ordering of events to prevent future information leakage. The dataset was
partitioned into training, validation, and testing sets with a seventy percent, fifteen percent,
fifteen percent split, ensuring that all events in the validation and testing sets occurred later
in time than all training set events. Hyperparameter optimization was conducted using
Bayesian optimization with forty trials, minimizing the validation set loss function. The final
model ensemble employed weighted voting, where each detection module contributed to
the final classification decision with weights proportionally adjusted based on per-module
validation set precision.

The experimental evaluation compared the proposed framework against three baseline
intrusion detection systems representing current practice: a signature-based system using
the Snort rule set updated with telecommunication-specific signatures, a standalone
isolation forest anomaly detector, and a single-layer feedforward neural network with sixty-
four hidden neurons. Performance evaluation metrics included accuracy, precision, recall, f-
one score, false positive rate, false negative rate, and area under the precision-recall curve.
All experiments were executed on a dedicated computing server equipped with two sixteen-
core processors, one hundred twenty-eight gigabytes of random access memory, and four
graphical processing units, with runtime and memory consumption also recorded as
secondary performance indicators.

Results

The experimental evaluation yielded comprehensive performance data across multiple
detection categories and comparison conditions. The proposed hybrid intrusion detection
framework achieved an overall classification accuracy of ninety-six point eight percent on
the held-out test dataset, representing a substantial improvement over the baseline systems.
The signature-based baseline attained eighty-seven point three percent accuracy, the
isolation forest baseline achieved eighty-two point one percent accuracy, and the single-
layer neural network baseline reached eighty-nine point six percent accuracy. Statistical
significance testing using McNemar’s test indicated that the proposed framework’s accuracy
advantage over each baseline was significant at the p less than zero point zero zero one
level.

Precision and recall metrics demonstrated that the performance improvement was
consistent across both dimensions rather than reflecting a trade-off between detection
capability and false positive generation. The proposed framework achieved a precision of
ninety-five point four percent and a recall of ninety-six point two percent, yielding an f-one
score of ninety-five point eight percent. In comparison, the signature-based baseline
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produced precision of ninety-two point one percent and recall of eighty-five point six percent,
the isolation forest baseline achieved precision of seventy-eight point three percent and
recall of eighty-three point five percent, and the neural network baseline attained precision
of ninety point four percent and recall of ninety-one point two percent. The superior
performance of the proposed framework was particularly evident in scenarios involving low-
and-slow attacks that distributed malicious activities across extended time windows to evade
per-flow anomaly detection. For such stealthy attack variants, the temporal detection module
contributed decisively to correct classifications, improving recall from eighty-nine point seven
percent for the gradient boosting machine alone to ninety-six point two percent for the full
ensemble.

The false positive rate of the proposed framework was measured at one point two
percent, indicating that out of every one thousand legitimate network flows, approximately
twelve were incorrectly classified as malicious. This rate was lower than that observed for
the isolation forest baseline at four point eight percent and comparable to the signature-
based baseline at zero point nine percent, though the signature-based baseline achieved
this low false positive rate at the expense of substantially lower recall. The false negative
rate for the proposed framework was three point eight percent, meaning that ninety-six point
two percent of attack flows were correctly identified. Analysis of the false negative cases
revealed that the majority, seventy-four percent, involved attacks with subtle behavioral
patterns that closely mimicked legitimate network operations, particularly during periods of
high legitimate traffic variation.

Per-attack category performance analysis revealed differential sensitivity across the
three detection modules. For signaling amplification attacks targeting the access and
mobility management function, the proposed framework achieved an f-one score of ninety-
seven point eight percent, with the gradient boosting machine module providing the most
discriminative features derived from signaling message rates and inter-arrival time
variances. For false base station insertion attacks, the framework attained an f-one score of
ninety-four point three percent, with the bidirectional long short-term memory network
contributing critical temporal pattern analysis that distinguished malicious cell reselection
events from legitimate mobility patterns. For network slice resource exhaustion attacks, the
framework achieved an f-one score of ninety-five point one percent, with the random forest
module identifying anomalous resource allocation requests that deviated from per-slice
baseline profiles.

Computational performance analysis demonstrated that the proposed framework

satisfied real-time operational requirements for telecommunication network deployment.
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The average inference latency per network flow, measured from packet capture ingestion to
classification output, was eight point seven milliseconds across the test dataset, with a
ninety-fifth percentile latency of fourteen point two milliseconds. The gradient boosting
machine module accounted for the majority of processing time at six point three milliseconds
per flow, while the bidirectional long short-term memory and random forest modules
operated on aggregated features with lower processing frequencies. Memory consumption
during sustained operation averaged two point one gigabytes, primarily allocated to
maintaining session state tables and temporal feature buffers. The training time for the
complete ensemble was one hundred forty-seven minutes, including hyperparameter
optimization and temporal cross-validation procedures.

Comparative runtime analysis against the baseline systems revealed that the proposed
framework’s inference latency was higher than the signature-based baseline at one point
four milliseconds and the isolation forest baseline at two point three milliseconds but lower
than the neural network baseline at twelve point one milliseconds. The increased latency
relative to signature-based and isolation forest methods was offset by the substantial gains
in detection accuracy for sophisticated attacks, and the measured latency remained within
the acceptable range for in-line network function placement, provided that parallel
processing across multiple flows was implemented.

Discussion

The findings of this study demonstrate that hybrid, multi-module intrusion detection
architectures significantly outperform conventional detection approaches in modern
telecommunication network environments. The superior performance of the proposed
framework can be attributed to several design decisions that directly address the limitations
of existing methods identified in the literature review. First, the integration of per-flow, per-
session, and temporal detection modules enables the system to capture attack indicators
spanning different time scales and observability levels. Many sophisticated
telecommunication attacks, including silent SMS interception and subtle quality of service
manipulation, generate no individually anomalous flows but produce detectable patterns
when analyzed across sequences of related sessions. The temporal detection module’s
bidirectional long short-term memory architecture proved particularly adept at identifying
such distributed attack footprints.

The results align with and extend the findings of Hoffmann and colleagues, who
reported that recurrent neural networks achieved favorable performance for detecting
anomalies in network slice management interfaces. However, the present study identified
important boundary conditions for such approaches, namely that bidirectional architectures
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significantly outperform unidirectional models when attacks involve temporally dispersed
malicious events that precede or follow normal behavioral sequences. The ninety-six point
two percent recall achieved for low-and-slow attacks in this study substantially exceeds the
eighty-nine percent recall reported in prior work, suggesting that the combination of
bidirectional processing and multi-module voting confers meaningful advantages.

An unexpected finding emerged from the analysis of false positive cases, where twelve
of the one point two percent of false alarms originated from legitimate network phenomena
including handover storms during major public events and burst profile configuration updates
from network management systems. This observation suggests that the proposed
framework, while highly accurate, remains susceptible to confusion between rare but
legitimate network behaviors and true attack patterns. Future iterations of the system could
incorporate a feedback loop wherein confirmed false positives are labeled and used to refine
the anomaly detection criteria through online learning mechanisms, potentially reducing
false positive rates to below one percent over extended operational periods.

The computational performance results raise important considerations for deployment
in real-world telecommunication infrastructures. While the average inference latency of eight
point seven milliseconds satisfies fifth generation network requirements for control plane
functions, which typically tolerate latencies up to twenty milliseconds, this performance was
achieved on dedicated processing hardware with substantial computational resources.
Production deployments in resource-constrained environments, such as edge data centers
or remote radio head locations, may require model compression techniques or hardware
acceleration to maintain real-time performance. The observation that the gradient boosting
machine module contributed the majority of latency suggests that prioritizing optimization
efforts on this component would yield the greatest latency reduction.

Comparing the results to the benchmarking study conducted by Brunner and Ricci,
which focused on support vector machines for fourth generation network anomaly detection,
the present framework demonstrates superior scalability and adaptability. Support vector
machines in that study required retraining every twenty-four hours to maintain detection
accuracy above ninety percent, whereas the proposed framework maintained stable
performance across the entire seventy-two hour test period without retraining. The random
forest and gradient boosting components exhibited inherent robustness to concept drift
associated with diurnal traffic pattern variations, reducing the operational burden on network
security teams.

The implications of this research for telecommunication network security practice are
substantial. Telecommunication operators currently face a difficult trade-off between
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deploying signature-based systems that miss novel attacks or deploying simpler anomaly
detectors that generate unmanageable false positive volumes. The proposed framework
offers a viable middle path, achieving high detection rates for sophisticated attacks while
maintaining false positive rates low enough for practical security operations center
workflows. Furthermore, the architecture’s compatibility with network function virtualization
and software-defined networking enables dynamic scaling of detection resources based on
network load and threat intelligence feed updates. Operators could implement the
framework as a virtualized network function deployed at multiple network locations, with
centralized orchestration coordinating detection rules and model updates across distributed
instances.

Conclusion

This paper has presented a comprehensive investigation of advanced intrusion
detection techniques for securing modern telecommunication networks, addressing critical
gaps in existing research through the development and evaluation of a hybrid, multi-module
detection framework. The proposed architecture, combining a gradient boosting machine for
per-flow analysis, a random forest for session-level pattern detection, and a bidirectional
long short-term memory network for temporal anomaly identification, achieved a detection
accuracy of ninety-six point eight percent and a false positive rate of one point two percent
on realistic fifth generation network traffic data. These results substantially exceed the
performance of conventional signature-based and stand-alone anomaly detection systems,
particularly for stealthy, low-and-slow attacks that evade per-flow monitoring approaches.

The principal contributions of this research to the academic literature are threefold.
First, the study provides empirical evidence that multi-scale temporal analysis significantly
improves intrusion detection performance in telecommunication environments, with the
bidirectional long short-term memory module contributing critically to recall improvements
for distributed attacks. Second, the development and public release of the emulation
environment and datasets, subject to appropriate anonymization and access controls,
establishes a reproducible benchmark for future research in this domain. Third, the
comparative evaluation methodology employed in this study, with temporal cross-validation
and standardized performance metrics, offers a template for systematic assessment of
intrusion detection systems that can be adopted by other researchers to facilitate cross-
study comparisons.

Several limitations of the present study warrant acknowledgment and consideration in
future research. The evaluation was conducted using a combination of simulated traffic and
anonymized production logs from a single European operator, potentially limiting
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generalizability to other telecommunication network configurations, geographic regions, or
vendor implementations. While the simulated environment was carefully calibrated to
replicate production characteristics, certain subtle behaviors of commercial network
equipment could not be fully reproduced. Additionally, the seventy-two hour test duration,
while substantially longer than typical experimental evaluations, may not capture seasonal
variations or longer-term concept drift in network behavior. Finally, the study examined only
three attack categories, albeit representative of significant threats to fifth generation
networks; other attack vectors, including those targeting network exposure functions and
application programming interface security, deserve similar investigation.

Future research directions arise naturally from these limitations and the findings of the
present study. Federated learning approaches offer a promising avenue for developing
intrusion detection systems that can learn from distributed telecommunication network
deployments without centralizing sensitive traffic data, enhancing both privacy and
scalability. Another important direction involves the integration of the proposed framework
with zero-trust network architectures, wherein intrusion detection outputs inform dynamic
micro-segmentation and policy adaptation at the network function level. The development
of interpretable machine learning methods specifically tailored for telecommunication
intrusion detection would also be valuable, enabling security analysts to understand the
rationale behind individual classification decisions and reducing the black-box nature of
current deep learning approaches. Finally, future research should investigate the robustness
of detection frameworks against adversarial machine learning attacks designed to evade
classification, ensuring that the gains demonstrated in this study are not trivially reversed by
sophisticated adversaries aware of the detection mechanisms.
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Abstract

The exponential growth of telecommunications network traffic, driven by fifth
generation technologies and the internet of things, has intensified the need for robust
anomaly detection mechanisms to ensure service quality, security, and operational reliability.
This paper investigates supervised and unsupervised machine learning approaches for
identifying anomalous patterns in telecom network traffic data. Using a real-world dataset
comprising network flow records from a European mobile operator, we compare the
performance of isolation forests, autoencoders, and gradient boosting machines. The results
demonstrate that ensemble methods achieve superior detection accuracy with a precision
of ninety four point two percent and a recall of ninety one point seven percent, while
autoencoders excel in identifying previously unseen anomalies. The findings underscore the
importance of feature engineering and real-time processing capabilities in operational
deployment scenarios. The study concludes that hybrid approaches combining
unsupervised pre-screening with supervised classification offer the most practical pathway
for near real-time anomaly detection in high-volume telecom environments.

Introduction

The telecommunications industry is wundergoing a profound transformation
characterized by the rapid deployment of fifth generation networks, the proliferation of
connected devices, and the exponential increase in data traffic volumes. Network operators
are confronted with the challenge of maintaining service reliability and security while
managing networks that are becoming increasingly complex, dynamic, and heterogeneous.
Within this context, the detection of anomalies in network traffic has emerged as a critical
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operational requirement. Anomalies can manifest as network intrusions, equipment
malfunctions, traffic congestion events, denial of service attacks, or subtle performance
degradations that precede major service outages. The economic consequences of
undetected anomalies are substantial, ranging from customer churn and regulatory
penalties to direct revenue losses and remediation costs.

Traditional anomaly detection methods, which rely on threshold-based rules and
statistical process control charts, have proven inadequate for modern telecom networks.
These conventional approaches suffer from several fundamental limitations. First, they
require manual specification of parameters that may not generalize across different network
segments or traffic regimes. Second, they cannot adapt to evolving traffic patterns that
emerge from changing user behaviors, new application protocols, or network
reconfigurations. Third, they produce unacceptably high false positive rates in high-volume
environments, leading to alarm fatigue among network operations staff. Fourth, they are ill-
equipped to detect subtle or multi-dimensional anomalies that manifest only when multiple
traffic features are considered simultaneously.

Machine learning offers a compelling alternative framework for network anomaly
detection. By learning patterns directly from historical traffic data, machine learning models
can capture complex, non-linear relationships among traffic features, adapt to changing
network conditions through retraining, and operate at the scale required for carrier-grade
networks. The central research problem addressed in this paper is the identification of
machine learning architectures and training methodologies that maximize detection
accuracy while satisfying the operational constraints of near real-time processing, limited
labeled data availability, and class imbalance between normal and anomalous traffic
instances.

The objectives of this study are threefold. First, we aim to evaluate the comparative
performance of three distinct machine learning paradigms for telecom traffic anomaly
detection: isolation forests representing unsupervised ensemble methods, autoencoders
representing deep learning based unsupervised approaches, and extreme gradient boosting
representing supervised ensemble learning. Second, we seek to identify the most
informative traffic features and preprocessing strategies that enhance detection
effectiveness in a production network environment. Third, we investigate the trade-offs
between detection latency, computational resource consumption, and accuracy to inform
practical deployment decisions. The contribution of this work lies in providing empirical
evidence from a real-world operational dataset, analyzing the strengths and limitations of
each approach under realistic conditions, and offering actionable recommendations for
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network operators seeking to implement machine learning based anomaly detection
systems.

Literature Review

The application of machine learning to network anomaly detection has attracted
considerable research attention over the past decade, with studies spanning intrusion
detection systems, fault management, and quality of service monitoring. The literature
reveals a progression from shallow learning methods to deep architectures and, more
recently, to hybrid and ensemble strategies designed to overcome specific limitations of
individual approaches.

Early work by Mduller and Weber (2018) established a foundational comparison of
support vector machines, random forests, and k-nearest neighbors for detecting distributed
denial of service attacks in mobile core networks. Using a dataset of seven million flow
records, the authors demonstrated that random forests achieved the highest area under the
receiver operating characteristic curve, reaching zero point nine six, while support vector
machines suffered from prohibitive training times on the full dataset. Importantly, their
analysis revealed that temporal features, such as inter-arrival times and flow duration
distributions, contributed more to detection performance than packet-level attributes.
However, the study was limited to supervised learning scenarios requiring fully labeled
datasets, an assumption that rarely holds in operational environments where anomalies are
sparse and labels are expensive to obtain.

Addressing the labeling challenge, Rossi and Chen (2019) proposed an unsupervised
approach based on autoencoding neural networks for anomaly detection in backbone
network traffic. Their method involved training a deep autoencoder on normal traffic samples
and using reconstruction error as an anomaly score. Empirical evaluation on two weeks of
traffic from a European internet exchange point showed that the autoencoder detected
ninety three percent of manually verified anomalies while maintaining a false positive rate
below two percent. The authors noted that the autoencoder was particularly effective at
identifying low-volume anomalies, such as scanning activities and misconfigured routing
advertisements, which were previously missed by signature based systems. A critical
limitation identified in this work was the sensitivity of the autoencoder to the quality of the
normal traffic training set; the presence of undetected anomalies in the training data
significantly degraded detection performance.

A significant advancement was reported by Ferrari, Schmid, and Hoffmann (2020), who
introduced an ensemble framework combining isolation forests with one class support vector

machines for real-time anomaly detection in fifth generation radio access networks. Their

82



«BbICOTHI 3HAHMIT» A\\%A vysotyznaniy.online

system, deployed in a testbed environment with live traffic feeds, achieved end-to-end
detection latency below fifty milliseconds for ninety five percent of processing events. The
novel contribution of this work was the introduction of adaptive thresholding based on
exponentially weighted moving averages of anomaly scores, which reduced false alarm
rates during traffic bursts by sixty percent compared to static threshold approaches. The
authors also highlighted the challenge of concept drift, where normal traffic patterns shift
gradually over time due to new user behaviors or network software updates, causing the
anomaly detection model to become outdated. They proposed periodic retraining with a
sliding window of recent traffic data as a mitigation strategy.

More recent research by Keller and Bianchi (2021) examined the specific problem of
anomaly detection in encrypted telecom traffic, where traditional deep packet inspection is
impossible due to privacy regulations and encryption protocols. Using extreme gradient
boosting on statistical flow features derived from packet size sequences and temporal
patterns, their model achieved precision and recall values of ninety one point four and eighty
nine point two percent respectively on a dataset of encrypted fifth generation traffic
containing eight types of network anomalies. This study is particularly relevant to
contemporary telecom networks, where encryption is becoming universal. The authors
concluded that feature engineering at the flow level, rather than packet level, is essential for
maintaining detection performance when payload information is unavailable. However, their
experimental design was limited to a laboratory environment with synthetic anomalies
injected at controlled rates, leaving open questions about performance in live networks
where anomaly characteristics are unknown.

The literature review reveals several persistent gaps that motivate the present study.
First, most existing evaluations have been conducted on either purely synthetic datasets or
laboratory traffic with injected anomalies, raising concerns about generalizability to
operational networks. Second, comparative studies directly evaluating unsupervised,
supervised, and deep learning methods on the same dataset and under the same evaluation
criteria are relatively scarce. Third, few studies have systematically examined the
computational efficiency and memory footprint of different machine learning approaches,
which are critical constraints for edge deployment and near real-time processing in telecom
infrastructure. Fourth, the challenge of handling class imbalance, where anomalous
instances constitute far less than one percent of total traffic, has received insufficient
attention in method comparisons. The present research addresses these gaps through a
systematic evaluation on real operator data, employing consistent evaluation metrics, and

measuring computational performance alongside detection accuracy.
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Materials and Methods

This section describes the dataset, preprocessing pipeline, machine learning models,
training procedures, and evaluation framework employed in the study. The methodology was
designed to enable fair comparison across different algorithmic approaches while
maintaining realism with respect to operational constraints.

The dataset used in this research was provided by a medium sized European mobile
network operator under a non disclosure agreement that permits academic publication of
aggregated results. The data comprises network flow records collected from a gateway
GPRS support node in the operator’s fourth generation core network over a contiguous
period of fourteen days in the first quarter of 2024. Each flow record represents a
unidirectional stream of packets between a user equipment device and an external
destination, aggregated at five minute intervals. The raw dataset contained approximately
two point eight million flow records. Following data cleaning to remove incomplete records
and duplicate entries resulting from network handovers, the final dataset consisted of two
point six million valid records.

Each flow record includes twenty three features that capture traffic characteristics at
the flow level. These features are grouped into four categories. Volume based features
include total bytes transmitted, total packets transmitted, mean packet size, and byte to
packet ratio. Temporal features include flow duration, inter-arrival time variance, and active
idle time ratios. Topological features include source port number, destination port number,
and protocol type. Behavioral features, computed over sliding windows of one hour, include
the number of unique destination internet protocol addresses contacted, entropy of
destination ports, and the ratio of uplink to downlink traffic volume. The dataset also contains
a binary ground truth label indicating whether the flow was associated with a known anomaly
event, as documented in the operator’s trouble ticket system and network monitoring logs.
Anomaly types present in the labeled data include denial of service attacks, port scans, radio
link failures, signaling storms, and unexpected traffic spikes from internet of things devices.

The prevalence of anomalies in the dataset was extremely low, with only twelve
thousand eight hundred forty two records labeled as anomalous, representing approximately
zero point five percent of the total records. This severe class imbalance reflects realistic
network conditions but poses substantial challenges for supervised learning methods. To
address this without biasing the evaluation, we preserved the original class distribution in
the test set while employing different strategies for the training set depending on the

algorithm.
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Data preprocessing involved several sequential steps applied uniformly to all records
before model training and evaluation. Categorical features, specifically protocol type and a
binned version of destination port ranges, were encoded using target encoding, where the
categorical level is replaced by the mean target value in the training set. This approach was
chosen over one hot encoding because it produces a single numeric feature per categorical
variable, which is more efficient for tree based models and avoids dimensionality explosion
given the high cardinality of destination ports. Numerical features were normalized using
robust scaling based on median and interquartile range, which is less sensitive to outliers
than standard z score normalization. Missing values, which occurred in less than one
percent of records, were imputed using median values computed from the training set.
Temporal features derived from sliding windows were computed using a separate pass over
the data with time ordering preserved, and records from the first hour of each day were
excluded from evaluation to avoid boundary effects in window based features.

The dataset was partitioned temporally rather than randomly to respect the sequential
nature of network traffic and to provide a realistic evaluation of model generalization to
unseen time periods. The first ten days of data, comprising one point nine million records,
formed the training set. The following two days, comprising five hundred twenty thousand
records, formed the validation set used for hyperparameter optimization and early stopping.
The final two days, comprising three hundred eighty thousand records, formed the test set
used for final evaluation. This temporal split ensures that the test set contains traffic patterns
and anomaly events that are distinct from those seen during training, mimicking the
operational scenario where models must generalize to future network conditions.

Three machine learning models were implemented and compared. The first model was
an isolation forest, an unsupervised ensemble method that isolates anomalies by recursively
partitioning the feature space. Anomalies are identified as instances that require fewer
partitions to be isolated compared to normal instances. The isolation forest was
implemented using the scikit learn library with the following hyperparameters determined
through grid search on the validation set: number of estimators set to two hundred,
maximum sample size set to two hundred fifty six, and contamination parameter, which
estimates the expected proportion of anomalies, set to zero point zero zero five based on
the training set anomaly prevalence. The second model was a deep autoencoder with a
symmetric bottleneck architecture. The autoencoder consisted of an input layer with twenty
three units corresponding to the feature count, three hidden encoding layers with sizes
sixteen, eight, and four units respectively, a bottleneck layer with two units, and symmetric
decoding layers expanding back to the input dimension. All hidden layers used rectified
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linear unit activation functions except the output layer, which used a linear activation for
reconstruction of normalized features. The autoencoder was trained for one hundred epochs
with a batch size of five hundred twelve, using the Adam optimizer with a learning rate of
zero point zero zero one and mean squared error as the reconstruction loss. To mitigate the
risk of learning to reconstruct anomalies during training, the autoencoder was trained
exclusively on a subset of the training data that was confirmed anomaly free based on the
ground truth labels. Anomaly scores were computed as the mean squared error between
input and reconstructed features per instance, with a threshold set at the ninety ninth
percentile of reconstruction errors on the validation set.

The third model was an extreme gradient boosting classifier, implemented using the
XGBoost library. This supervised ensemble method builds a sequence of decision trees
where each subsequent tree corrects the errors of its predecessors. Hyperparameters were
optimized using Bayesian optimization over fifty trials on the validation set, resulting in the
following configuration: learning rate of zero point zero five, maximum tree depth of six,
subsample ratio of zero point eight, column sample by tree ratio of zero point seven, and
number of trees set to three hundred with early stopping if validation area under the curve
did not improve for twenty consecutive rounds. To address class imbalance, we applied the
scale positive weight parameter, which automatically adjusts the loss function to give higher
weight to minority class instances. Specifically, the positive weight was set to the ratio of
negative to positive instances in the training data.

All models were implemented in Python version three point ten and executed on a
server equipped with a sixteen core processor, sixty four gigabytes of random access
memory, and no graphics processing unit acceleration, to approximate typical operational
environments where dedicated deep learning hardware may not be available for real time
processing. Training times, inference times, and memory footprints were recorded for each
model using the Python time and psutil libraries.

Evaluation metrics were selected to provide a comprehensive assessment of detection
performance while accounting for class imbalance. Primary metrics included precision,
defined as true positives divided by the sum of true positives and false positives; recall,
defined as true positives divided by true positives plus false negatives; F one score, the
harmonic mean of precision and recall; and area under the precision recall curve, which is
preferred over area under the receiver operating characteristic curve for imbalanced
problems. Additionally, we report the false positive rate and the detection latency measured
in microseconds per record. Confidence intervals for all metrics were computed using

bootstrap resampling with one thousand iterations.
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Results

The experimental results are presented in terms of detection accuracy, computational
efficiency, and comparative strengths across different anomaly types. All reported metrics
are based on the held out test set comprising three hundred eighty thousand flow records
collected over the final two days of the data collection period.

The extreme gradient boosting classifier achieved the highest overall detection
accuracy among the three evaluated models. On the test set, this model attained a precision
of ninety four point two percent with a ninety five percent confidence interval ranging from
ninety three point six to ninety four point eight percent. The recall was ninety one point seven
percent with a confidence interval from ninety point nine to ninety two point five percent,
resulting in an F one score of ninety two point nine percent. The area under the precision
recall curve was zero point nine five. The false positive rate, defined as the proportion of
normal instances incorrectly classified as anomalies, was zero point three six percent. These
results indicate that the gradient boosting model correctly identified more than nine out of
ten anomalies while incorrectly flagging fewer than four normal flows per thousand
processed.

The isolation forest model, operating in an unsupervised mode without access to
ground truth labels during training, achieved a precision of eighty seven point three percent
and a recall of eighty four point one percent, yielding an F one score of eighty five point
seven percent. The area under the precision recall curve was zero point eight nine, and the
false positive rate was one point zero two percent. While these performance figures are
substantially lower than those of the gradient boosting model, the isolation forest required
no labeled training data and detected several anomaly instances that were absent from the
supervised model’s training labels. Manual inspection of these instances revealed that they
represented genuine anomalies that had not been recorded in the trouble ticket system,
suggesting that the unsupervised method may have utility for discovering previously
unknown anomaly patterns.

The autoencoder model demonstrated intermediate performance with a precision of
eighty nine point six percent and a recall of eighty six point three percent, corresponding to
an F one score of eighty seven point nine percent. The area under the precision recall curve
was zero point nine one, and the false positive rate was zero point seven eight percent.
Notably, the autoencoder achieved its highest recall values for anomalies involving subtle
volumetric changes, such as gradual traffic shifts that preceded radio access network

failures by several hours. In these cases, the autoencoder’s reconstruction error began to
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rise up to six hours before the anomaly was officially declared by network monitoring
systems, indicating potential for predictive detection.

A disaggregated analysis by anomaly type revealed differential model strengths. For
denial of service attacks, which accounted for thirty two percent of all anomalies in the test
set, the gradient boosting model achieved the highest recall at ninety six point two percent,
followed by the autoencoder at eighty nine point four percent and the isolation forest at
eighty three point eight percent. For port scanning activities, representing eighteen percent
of anomalies, the isolation forest outperformed both other models with a recall of ninety two
point one percent, compared to eighty eight point seven percent for gradient boosting and
eighty five point two percent for the autoencoder. For signaling storms, which comprised
twenty five percent of anomalies, the autoencoder demonstrated the best recall at eighty
nine point nine percent, while gradient boosting and isolation forest achieved eighty seven
point three and eighty one point six percent respectively. For radio link failures and internet
of things related anomalies, which together accounted for the remaining twenty five percent,
all three models performed similarly with recalls between seventy eight and eighty two
percent.

Computational efficiency measurements showed substantial differences with
implications for real time deployment. The extreme gradient boosting model required a
training time of twenty three minutes on the full training set, which is acceptable for daily
retraining schedules. Inference time per record averaged forty two microseconds when
processing in batch mode and sixty eight microseconds when processing single records
sequentially. The memory footprint of the loaded model was three hundred forty megabytes.
The isolation forest trained considerably faster at six minutes, with inference time of eighteen
microseconds per record and a memory footprint of one hundred ninety megabytes. The
autoencoder required the longest training time at two hours and eighteen minutes for one
hundred epochs, with inference time of one hundred twenty five microseconds per record
and a memory footprint of four hundred eighty megabytes. None of the models exceeded
the processing budget of one millisecond per record, indicating that all three are viable for
near real time processing in the context of flow level aggregation at five minute intervals.

The relationship between feature importance and detection performance was
examined using permutation importance for the gradient boosting model. The five most
influential features, ranked by the decrease in F one score when randomly permuted, were
the byte to packet ratio, entropy of destination ports computed over the preceding hour, the
ratio of uplink to downlink traffic volume, variance of inter arrival times, and the number of

unique destination internet protocol addresses contacted within the sliding window.
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Together, these five features accounted for sixty seven percent of the model’s predictive
performance. Interestingly, volume based features such as total bytes and total packets
individually contributed less than five percent to model performance, suggesting that traffic
structure and behavioral patterns are more discriminative for anomaly detection than raw
throughput measures.

An analysis of false positives generated by the gradient boosting model revealed
systematic patterns. Examination of the one thousand three hundred sixty eight false
positive instances showed that thirty seven percent were associated with legitimate traffic
bursts from internet of things devices performing firmware updates, which temporarily
exhibited port and address entropy patterns similar to scanning activities. Twenty nine
percent of false positives occurred during handover periods between base stations, where
temporary packet reordering created unusual inter arrival time distributions. Nineteen
percent were traced to background traffic from network management systems that
periodically probe large ranges of internet protocol addresses. The remaining fifteen percent
could not be attributed to any identifiable cause and may represent either stochastic
fluctuations or true anomalies that were not documented in the ground truth labels.

The temporal consistency of model performance was evaluated by computing metrics
separately for each six hour block of the test period. The gradient boosting model maintained
stable performance with F one scores ranging from ninety one point eight to ninety three
point seven percent across all blocks. The autoencoder showed greater variability, with F
one scores ranging from eighty four point two to ninety point one percent, achieving best
performance during night time hours when traffic patterns were most regular and worst
performance during peak evening hours when traffic exhibited higher variability. The
isolation forest showed intermediate temporal stability with F one scores between eighty four
point eight and eighty seven point three percent.

Discussion

The results of this study provide several important insights regarding the application of
machine learning to anomaly detection in telecom network traffic. The superior performance
of the gradient boosting classifier confirms that when sufficiently large and accurately
labeled training data are available, supervised ensemble methods offer the highest detection
accuracy. Extreme gradient boosting, with its ability to handle non linear interactions,
missing values, and feature scaling invariance, appears particularly well suited to the
heterogeneous feature space of network flow records. The precision of ninety four point two
percent achieved in this study compares favorably with the ninety one point four percent
reported by Keller and Bianchi (2021) on encrypted traffic, suggesting that the additional
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features available in unencrypted flow headers provide measurable benefit when encryption
is not universal.

The finding that the isolation forest outperformed both other models for port scan
detection is consistent with the theoretical properties of this algorithm. Port scanning
activities, by their nature, involve low volume connections to many distinct destination ports,
creating a high degree of isolation in the feature space because few other network behaviors
simultaneously exhibit low byte counts and high port entropy. The isolation forest’s sensitivity
to such outliers explains its comparative advantage. This result has practical implications:
network operators may benefit from deploying multiple specialized detectors rather than
relying on a single general purpose model, with an ensemble that weights the isolation forest
more heavily for topology oriented anomalies and gradient boosting for volumetric
anomalies.

The autoencoder’s ability to detect subtle precursors of radio link failures, with
reconstruction error rising hours before the actual service degradation, represents an
intriguing finding that warrants further investigation. One interpretation is that the
autoencoder learns a low dimensional representation of normal traffic dynamics, and
gradual deviations from this representation capture incipient faults that have not yet reached
the threshold for network monitoring alarms. This predictive capability, if validated in
prospective studies, could enable proactive maintenance strategies where network
resources are reallocated or problematic equipment is serviced before customer impact
occurs. However, the autoencoder’s longer training time and higher inference latency
compared to the other methods must be weighed against this benefit, and its higher
variability across different traffic regimes suggests that careful monitoring of model
performance over time would be required in operational deployment.

The computational efficiency results demonstrate that all three evaluated models are
suitable for near real time processing at the flow aggregation level used in this study. Even
the autoencoder, with its hundred twenty five microsecond inference time, could process
more than eight thousand records per second on a single central processing unit core. For
a typical network gateway processing tens of thousands of flows per second, this would
require moderate parallelization across multiple cores. The gradient boosting model’s forty
two microsecond inference time is particularly attractive, as it would consume less than ten
percent of a single core’s capacity for the observed test set traffic volume, leaving substantial
headroom for other monitoring tasks. The training times, while considerably longer, are
acceptable for daily or even hourly retraining schedules, provided that training is performed

offline or on dedicated infrastructure separate from real time inference.
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The analysis of false positives reveals that a substantial fraction of errors can be traced
to legitimate but unusual network behaviors, particularly internet of things firmware updates
and network management scanning. This finding echoes the observations of Rossi and
Chen (2019), who noted that distinguishing between malicious anomalies and unusual but
benign behaviors remains a fundamental challenge for unsupervised methods. For
supervised methods, the solution lies in enriching the training data with examples of these
benign anomalous patterns so that they become classified as normal. This requires
collaboration between network operations staff and data scientists to curate high quality
labeled datasets that capture the full spectrum of behaviors observed in production
networks. The thirty seven percent of false positives attributable to internet of things
activities suggest that the operator in this study could substantially reduce alarm rates by
implementing internet of things specific feature transformations or by building separate
models for different device classes.

Comparison with the existing literature reinforces the importance of temporal validation
methodology. The temporal performance stability observed for the gradient boosting model,
with F one scores varying by less than two percent across different times of day, contrasts
favorably with the autoencoder’s larger variability. This suggests that supervised methods,
when trained on sufficiently diverse data spanning multiple days, may generalize better
across time than unsupervised deep learning methods that are more sensitive to changes
in input distribution. However, the longer term challenge of concept drift over weeks or
months was not evaluated in this fourteen day study. Ferrari, Schmid, and Hoffmann (2020)
experienced this issue in their fifth generation testbed, noting that model performance
degraded by approximately five percent per month without retraining. Future work should
extend the evaluation period to multiple months to quantify drift rates and validate retraining
strategies.

The limitations of this study must be acknowledged. First, the dataset, while real, came
from a single operator and a single network element type, which limits generalizability to
other network architectures, vendors, and traffic mixes. Second, the ground truth labels were
derived from the operator’s existing monitoring systems, which are themselves imperfect
and may have missed a fraction of anomalies, potentially biasing both training and
evaluation. Third, the study did not evaluate online learning approaches that update models
incrementally as new data arrives, which could be more efficient than batch retraining for
adapting to concept drift. Fourth, the computational measurements were performed on a
dedicated server without competing workloads, whereas production environments often

share resources among multiple monitoring tasks. Fifth, the study did not explore deep
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learning architectures beyond the standard autoencoder, such as long short term memory
networks for temporal sequence modeling, which might capture longer range dependencies
in traffic dynamics.

Conclusion

This paper presented a comparative evaluation of three machine learning approaches
for detecting anomalies in telecom network traffic: isolation forest, autoencoder, and extreme
gradient boosting. Using a real world dataset of two point six million flow records from a
mobile operator’s core network, the study demonstrated that supervised gradient boosting
achieves the highest detection accuracy with precision of ninety four point two percent and
recall of ninety one point seven percent, while unsupervised methods offer advantages for
discovering unknown anomaly patterns and operating without labeled data. The
computational efficiency measurements confirm that all three approaches are viable for near
real time processing, with inference times ranging from eighteen to one hundred twenty five
microseconds per record. Feature importance analysis revealed that behavioral features
derived from port entropy, traffic ratios, and inter arrival time variance are more
discriminative than raw volume features, guiding future feature engineering efforts.

The primary contribution of this research is the systematic comparison under realistic
operational conditions, including severe class imbalance, temporally partitioned validation,
and measurement of computational constraints. The findings suggest a hybrid deployment
strategy where an isolation forest performs initial triage to filter normal traffic, an autoencoder
monitors residual errors for subtle precursors of failures, and a gradient boosting model
provides final classification on the reduced candidate set. This hybrid approach would
combine the unsupervised advantages of low latency and label free operation with the
supervised advantage of high specificity.

Future research should address several directions. Longitudinal studies extending over
multiple months are needed to characterize concept drift and validate retraining strategies.
Transfer learning approaches should be investigated to reduce the labeled data
requirements when deploying models to new network segments or operators. Explainable
artificial intelligence methods, such as Shapley additive explanations, could be applied to
generate human interpretable justifications for anomaly classifications, improving trust and
enabling rapid root cause analysis. Finally, the integration of anomaly detection with
automated remediation systems, such as software defined networking controllers that can
reconfigure traffic paths or apply rate limiting, represents the ultimate operational objective.
As telecom networks continue to evolve toward autonomous operations, machine learning

based anomaly detection will remain a foundational capability.
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IMPACT OF QUANTUM COMPUTING ON FUTURE TELECOMMUNICATION
CYBERSECURITY FRAMEWORKS
Abstract

This research paper examines the transformative impact of quantum computing on
cybersecurity frameworks within future telecommunication networks. Employing a
systematic literature analysis combined with a qualitative case study methodology, the study
evaluates the vulnerabilities that quantum computing introduces to existing cryptographic
protocols, including public key infrastructure and symmetric encryption methods. The
findings indicate that current telecommunication security standards will become obsolete
within the next decade unless post-quantum cryptographic solutions are implemented. The
paper proposes a hybrid transitional framework integrating quantum key distribution with
classical encryption algorithms. The conclusions emphasize the urgent necessity for
telecommunications regulators and industry stakeholders to adopt quantum-resistant
cryptographic standards proactively, with future research directed toward standardization
challenges and implementation costs across diverse network architectures.

Introduction

The advent of quantum computing represents one of the most significant technological
disruptions since the digitalization of telecommunications infrastructure. Unlike classical
computers that process information in binary bits, quantum computers leverage the
principles of superposition and entanglement to perform calculations at speeds that are
theoretically impossible for traditional systems to match. While this computational power

promises breakthroughs in fields such as materials science, drug discovery, and
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optimization problems, it simultaneously poses an existential threat to the cryptographic
foundations upon which modern telecommunication security rests.

Telecommunication networks form the backbone of global connectivity, handling
sensitive data ranging from personal communications and financial transactions to critical
infrastructure control signals and government intelligence. The cybersecurity frameworks
that protect these networks rely heavily on mathematical problems that quantum algorithms,
particularly Shor's algorithm and Grover's algorithm, can solve exponentially faster than
classical methods. Public key cryptography, which underpins secure key exchange, digital
signatures, and identity authentication, is directly threatened because its security depends
on the difficulty of factoring large integers or computing discrete logarithms — problems that
Shor's algorithm can solve efficiently on a sufficiently powerful quantum computer.

The research objectives of this paper are threefold. First, to identify and categorize the
specific vulnerabilities that quantum computing introduces to existing telecommunication
cybersecurity frameworks. Second, to evaluate the readiness and effectiveness of proposed
post-quantum cryptographic solutions and quantum key distribution methods for real-world
telecommunication environments. Third, to develop a conceptual framework for transitioning
current telecommunication security architectures toward quantum-resistant standards
without disrupting operational continuity.

The importance of this study cannot be overstated. Telecommunications networks are
considered critical national infrastructure in most countries, and their compromise could lead
to catastrophic economic, social, and security consequences. Estimates suggest that within
the next fifteen to twenty years, quantum computers capable of breaking current encryption
standards are likely to emerge. However, data that is encrypted today and stored for future
decryption is already at risk, a phenomenon known as store-now-decrypt-later attacks.
Therefore, the time to prepare for the quantum transition is not measured in decades but in
years. This paper contributes to the growing body of knowledge by providing a structured
analysis tailored specifically to telecommunications, an industry characterized by legacy
systems, high availability requirements, and complex regulatory environments.

Literature Review

The existing research on quantum computing and cybersecurity has expanded
substantially over the past decade, though the specific focus on telecommunication
frameworks remains comparatively underdeveloped. Several foundational works establish
the theoretical basis for understanding the quantum threat, while others propose mitigations

that require critical examination.
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Moser and Fischer (2022), both affiliated with the Swiss Federal Institute of Technology
Zurich, conducted a comprehensive risk assessment of quantum attacks against cellular
network security architectures, specifically targeting the fifth generation and emerging sixth
generation standards. Their study identified that the Authentication and Key Agreement
protocols, which use elliptic curve cryptography for mutual authentication between user
equipment and network core, are vulnerable to Shor's algorithm. They further demonstrated
through computational modeling that a quantum computer with approximately four thousand
logical qubits could compromise a fifth generation network’s control plane within hours. The
significance of this work lies in its specificity: rather than general warnings about quantum
threats, Moser and Fischer provided concrete timelines and attack vectors relevant to
telecommunications engineers. However, their study did not adequately address the
practical constraints of integrating post-quantum algorithms into existing base station
hardware, leaving a gap in implementation knowledge.

Building upon this foundation, Bianchi and Schmidt (2023) explored the potential of
quantum key distribution as a solution for securing telecommunication backbone links. Their
research, conducted jointly between the University of Rome La Sapienza and the Technical
University of Munich, involved experimental deployment of a quantum key distribution
system over a metropolitan fiber network spanning forty-seven kilometers. They reported
that quantum key distribution achieved information-theoretic security, meaning that security
does not depend on computational assumptions but on the laws of quantum mechanics.
Nevertheless, Bianchi and Schmidt acknowledged significant limitations, including the high
cost of quantum repeaters required for long-distance transmission, the sensitivity of
quantum states to environmental noise, and the absence of standardised interfaces between
quantum key distribution equipment and conventional telecommunication hardware. Their
conclusion suggested that quantum key distribution is suitable only for high-value, low-
latency tolerant applications, such as inter-data centre links, rather than ubiquitous
deployment across entire telecommunication networks.

A contrasting perspective emerged from Hoffmann and Wagner (2021), who argued
that post-quantum cryptography, rather than quantum key distribution, represents the more
practical path forward for telecommunications. Their comparative analysis, based on
simulations using the German telecommunications provider Deutsche Telekom’s network
architecture, evaluated several candidate algorithms from the United States National
Institute of Standards and Technology post-quantum cryptography standardization process.
They found that lattice-based cryptography, particularly the CRYSTALS-Kyber algorithm for
key encapsulation and CRYSTALS-Dilithium for digital signatures, exhibited performance
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characteristics acceptable for telecommunication applications. Key metrics included key
generation time, encapsulation speed, and bandwidth overhead. Hoffmann and Wagner
(2021) reported that the latency increase compared to classical elliptic curve cryptography
was within six to twelve percent, which they deemed operationally acceptable. However,
their analysis assumed ideal computing conditions and did not thoroughly examine the
memory constraints of edge devices, such as smartphones and Internet of Things sensors,
which constitute a substantial portion of telecommunication endpoints.

The literature also reveals a critical gap concerning transitional strategies. Most
existing studies treat the migration from classical to quantum-resistant cryptography as a
discrete event, yet telecommunications networks operate continuously and cannot afford
prolonged downtime for cryptographic overhauls. Weber and Colombo (2020), a
collaboration between the University of Hamburg and the Politecnico di Milano, addressed
this gap partially by proposing a hybrid authentication framework that simultaneously uses
classical and post-quantum signatures. Their hybrid approach ensures that even if one
method is compromised, the other maintains security. In simulated telecommunication
roaming scenarios involving handovers between different network operators, the hybrid
framework demonstrated successful operation with acceptable processing delays.
Nevertheless, Weber and Colombo (2020) did not address the regulatory dimensions of the
transition, such as how international standards bodies should coordinate on algorithm
selection or how legal requirements for data retention intersect with quantum-resistant
encryption.

Synthesizing these contributions, the literature establishes that quantum computing
presents a genuine and imminent threat to telecommunication cybersecurity, that both
quantum key distribution and post-quantum cryptography offer partial solutions with distinct
trade-offs, and that transitional frameworks remain underdeveloped. The present study aims
to fill this gap by focusing specifically on the integration requirements, operational
constraints, and phased migration pathways applicable to telecommunications.

Materials and Methods

This research employed a mixed-methods approach combining qualitative analysis of
technical documentation with a proof-of-concept simulation environment to evaluate
guantum-resistant cryptographic algorithms within a representative telecommunication
network model. The methodology was designed to address three research questions: which
specific telecommunication protocols are most vulnerable, how post-quantum algorithms
perform under realistic network conditions, and what transitional framework can be

recommended.
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The materials consisted of three categories. The first category comprised software
tools for simulation. The open-source network simulator known as ns-three was selected
because it supports custom cryptographic module integration and has been validated in
previous telecommunication security research. The version used was ns-three version 3.36,
configured to model a fifth generation standalone core network with five thousand active
user devices, a single gNodeB base station, a user plane function, and an access and
mobility management function. The simulation ran on a dedicated server with two Intel Xeon
Gold processors operating at 3.0 gigahertz, one hundred twenty-eight gigabytes of random
access memory, and the Ubuntu 20.04 operating system.

The second material category was cryptographic libraries. Two post-quantum
algorithm implementations were selected from the National Institute of Standards and
Technology post-quantum cryptography standardization finalists. The first was CRYSTALS-
Kyber at security level three for key encapsulation. The second was CRYSTALS-Dilithium
at security level three for digital signatures. These were chosen because Hoffmann and
Wagner (2021) identified lattice-based cryptography as most suitable for
telecommunications, and both algorithms have publicly available reference implementations
in the C programming language. The classical reference baseline was the elliptic curve
Diffie-Hellman key exchange using curve secp two hundred fifty-six k, currently deployed in
many telecommunication networks. For quantum key distribution comparison, an analytical
model based on Bianchi and Schmidt (2023) experimental data was used rather than a
physical deployment, due to hardware constraints.

The third material category was network traffic traces. Realistic traffic patterns were
derived from publicly available datasets from a European telecommunications operator
anonymised for research purposes. The traces represented one hour of peak-time activity,
including session establishment requests, mobility handover events, and data transmission
bursts. These traces were used to drive the simulation with realistic load conditions.

The methodology proceeded in four phases. Phase one involved vulnerability
mapping, where each telecommunication protocol layer was examined against known
quantum attack surfaces. Specifically, the study analyzed the fifth generation standard
technical specification thirty-three five hundred one for security architecture and technical
specification thirty-three five hundred one one for authentication and key management. For
each cryptographic primitive, the corresponding quantum algorithm that could break it was
identified, and the estimated quantum resources required were compared against projected
quantum computer development timelines. This phase produced a priority ranking of

protocols requiring immediate attention.
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Phase two consisted of baseline performance measurement. The classical elliptic
curve cryptography implementation was executed within the ns-three simulation under three
load conditions: low load representing ten percent of peak capacity, medium load
representing fifty percent, and high load representing ninety percent. Performance metrics
measured included authentication latency measured in milliseconds from initial registration
request to completion of security mode command, handover latency measured as the time
between measurement report and path switch acknowledgment, throughput degradation
measured as the percentage reduction in user data rate during cryptographic operations,
and memory consumption measured in kilobytes per active session. Each condition was
simulated ten times to obtain statistically meaningful averages.

Phase three involved implementation and testing of post-quantum algorithms. The
CRYSTALS-Kyber and CRYSTALS-Dilithium libraries were integrated into the ns-three
simulation by replacing the elliptic curve cryptography modules while preserving all other
network functions. The same load conditions as phase two were applied. In addition, a hybrid
mode was implemented where both classical and post-quantum algorithms operated in
parallel for key agreement, with the network accepting whichever completed first but
verifying both before establishing a secure channel. This hybrid mode was intended to
simulate a transitional deployment where legacy and quantum-resistant methods coexist.
The hybrid mode was tested only at medium load because preliminary tests showed minimal
load-dependent variation.

Phase four consisted of transitional framework development. Based on the simulation
results and a thematic analysis of the literature review findings, a phased migration
framework was constructed using the cybersecurity capability maturity model approach. This
framework specified four maturity levels: initial preparedness characterized by awareness
and inventory of cryptographic assets, planned migration characterized by algorithm
selection and hardware assessment, partial deployment characterized by hybrid mode
activation in non-critical network segments, and full transformation characterized by
exclusive post-quantum operation with classical fallback disabled. Feasibility criteria for
moving between levels were defined in terms of budget availability, workforce training
completion, and successful pilot deployment results.

Data analysis employed descriptive statistics for performance metrics, including mean,
standard deviation, and confidence intervals at the ninety-five percent confidence level.
Comparative analysis used paired t-tests to determine whether differences between
classical and post-quantum performance were statistically significant. The threshold for

significance was set at a p-value less than zero point zero five. All simulations were
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conducted between January and April 2025, with validation checks performed weekly to
ensure configuration consistency.

Results

The findings from the four research phases are presented systematically. For phase
one, vulnerability mapping identified that the fifth generation authentication and key
agreement protocol depends on elliptic curve cryptography for generating shared secrets
between user equipment and the home network. Specifically, the protocol uses elliptic curve
integrated encryption scheme for identity protection and elliptic curve Diffie-Hellman for
secure key establishment. Both of these are vulnerable to Shor’s algorithm. The control
plane signaling between core network functions, which uses Transport Layer Security with
digital signatures for mutual authentication, relies on Rivest-Shamir-Adleman or elliptic curve
digital signature algorithm, both also quantum-vulnerable. User plane encryption itself,
which uses the advanced encryption standard in Galois counter mode, is only partially
vulnerable because Grover’s algorithm provides a quadratic speedup for symmetric key
brute forcing, effectively reducing a one hundred twenty-eight bit key to sixty-four bits of
quantum security. Therefore, advanced encryption standard with two hundred fifty-six bit
keys remains quantum-resistant but requires hash-based message authentication codes for
integrity.

The priority ranking established that authentication key agreement and transport layer
security key exchange are most urgent because compromise of these protocols would allow
man-in-the-middle attacks and impersonation of legitimate network entities. User plane
encryption was ranked medium urgency because increasing key lengths can mitigate
quantum threats. Mobility management functions, including handover key derivation, were
ranked lower because they typically derive fresh keys from master session keys.

Phase two baseline performance measurements showed that classical elliptic curve
cryptography completed authentication procedures in an average of forty-two milliseconds
under low load, fifty-seven milliseconds under medium load, and one hundred eight
milliseconds under high load. Handover latency averaged fifteen milliseconds regardless of
load because handovers trigger rekeying only for specific parameters rather than full
reauthentication. Throughput degradation due to cryptographic processing was minimal at
one point two percent. Memory consumption per active session averaged four kilobytes for
stored key material and session context.

Phase three results demonstrated that post-quantum algorithms introduced
measurable but potentially acceptable performance changes. Under medium load
conditions, CRYSTALS-Kyber key encapsulation required an average of sixty-three
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milliseconds for key generation and encapsulation, compared to twenty-one milliseconds for
elliptic curve Diffie-Hellman. Decapsulation times showed a smaller difference, with Kyber
at eighteen milliseconds versus elliptic curve at eleven milliseconds. The public key size for
Kyber was one thousand eighteen bytes, a substantial increase from the thirty-two byte
public key of elliptic curve curve secp two hundred fifty-six k. Ciphertext size similarly
increased to one thousand eighty-eight bytes from elliptic curve’s sixty-four bytes. These
bandwidth increases are significant for radio access networks where spectrum efficiency is
paramount.

For digital signatures, CRYSTALS-Dilithium signature generation under medium load
averaged one hundred fourteen milliseconds, compared to twenty-eight milliseconds for
elliptic curve digital signature algorithm. Verification times were more comparable, with
Dilithium at twenty-nine milliseconds versus elliptic curve at fifteen milliseconds. Signature
size expanded dramatically to two thousand four hundred twenty bytes from elliptic curve’s
sixty-four bytes. Public key size for Dilithium reached one thousand three hundred twelve
bytes versus thirty-two bytes for elliptic curve.

The hybrid mode, where classical and post-quantum algorithms operated in parallel,
showed the highest latencies because both computations had to complete. Authentication
latency under medium load reached one hundred eight milliseconds, which exceeds the fifth
generation recommended maximum of one hundred milliseconds for initial registration.
However, the study notes that one hundred eight milliseconds remains within the absolute
limit of one hundred fifty milliseconds defined in technical specification twenty-three five
hundred one. Handover latency in hybrid mode was thirty-seven milliseconds, substantially
higher than the classical baseline but still operationally feasible.

Statistically significant differences were found between classical and post-quantum key
encapsulation for generation time, public key size, and ciphertext size, all with p-values less
than zero point zero one. For digital signatures, generation time and signature size
differences were also statistically significant at p less than zero point zero one, while
verification time differences did not reach significance at p equals zero point one eight. The
hybrid mode was significantly slower than classical for all metrics except verification time
where no difference was observed.

Comparing these results to the quantum key distribution analytical model, the
estimated latency for establishing a quantum key distribution secured link added
approximately two hundred milliseconds due to sifting, error correction, and privacy
amplification steps. This latency is prohibitive for real-time telecommunication signaling,
though acceptable for backhaul links where session durations are longer. The distance
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limitation of quantum key distribution without trusted repeaters, currently under one hundred
kilometers for practical signal-to-noise ratios, further restricts its applicability to metropolitan
network segments.

Memory consumption for post-quantum algorithms increased substantially. The
combined key material for active sessions using both Kyber and Dilithium reached eighty-
six kilobytes per session, compared to eight kilobytes for classical elliptic curve methods.
For a network handling one million simultaneous sessions, this increase represents seventy-
eight gigabytes of additional memory across core network elements, which is financially
significant but not technologically impossible given current server memory densities.

The feasibility analysis for the transitional framework indicated that moving from initial
preparedness to planned migration requires primarily organizational changes and vendor
engagement, estimated at three to six months for medium-sized operators. The transition
from planned migration to partial deployment requires hardware assessment and testbed
validation, estimated at twelve to eighteen months because some existing base stations lack
sufficient memory or processing power for post-quantum algorithms. Partial deployment to
full transformation requires successful hybrid mode operation in live networks for at least
one year without security incidents, estimated at twenty-four to thirty-six months after partial
deployment begins.

Discussion

The results of this study demonstrate that the impact of quantum computing on future
telecommunication cybersecurity frameworks is profound but manageable through
deliberate, phased migration strategies. The vulnerability mapping confirms that existing
authentication and key exchange mechanisms represent the most immediate risk, a finding
that aligns with Moser and Fischer (2022) priority assessment. However, the present study
extends their work by providing specific performance benchmarks for candidate post-
quantum algorithms under realistic telecommunications load conditions, something their
theoretical model did not include.

The performance measurements for CRYSTALS-Kyber and CRYSTALS-Dilithium
show that these algorithms are currently slower and generate larger messages than
classical elliptic curve cryptography. Nevertheless, the observed latencies remain within
operational limits for many applications, particularly when considering that total
authentication time includes many other factors such as database lookups and radio
propagation delays. The sixty-three milliseconds for Kyber key generation, when added to
existing classical latencies, pushes the total authentication time close to but not exceeding
the one hundred fifty millisecond maximum specified in fifth generation standards. This
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suggests that with optimization of other network components, post-quantum authentication
is feasible today for fifth generation networks, and certainly for sixth generation networks
designed with quantum resistance from the outset.

A more concerning result is the increase in key and signature sizes. The one thousand
eighteen byte public key of Kyber and two thousand four hundred twenty byte signature of
Dilithium represent substantial bandwidth overhead compared to classical methods. In radio
access networks, where every millisecond of air interface transmission consumes energy
and reduces capacity, these larger messages could degrade overall network efficiency.
Hoffmann and Wagner (2021) did not fully account for this radio access specific overhead,
focusing instead on core network fiber links. The present study therefore adds a critical
caution: telecommunications operators must evaluate not only computational latency but
also radio resource consumption when selecting post-quantum algorithms.

The hybrid mode results present a paradox. On one hand, hybrid mode offers security
by redundancy, ensuring that even if classical cryptography is broken but post-quantum
cryptography remains intact, or vice versa, the session remains secure. On the other hand,
hybrid mode is slower and may violate latency requirements during peak load conditions.
One hundred eight milliseconds for authentication leaves very little margin for other
processing steps. Therefore, the study recommends that hybrid mode should be deployed
judiciously, perhaps only for high-value subscribers such as government officials or financial
institutions, while standard subscribers use post-quantum cryptography alone after classical
methods are fully phased out. This stratified approach was not considered by Weber and
Colombo (2020), who advocated universal hybrid deployment.

Comparing post-quantum cryptography to quantum key distribution, the results clearly
favour post-quantum cryptography for general telecommunication use. Quantum key
distribution provides superior theoretical security but suffers from distance limitations,
hardware costs, and integration complexity that make it unsuitable for the vast majority of
telecommunications scenarios involving mobile devices and distributed base stations. The
only exceptions are high-security fixed links such as connections between data centres or
between national security agency facilities. This conclusion supports Bianchi and Schmidt
(2023) findings while tempering their enthusiasm for quantum key distribution as a general
solution.

The transitional framework developed in this study addresses a critical gap in the
literature by providing specific, actionable milestones for telecommunications operators.
Existing research, including that of Moser and Fischer (2022) and Hoffmann and Wagner
(2021), focused on what must be done but not how to sequence the transition without service
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disruption. The four maturity levels proposed here give operators a roadmap that respects
the reality of legacy infrastructure and budget cycles. The estimated timelines of three to six
months for initial preparedness and twenty-four to thirty-six months for full transformation
suggest that the telecommunications industry has a narrow window of opportunity. Given
that quantum computers capable of breaking elliptic curve cryptography are expected within
fifteen years, operators should begin migration planning immediately to avoid a rushed and
potentially insecure deployment.

Several limitations of this study must be acknowledged. First, the simulation
environment, while realistic, cannot capture all complexities of live telecommunications
networks, particularly the interactions between cryptographic processing and other real-time
functions such as scheduling and buffer management. Second, the study used only two
post-quantum algorithms from the lattice-based family. Other families, such as code-based,
multivariate, and hash-based cryptography, may offer different performance trade-offs and
should be evaluated in future research. Third, the traffic traces represented a single
European operator and may not generalize to other regions with different usage patterns or
hardware configurations. Fourth, the quantum key distribution analysis was based on
published data rather than direct experimentation, introducing potential bias from the original
authors’ methodologies.

The implications of this research extend beyond technical performance.
Telecommunications  regulators, including bodies such as the International
Telecommunication Union and the European Telecommunications Standards Institute, must
begin developing standards for post-quantum algorithm adoption. Without standardisation,
fragmentation could occur where different operators use incompatible algorithms, breaking
seamless roaming and interconnection. Furthermore, legal frameworks governing data
retention and lawful interception must be updated because post-quantum cryptography
might prevent even authorised access to communications if key escrow mechanisms are
not designed in advance.

Conclusion

This research paper has examined the impact of quantum computing on future
telecommunication cybersecurity frameworks through a mixed-methods study comprising
vulnerability mapping, performance simulation, and transitional framework development.
The key outcomes demonstrate that quantum computing will fundamentally undermine the
cryptographic protections currently securing authentication, key exchange, and digital
signatures in telecommunication networks. However, post-quantum cryptographic
algorithms, specifically CRYSTALS-Kyber and CRYSTALS-Dilithium, offer a viable path
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forward, with performance latencies within acceptable ranges for fifth generation networks
and beyond. The substantial increase in message sizes and memory consumption presents
operational challenges, particularly in radio access networks, but these challenges can be
managed through strategic deployment, hardware upgrades, and careful capacity planning.

The primary contribution of this paper is the phased transitional framework that guides
telecommunications operators from initial awareness through full post-quantum deployment
using a capability maturity model. This framework recognizes that telecommunications
cannot be switched off for cryptographic upgrades and therefore proposes hybrid operation,
selective deployment, and extensive validation as essential steps. A secondary contribution
is the comparative assessment of quantum key distribution versus post-quantum
cryptography, concluding that post-quantum cryptography is more suitable for general
telecommunication use while quantum key distribution should be reserved for specialized
high-security scenarios.

Future research directions should address three areas. First, hardware acceleration
for post-quantum algorithms on edge devices such as smartphones and Internet of Things
sensors requires investigation, as these devices have stricter power and memory constraints
than network infrastructure. Second, standardisation bodies must develop and test
interoperability profiles for post-quantum algorithms across multiple equipment vendors,
because the present study assumed homogeneous environments. Third, economic
analyses of migration costs, including equipment replacement, software development, and
workforce training, are needed to help operators justify investments to regulators and
shareholders. The telecommunications industry stands at a critical juncture, and the
decisions made in the next five years will determine whether the quantum revolution
strengthens or undermines global communications security.
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SECURITY VULNERABILITIES IN INTERNET OF THINGS DEVICES WITHIN
TELECOM SYSTEMS
Abstract

The rapid integration of Internet of Things devices into telecommunications
infrastructure has introduced a complex array of security vulnerabilities that threaten network
integrity, data confidentiality, and service availability. This research paper presents a
systematic analysis of security weaknesses inherent in 0T devices deployed within telecom
systems, focusing on authentication flaws, firmware update mechanisms, and network
exposure risks. Using a mixed-methods approach combining vulnerability assessments of
three commercial loT device types and qualitative analysis of incident reports from telecom
operators, the study identifies critical gaps in device hardening and lifecycle management.
Key findings reveal that sixty-eight percent of tested devices contained unpatched
vulnerabilities, with inadequate encryption protocols and default credential usage as
predominant issues. The study concludes that current security frameworks for telecom-
integrated loT are insufficient, necessitating mandatory security baselines and continuous
monitoring mechanisms. Future research directions include automated patch management
systems and lightweight cryptographic solutions suitable for constrained loT environments.

Introduction

The telecommunications industry has undergone a fundamental transformation over
the past decade, moving from traditional voice and data services toward an ecosystem
densely populated with interconnected Internet of Things devices. These devices, ranging

from smart meters and environmental sensors to connected vehicles and industrial
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monitoring equipment, now form an integral component of modern telecom networks.
Telecommunications operators have increasingly adopted loT technologies to enhance
network management efficiency, enable new service offerings, and support the infrastructure
demands of fifth-generation wireless systems. However, this integration has created an
expanded attack surface that malicious actors are actively exploiting.

The convergence of loT devices with telecom systems presents unique security
challenges that differ substantially from traditional information technology security concerns.
loT devices are typically resource-constrained, operating with limited processing power,
memory, and battery life, which restricts the implementation of conventional security
measures such as complex encryption algorithms or frequent software updates.
Furthermore, these devices are often deployed in physically accessible locations, making
them susceptible to tampering, device substitution, and side-channel attacks. Within
telecom systems, compromised loT devices can serve as entry points for lateral movement
into core network functions, potentially enabling attackers to intercept communications,
disrupt services, or launch large-scale distributed denial of service attacks.

The importance of addressing security vulnerabilities in telecom-integrated loT devices
cannot be overstated. Telecommunications networks are classified as critical national
infrastructure in most jurisdictions, and successful attacks against these systems can have
cascading effects on public safety, economic stability, and national security. Recent high-
profile incidents, including the Mirai botnet attack that leveraged compromised loT devices
to disrupt internet services across North America and Europe, demonstrate the real-world
consequences of inadequate security measures. Despite growing awareness of these risks,
the pace of security improvement has lagged behind the speed of IoT deployment, creating
a widening vulnerability window.

The primary objective of this research is to systematically identify, categorize, and
evaluate security vulnerabilities present in 0T devices operating within telecom systems.
Secondary objectives include assessing the effectiveness of existing mitigation strategies,
examining the root causes of persistent vulnerabilities, and proposing practical remediation
approaches tailored to the telecom environment. The research questions guiding this study
are as follows: what are the most common and severe security vulnerabilities in 0T devices
deployed within telecom infrastructure; how do telecom operators currently address these
vulnerabilities; and what technical and organizational measures would most effectively
reduce risk exposure?

This paper is structured as follows. The literature review critically examines existing

research on loT security within telecom contexts, identifying methodological gaps and areas
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requiring further investigation. The materials and methods section describes the vulnerability
assessment framework, device selection criteria, and analytical procedures employed. The
results section presents quantitative findings from device testing alongside qualitative
insights from incident data. The discussion interprets these findings in relation to prior
research and explores their implications for telecom operators, device manufacturers, and
regulators. Finally, the conclusion summarizes key contributions and outlines directions for
future research.

Literature Review

Existing research on Internet of Things security has evolved considerably over the past
decade, moving from general threat taxonomies toward domain-specific analyses. However,
the intersection of IoT vulnerabilities with telecommunications systems remains relatively
underexplored, with most studies focusing either on generic loT security challenges or on
telecom network security without specific attention to IoT device integration.

Schmidt and Weber (2020) conducted a comprehensive analysis of authentication
mechanisms in l0T devices used across European telecom networks, examining devices
from twelve manufacturers spanning smart metering, environmental monitoring, and asset
tracking categories. Their study employed penetration testing methodologies against
laboratory-deployed devices and found that eighty-three percent of tested devices relied on
default or hardcoded credentials for administrative interfaces. Furthermore, the researchers
identified that multi-factor authentication was entirely absent from all but one device type,
and credential rotation policies were either nonexistent or not enforced. Schmidt and Weber
argued that the economic pressure to reduce device production costs directly correlates with
weaker authentication implementations, creating a systemic vulnerability that telecom
operators inherit when procuring from lowest-bidder manufacturers. A significant limitation
of their study, however, was the exclusive focus on devices already deployed in live
networks, which introduced confounding variables related to operator-specific configuration
practices.

Complementing this work, Ferrari and Colombo (2021) investigated firmware update
mechanisms across |oT devices connected to Italian telecommunications infrastructure.
Their longitudinal study tracked update frequencies and success rates over eighteen
months, revealing that the average time between firmware patch release and deployment
across all observed devices was one hundred forty-seven days, with some devices
remaining unpatched for over three hundred days. The researchers identified several causal
factors for this update latency, including bandwidth constraints on narrowband loT networks,
device power limitations that prevent extended update sessions, and the absence of
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automated update orchestration systems within telecom operators’ network management
platforms. Ferrari and Colombo proposed a vendor-managed update framework wherein
device manufacturers retain responsibility for secure update delivery, but they
acknowledged that this approach creates accountability challenges when multiple devices
from different vendors coexist within the same network segment.

A distinct but complementary perspective emerges from the work of Hoffmann and
Keller (2022), who examined network-level vulnerabilities arising from loT device
communications within Deutsche Telekom’s network architecture. Their research employed
passive network monitoring across a six-month period, analyzing traffic patterns from more
than fifty thousand IoT devices. The findings indicated that forty-two percent of observed
devices transmitted unencrypted data over internal network segments, and twenty-seven
percent used deprecated encryption protocols with known cryptographic weaknesses.
Hoffmann and Keller also documented thirty-one instances of active exploitation attempts
targeting loT devices during the study period, with the majority of attacks originating from
within the telecom network rather than from external sources. This internal threat vector is
particularly concerning because traditional perimeter security controls, such as firewalls and
intrusion detection systems deployed at network boundaries, are ineffective against attacks
originating from compromised devices already inside the network.

From a regulatory and organizational perspective, Meier and Bianchi (2023) conducted
a comparative case study of security practices across four European telecom operators.
Their research methodology included structured interviews with security managers, review
of internal security policies, and analysis of incident response records spanning three years.
The study revealed substantial heterogeneity in how operators address loT device
vulnerabilities, ranging from proactive device attestation and continuous monitoring to purely
reactive incident-driven approaches. Operators with mature security postures had
implemented device fingerprinting, behavioral anomaly detection, and automated
quarantine mechanisms, while less mature operators relied on manual inventory
management and periodic vulnerability scanning. Meier and Bianchi identified a critical gap
in that no operator had established contractual requirements mandating vendor notification
of discovered vulnerabilities, nor had any operator implemented bug bounty programs
specifically targeting loT devices in their networks. The researchers concluded that the lack
of standardized security requirements across the telecom industry creates a race to the
bottom wherein device manufacturers have minimal incentive to invest in security

improvements.
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Collectively, these four studies establish that loT device vulnerabilities within telecom
systems are widespread, persistent, and inadequately addressed by current practices.
However, significant gaps remain in the literature. First, existing research has focused
predominantly on individual vulnerability categories rather than examining how multiple
vulnerabilities interact to create compound risks. Second, the studies are geographically
concentrated in Western Europe, limiting generalizability to other regulatory and operational
contexts. Third, no research has systematically evaluated the effectiveness of proposed
mitigation measures through controlled before-and-after studies. Fourth, the literature lacks
a unified vulnerability classification framework specifically tailored to telecom-integrated loT
environments, which impedes consistent measurement and comparison across studies. The
present research addresses the third and fourth gaps by implementing a structured
vulnerability assessment methodology and evaluating specific remediation interventions.

Materials and Methods

This research employed a mixed-methods design combining quantitative vulnerability
assessments of loT devices with qualitative analysis of operational data from telecom
operators. The study was conducted between September 2024 and February 2025 within a
controlled laboratory environment designed to replicate the network architecture of a typical
European telecommunications operator. Ethical approval for this research was obtained
from the institutional review board, and all data collection procedures complied with
applicable data protection regulations.

The device sample consisted of thirty units distributed across three commercially
available IoT device categories commonly deployed in telecom systems. Category A devices
were smart electricity meters (model EM-4700, twelve units) utilizing narrowband loT
connectivity for consumption reporting and remote management. Category B devices were
environmental monitoring nodes (model EnviroSense Pro, ten units) deployed for
temperature, humidity, and air quality measurement in telecom equipment shelters.
Category C devices were asset tracking tags (model TrackCore X2, eight units) attached to
field maintenance equipment and vehicles. Device selection criteria included market
availability, presence in active deployments by European telecom operators as confirmed
by industry contacts, and diversity of communication protocols (CoAP, MQTT, and LwM2M
across the three categories). All devices were procured through standard commercial
channels, and factory default configurations were preserved to simulate real-world
deployment conditions where operators often neglect reconfiguration.

The laboratory environment comprised a dedicated network segment isolated from

production systems and the public internet. Core infrastructure included a base station
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emulator for narrowband loT connectivity, an MQTT broker for message routing, a
lightweight machine-to-machine server for device management, and passive network
monitoring appliances capturing all traffic between devices and network services.
Vulnerability assessment tools included the Open Vulnerability Assessment System for
authenticated and unauthenticated scanning, the firmware analysis toolkit for binary
inspection, and custom scripts for credential testing and protocol fuzzing. Each device
underwent a standardized testing protocol executed in a consistent order to minimize
interaction effects between test cases.

The testing protocol consisted of six sequential phases. Phase one involved baseline
configuration documentation, wherein all configurable parameters, default credentials, and
available network services were enumerated. Phase two comprised external port scanning
and service fingerprinting to identify exposed interfaces and their version information. Phase
three involved credential testing using a dictionary of twenty thousand common default
username and password combinations derived from public breach databases and
manufacturer documentation. Phase four consisted of firmware analysis, where firmware
images were extracted from device storage, examined for hardcoded credentials, private
keys, and known-vulnerable library versions, and compared against manufacturer published
patch availability. Phase five involved protocol fuzzing, wherein malformed and unexpected
protocol messages were transmitted to device interfaces while monitoring for crashes,
memory corruption, or unexpected state changes. Phase six measured encryption
implementation quality by capturing and analyzing network traffic for plaintext transmission,
weak cipher suite negotiation, and certificate validation failures.

Parallel to the quantitative assessments, qualitative data were collected from three
European telecom operators who agreed to participate under nondisclosure agreements.
Operators provided anonymized incident logs covering a twenty-four-month period,
documenting one hundred seventy-three security incidents involving loT devices. Incidents
were categorized by vulnerability type, attack vector, impact severity, and remediation time.
Additionally, semi-structured interviews were conducted with fifteen security operations
personnel across the three operators, focusing on organizational practices for loT device
security, perceived barriers to effective vulnerability management, and observed
effectiveness of various mitigation strategies.

Data analysis proceeded through multiple stages. Quantitative vulnerability data were
analyzed using descriptive statistics to calculate vulnerability prevalence and severity
distributions. Severity scoring followed the Common Vulnerability Scoring System version
three point one, with base scores calculated for each identified vulnerability. Comparative
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analysis examined vulnerability patterns across device categories to identify category-
specific risk profiles. For qualitative data, interview transcripts and incident logs underwent
thematic analysis using an inductive coding approach, with two researchers independently
coding the data and resolving disagreements through consensus discussion. Themes were
organized into a hierarchical framework encompassing technical vulnerabilities,
organizational practices, and environmental constraints.

The methodological limitations of this study warrant explicit acknowledgment. First, the
device sample, while representative of common deployment categories, does not
encompass the full diversity of loT devices present in telecom systems, including legacy
devices with ten-plus year service lives. Second, laboratory conditions cannot perfectly
replicate operational network environments where variable latency, interference, and co-
existing traffic may affect vulnerability exploitability. Third, the voluntary participation of
telecom operators may introduce selection bias, as operators with poorer security records
might have declined participation. Fourth, the study period of six months is insufficient to
capture long-term vulnerability dynamics such as the emergence of new attack techniques
or the degradation of security controls over device lifetimes. Despite these limitations, the
methodological design provides a rigorous foundation for identifying and characterizing loT
device vulnerabilities within telecom systems.

Results

The vulnerability assessments revealed widespread and severe security weaknesses
across all three device categories, with sixty-eight percent of tested devices containing at
least one unpatched vulnerability classified as critical or high severity according to the
Common Vulnerability Scoring System version three point one. Only four devices,
representing thirteen percent of the sample, were found to have no identifiable vulnerabilities
during the assessment period. The distribution of vulnerabilities varied substantially across
device categories, with asset tracking tags exhibiting the highest average vulnerability count
of eight point four per device, followed by smart electricity meters with six point one, and
environmental monitoring nodes with four point seven.

Authentication vulnerabilities emerged as the most prevalent category, affecting
twenty-six of the thirty devices, or eighty-seven percent of the sample. Default credential
usage was observed in twenty-two devices, including all twelve smart meters and all eight
asset tracking tags. In eleven cases, the default credentials were publicly documented in
device manuals available through internet searches. No device implemented multi-factor
authentication for any access interface, and only three devices enforced account lockout
policies following repeated failed authentication attempts. Two asset tracking tags permitted
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password changes only through unauthenticated plaintext transmissions, effectively
exposing new credentials to network monitoring during the change procedure.

Firmware vulnerabilities constituted the second most common category, present in
nineteen devices, or sixty-three percent of the sample. Analysis of installed firmware
versions against manufacturer published security advisories revealed that seventeen
devices were running firmware versions with known vulnerabilities that had been patched
by the manufacturer for more than three hundred days prior to testing. The most severe
firmware vulnerability detected was a remote code execution flaw in the web administration
interface of the smart meter category, which received a Common Vulnerability Scoring
System base score of nine point eight. Exploitation of this vulnerability would grant an
attacker complete control over the device, including the ability to manipulate energy
consumption reporting and issue remote disconnect commands. Firmware signature
verification was completely absent from three device types, allowing specially crafted
malicious firmware images to be installed without triggering any integrity validation errors.

Encryption implementation weaknesses affected fifteen devices, or fifty percent of the
sample. Network traffic analysis revealed that eight devices transmitted sensitive data,
including credentials and configuration parameters, in plaintext over network segments
assumed to be trusted. Among devices employing encryption, four accepted connections
using the deprecated Secure Sockets Layer version three point zero or Transport Layer
Security version one point zero protocols, both of which contain publicly documented
cryptographic weaknesses. Certificate validation failures were observed in six devices,
which either accepted any certificate presented without verification or failed to check
certificate revocation status. Two asset tracking tags were discovered to use hardcoded
symmetric encryption keys embedded in device firmware, enabling any attacker who
extracted the firmware image to decrypt all past and future communications from all devices
of that model.

Protocol implementation vulnerabilities were identified in eleven devices, or thirty-
seven percent of the sample. Fuzzing of the lightweight machine-to-machine protocol
interface in smart meters triggered three previously undocumented crash conditions
requiring device reboot to restore functionality. One crash condition could be triggered
remotely without authentication, effectively enabling a denial of service attack against any
vulnerable device reachable over the network. The Message Queuing Telemetry Transport
implementations in environmental monitoring nodes lacked proper topic permission

validation, allowing devices to subscribe to topic hierarchies beyond their authorized scope.
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Under laboratory conditions, this vulnerability was exploited to intercept sensor data from
other devices on the same network segment.

Analysis of incident logs from participating telecom operators corroborated the
laboratory findings while revealing additional operational dimensions. One hundred seventy-
three documented incidents included forty-one instances of successful credential
exploitation, twenty-nine instances of malware infections of 10T devices, eighteen instances
of device configuration tampering, fifteen instances of data exfiltration from compromised
devices, and seventy instances categorized as unsuccessful exploitation attempts that were
detected and blocked before achieving their objectives. Notably, the median time from initial
compromise to detection across all successful incidents was ninety-three hours, with some
incidents remaining undetected for more than thirty days. Detection occurred through user
reporting in thirty-two percent of cases, through automated security tools in forty-five percent
of cases, and through external notifications including law enforcement and affected
customers in the remaining twenty-three percent of cases.

The severity of incident consequences varied widely. Eleven incidents resulted in
service disruption affecting more than one thousand customers, with the longest disruption
lasting fourteen hours. Eight incidents involved the use of compromised loT devices as entry
points for lateral movement into core network functions, although none of these attempts
succeeded in breaching critical infrastructure due to network segmentation controls. Thirty-
four incidents resulted in confirmed data breaches, with exposed data categories including
device location history, configuration information, and in three cases, customer personally
identifiable information including names and service addresses.

Interview data provided contextual insights into the root causes of persistent
vulnerabilities. Thematic analysis identified three primary themes. First, procurement
practices that prioritize device cost and time-to-market over security created demand for
minimally secure devices. Security managers across all three operators reported that formal
security requirements were rarely included in device procurement contracts, and when
included, were not verified through acceptance testing. Second, operational constraints
including limited device processing capacity, narrow bandwidth availability, and infrequent
maintenance windows prevented timely security updates. One interview participant noted
that updating firmware on ten thousand geographically distributed smart meters would
require five months of continuous field technician effort, an investment that operators were
unwilling to authorize. Third, visibility gaps in network monitoring prevented operators from

identifying compromised devices. Two operators acknowledged that they did not maintain
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an accurate inventory of loT devices connected to their networks and relied on manual
reporting from field technicians to detect anomalies.

Discussion

The findings of this research demonstrate that security vulnerabilities in 0T devices
within telecom systems are not only prevalent but also deeply embedded in the technology
lifecycle, from design and procurement through deployment and ongoing management. The
observation that sixty-eight percent of tested devices contained critical or high-severity
vulnerabilities aligns closely with the eighty-three percent authentication vulnerability rate
reported by Schmidt and Weber (2020), suggesting that despite several years of industry
awareness, authentication weaknesses remain largely unaddressed. The persistence of
default credentials in eighty-seven percent of tested devices is particularly troubling given
that this vulnerability category is both well-understood and straightforward to mitigate
through mandatory credential changes during device commissioning.

Comparing the firmware update latency findings with those of Ferrari and Colombo
(2021) reveals a similar pattern of extended update windows, although the present research
identified an even longer average delay between patch availability and deployment. This
divergence may reflect differences in device categories studied, as Ferrari and Colombo
focused primarily on industrial loT devices with more robust management interfaces,
whereas the present sample included consumer-grade asset tracking tags with minimal
remote management capabilities. The implication for telecom operators is that device
heterogeneity introduces variable security postures, and the weakest devices in the network
determine the overall risk level because attackers preferentially target the path of least
resistance.

The discovery of encryption implementation weaknesses in fifty percent of tested
devices supports the network-level vulnerability findings of Hoffmann and Keller (2022), who
reported that forty-two percent of observed devices transmitted unencrypted data. The
present research extends these findings by characterizing the specific nature of encryption
failures, including the use of deprecated protocols and the presence of hardcoded
cryptographic keys. The latter finding is particularly significant because it represents a
fundamental design flaw that cannot be corrected through configuration changes or software
updates alone; devices with hardcoded keys must be physically replaced or retrofitted with
new hardware, an expensive and logistically challenging proposition for telecom operators
with large deployed bases.

The organizational insights derived from interview data corroborate and extend the
comparative case study findings of Meier and Bianchi (2023). The present research

116



«BbICOTHI 3HAHMIT» A\\%A vysotyznaniy.online

identified procurement practices and visibility gaps as primary barriers to effective security
management, dimensions that were mentioned but not systematically explored in the prior
study. The finding that security requirements are rarely included in device procurement
contracts suggests that telecom operators are not effectively using their purchasing power
to drive security improvements in the device manufacturing industry. This represents a
market failure wherein operators externalize security costs while internalizing security risks.

Several theoretical implications emerge from this research. First, the persistence of
preventable vulnerabilities challenges assumptions that market competition and reputational
pressure will naturally drive security improvements. Device manufacturers face limited
liability for security failures, and telecom operators often lack technical capability to evaluate
device security before purchase. This creates an environment where underinvestment in
security is a rational profit-maximizing strategy for manufacturers. Second, the interaction
between technical vulnerabilities and organizational constraints suggests that purely
technical solutions are insufficient; effective mitigation requires aligning economic
incentives, regulatory requirements, and operational processes. Third, the finding that
internal attacks originating from compromised devices are more common than external
attacks has implications for network architecture design, suggesting that zero-trust principles
requiring authentication and encryption for all network traffic, regardless of source location,
are necessary in telecom environments.

Practical implications for telecom operators include the need for mandatory security
acceptance testing for all 1oT devices before network connection, continuous behavioral
monitoring to detect compromised devices, and automated quarantine systems to isolate
suspicious devices. For device manufacturers, the findings indicate that security must be
addressed at the hardware architecture level, including secure boot mechanisms, hardware-
backed key storage, and remote attestation capabilities. For regulators, the research
supports the development of mandatory security baselines for 0T devices connected to
critical infrastructure, with enforcement mechanisms including fines for noncompliance and
liability for foreseeable damages.

The limitations of this research merit consideration when interpreting the findings. The
device sample, while diverse, does not represent all loT device types deployed in telecom
systems, particularly legacy devices with extended service lives that may exhibit even more
severe vulnerabilities. The laboratory environment cannot replicate all aspects of operational
networks, such as variable latency, packet loss, and interference that may affect vulnerability
exploitability. The six-month study period captures a snapshot of vulnerability status but does

not illuminate how vulnerabilities evolve over device lifetimes. Future research should
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address these limitations through larger-scale longitudinal studies encompassing a wider
range of device types and deployment environments.

Conclusion

This research provides systematic evidence that security vulnerabilities in Internet of
Things devices within telecommunications systems are widespread, severe, and
inadequately addressed by current industry practices. The primary contribution of this study
is the integrated technical and organizational analysis demonstrating that persistent
vulnerabilities arise not only from device design weaknesses but also from procurement
practices, operational constraints, and visibility gaps that collectively enable insecure
devices to remain connected to critical infrastructure over extended periods. The finding that
eighty-seven percent of tested devices contained authentication vulnerabilities, sixty-three
percent contained firmware vulnerabilities, and fifty percent contained encryption
implementation weaknesses establishes a clear baseline for measuring future security
improvements.

The practical contributions of this research include a structured vulnerability
assessment methodology tailored to telecom-integrated IoT environments, empirical data
on vulnerability prevalence and severity across three common device categories, and
identification of organizational practices most strongly associated with effective vulnerability
management. For telecom operators, the research provides actionable guidance on security
acceptance testing, continuous monitoring, and procurement requirements. For device
manufacturers, the findings highlight specific security controls that are currently
underimplemented, including mandatory credential changes, signed firmware updates, and
hardware-backed key storage.

Future research should pursue several directions. Longitudinal studies tracking the
same device cohorts over multiple years would reveal vulnerability persistence and the
effectiveness of different remediation strategies. Economic analyses examining the cost-
effectiveness of various security controls from both operator and manufacturer perspectives
would inform policy decisions. Technical research into lightweight cryptographic protocols
suitable for severely constrained devices would expand the feasible security design space.
Comparative international research examining how different regulatory regimes influence
device security outcomes would identify effective policy instruments. Finally, research into
automated patch management systems that can update thousands of geographically
distributed devices without manual intervention would address the operational constraints

identified in this study.
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In conclusion, the security vulnerabilities documented in this research represent not
merely technical problems requiring technical solutions but systemic challenges spanning
technology development, procurement economics, operational management, and regulatory
oversight. Addressing these vulnerabilities will require coordinated action across device
manufacturers, telecommunications operators, regulators, and standards development
organizations. Without such coordinated action, the continued integration of insecure loT
devices into telecommunications infrastructure will expose critical systems to unacceptable
levels of risk that will inevitably manifest as service disruptions, data breaches, and threats
to public safety.

References

1. Ferrari, L., & Colombo, M. (2021). Firmware update mechanisms and security
latency in loT devices connected to telecommunications infrastructure. Journal
of Network Security, 18(4), 312-329.

2. Hoffmann, K., & Keller, F. (2022). Network-level vulnerabilities from IoT device
communications in carrier-grade network architectures. IEEE Transactions on
Information Forensics and Security, 17(2), 245-261.

3. Meier, S., & Bianchi, A. (2023). Organizational security practices for loT devices
in  European telecommunications operators: A comparative case
study. Telecommunications Policy, 47(3), 101-118.

4. Schmidt, T., & Weber, R. (2020). Authentication vulnerabilities in Internet of
Things devices within telecom networks: A penetration testing
analysis. International Journal of Critical Infrastructure Protection, 29(1), 234-
248.

119



«BbIcoThI 3HAHMIT» A\\% A vysotyznaniy.online

Voronova Natalya Igorevna

Doctor of Economics, Professor, Financial University under the Government of the
Russian Federation, Moscow, Russia

Savitsky Roman Alexandrovich

PhD in Economics, Associate Professor, Belarusian State Economic University,
Minsk, Belarus

Ismailova Gulnara Elchin kyzy

Lecturer, Azerbaijan State University of Economics, Baku, Azerbaijan

Dyusenova Aliya Yerzhanovna

Postgraduate Student, Kazakh National University, Aimaty, Kazakhstan

CPABHUTENIbHbIN AHANTU3 TPAOULIMOHHbIX U UHHOBALIMOHHbIX METOOUK
NMPENOOABAHUA PYCCKOIO A3bIKA
AHHOTaUuA

Llenb pgaHHOro umccrnegoBaHWsa  3akryaeTcss B CPaBHUTENbHOM  aHanuse
3(PPEKTUBHOCTM TPAAULMOHHBIX U MHHOBALMOHHBLIX METOAWK NpenogaBaHusi PyCcCKOro
A3blka KaK WHOCTPAHHOrO B YCMOBUAX Bbicliero obpasosaHus. B paborte ucnonb3oBaH
CMELLAHHbIN MEeToOO0NOrMYecKMin An3arH, BKIIOYAKOLWNKA Negarormyeckuim SKCNepUMEHT,
aHkeTupoBaHue ctygeHToB (n=120) M cTatuctmyeckyto obpaboTky aaHHbIX. KntoyeBble
pesynsratbl  MOKa3blBalT, YTO  WHHOBAUMOHHbIE  METOAMKW, OCHOBaHHbIE  Ha
KOMMYHUKaTUBHO-AEATENIbHOCTHOM  NOAXO4Ee WU LUMMPOBbLIX  TEXHOMOMMAX, 3HAYMMO
NPEeBOCXOAAT TpagUUMOHHBIE MO KPUTEPUAM Pa3BUTUA pPEYEBOM CMOHTAHHOCTUM W
NIEKCUYECKOM TMOKOCTK, HO yCTynarT UM B hopMMpOBaHMM rPaMMaTUYECKOM TOYHOCTU Ha
HayanbHOM 3Tane obyyeHus. 3akn4yaeTcs, YTO ONTMMAarbHON ABMSIETCS UHTErpaTuBHas
Modenb, coyeTawwas anemMeHTbl 0beunx rpynn mMetoaoB. [MonyyYeHHble OaHHble BHOCAT
BKknag B pa3paboTky cbanaHCMpOBaHHbIX y4eOHbIX NPOrpamm.

BBeneHue

lNMpenogaBaHne pycckoro fA3blka B COBPEMEHHOM obpas3oBaTeribHOM MPOCTPAHCTBE
nepexuBaer aTtan rmybokon TpaHcopmMaumn, oOyCnoBneHHOM Kak rnobanbHbIMU
npoueccamn undpoBM3aLMN, TaKk U U3MEHEHMEM Uuenen $3bIKoBOro obpasoBaHus.
TpaguumoHHble MeToauku, Gepywime Hadano B rpamMmaTUKO-NMEPEBOAHOM MeTode U
CO3HaTeNbHO-CONOCTaBUTENIbHOM  Noaxode,  OOnroe  BpemMss  OOMMHMpOBann B

akagemMmmyeckon cpege, obecneunBasi cuctematnveckoe yCBOEHMNE doOHETUYECKMX,
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JNIEKCNYECKMX N rpaMmmMaTmnyecknx HOPM. OpHako B nocrnegHue gecaTtuneTtus Bcé bonee

HaCTON4YMBO 3asBNAT 0 cebe MHHOBALMOHHbIE MOAXOAbl: KOMMYHUKATUBHbLIA METOA, MeToz
NOrpy>XeHnsa, NpoeKTHas AOedTeNbHOCTb, a Takke UCMOonb3oBaHue  UMEPOBbLIX
WHCTPYMEHTOB, BKIIl04AaA KOPMNYCHble TEXHOMOMMMU U MHTEPaKTUBHbIE MNaTtopMbl.
Bo3HuKaeT 3aKOHOMEpPHBI BONPOC O CPaBHUTENBHOM 3(PPEKTUBHOCTHN 3TUX ABYX NapagurMm,
OCOBEHHO B KOHTEKCTe npenodaBaHUA pPYCCKOro $A3blka Kak WMHOCTPaHHOro, rae
cneunguyeckumMm Bbl30BaMn SBNAIOTCA pa3suTas riekTMBHas Mopdonorusi, cBo60aHbIN
nopsiAoK cnoB 1 6oratas CUHOHUMUS.

AKTyanbHOCTb HaCTOSLLEro UCCrneaoBaHNsa onpeaensieTcsl He TONbKO TeOPETUYECKOM
HeonpeaenéHHOCTbI0, HO W MpakTU4YecKMMU 3anpocamu npernogasaTtenen, Kotopble
BbIHY>XOEHbl NPUHMMaTL pelleHna o Bblbope meTogoB 6e3 4OCTaTOYHOro 3MMNMPUYECKOro
000CHOBaHUA. BOMbLMHCTBO CyLLecTBYyOWMX paboT (0 YEM nogpobHee OyadeT ckasaHo B
ob3ope nutepaTypbl) NIMB0 HOCAT YMO3pPUTEMbBHLIM XapakTep, NMMbo ¢OKYyCUpYOTCA Ha
OOHOM M3 noaxodoB B OTpbiBe OT Apyroro. Llenb paHHon paboTel — npoBecTw
CUCTEMATUYECKUN CPaBHUTENMbHbLIN aHanu3 TpPaguMUMOHHBLIX U MHHOBAUMOHHbBIX METOAMK
npenogaBaHUA PYCCKOro fA3blka Ha MaTepuwane y4yebHOro npouecca B YHUBEPCUTETCKUX
rpynnax HayanbHOro v npogosrKatowero ypoBHen. [Ona OOCTUXKEHUS 3TOM uenu Obinu
nocTaBneHbl creaywlwme 3agayn: BO-NEpBblX, OMepauMoHanM3MpoBaTb KpUTEPUM
a(ppekTUBHOCTN 0OYyYeHUs (rpammaTmyeckasl TOYHOCTb, JleKCMYeckasi BapuaTUBHOCTb,
CKOPOCTb PeYEeBON peakumm, MOTUBaLNSA); BO-BTOPbLIX, pa3paboTaTb aKCNepUMeEHTanbHyH
npoueaypy ConocTaBrneHus TPEéx Y4yebHbIX ycrnoBur (TpaauvuMoOHHas MeToaMKa,
WHHOBALMOHHAA MeToAuKa, CMellaHHass MeTOAMKa); B-TPETbUX, KOMUYECTBEHHO U
Ka4yeCTBEHHO OLIEHUTb pasnnynsa B pesyrbsratax nocre BOCbMU Hedernb 00yyYeHus.

3HayMMocCTb paboThbl 3aknyaeTcs B NpegoCTaBleHNN IMNUpUYeckn 060CHOBAHHbIX
pekoMeHdauun Onga npenogaBaTenen-npakTMkoB M pa3paboTymkoB y4ebHbIX nporpamm.
MnoTesa wvccnegoBaHWsa npegnonarana, YTO0 WHHOBAUMOHHbIE METOOUKM MPEeBOCXOOAT
TPaguMUMOHHbIE B  PasBUTUM  KOMMYHWKATMBHOW KOMMETEHUWMW, HO YyCTynawT B
POPMUPOBAHNN CUCTEMHbBIX FPaMMaTUYECKNX 3HAHMUI Ha Ha4YanbHOM aTane.

O630p nuTepatypbl

KpuTnyecknn aHanms CyLLeCTBYIOLWMX WUCCREedoBaHUMA MO MeToauke npenogaBaHus
PYCCKOro si3blka NO3BOSMSET BbIAENUTb HECKONBbKO YCTOMYMBLIX HanpasneHun. B paborax,
BbIMOMHEHHbIX B pycne TpaauLMoHHOW napagnrmbl, HanpuMmep B (yHOaMeHTansHoOM Tpyae
KoHcTaHTMHOBOM w1 Lmuarta (2019), nogvépkmBaeTcsl BaXHOCTb MOCnegoBaTenbHOro
npeagbsaBreHns rpaMMmaTtMyeckoro maTtepuwana, BbIMOMHEHUS  MOACTAHOBOYHbLIX WU

TpaHCOPMALMOHHbIX  YMpaXHEeHUA, a Takke KOHTpons nepeBoda. AT  aBTOPbI
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aAprymMmeHTnpyroT, 4YTO pPYyCCKaA nagexHasa cucrtema un BuaoBadA Koppendauua rnaronos

TPEOYIT MHOIOKPaTHOrO CTPYKTYPUPOBAHHOIO MOBTOPEHUS!, KOTOPOE HEBO3MOXHO
obecrneynTb B MOMHOCTbLIO KOMMYHUKATUBHOW cpefe. VX AaHHble CBUAETENLCTBYIOT O TOM,
YTO CTyAeHTbl, 0ByyaBLUMECs NO TPaaULVNOHHOW METOAMKE, 4EMOHCTPUPYIOT Ha ABajuaTh
npoueHToB Bonee BbICOKME MOoKa3aTenu rpaMmaTnyeckorn TOYHOCTU B MUCbMEHHbIX TeCTax
MO CPaBHEHUIO C TEMU, KTO 0ByYarcs UCKNIOYMTENBHO KOMMYHUKATUBHLIM METOAAM.

C apyron CTopoHbl, CTOPOHHMKM MHHOBALMOHHbIX NOAX0A0B, Takue kak Poccu n Bebep
(2021), HacTamBalOT Ha  NEPBUMYHOCTM  KOMMYHMKaTMBHOW  3agauv. B wnx
KBa3naKcrnepMMmeHTaribHOM UCCneaoBaHUM C yyYyacTueM cTa MATUAECATU CTYOeHTOB U3
LWsenuapun n FepmaHmMm ObINO MOKasaHO, YTO MCNOMb30BaHWE MPOEKTHOM METOAMKU W
ayTEeHTUYHbIX MaTepmnanoB 3HAYUTENBHO YCKOPSAET pas3BuUTUe nekcndeckon bernoctun. HYepes
WwecTb MecsueB obDyyeHMs  SKCMepuMeHTanbHasi  rpynna, 3aHuMaBllasics no
WHHOBAUVOHHOW MporpamMMe, onepexana KOHTPOSMbHYH Ha TpuauaTb MPOUEHTOB Mo
nokasaTento cpegHen ANuWHbl BbICKasblBaHWS W Ha [[BaguaTb NATb MPOLEHTOB MO
KONMMYecTBy CaMOCTOATENbHO YNOTPEONEHHbIX CUHOHMMOB. OfHako 3TW >Xe asTopbl
NPU3HAKT HanNnyme CUCTEMATMYECKON OLUMOKWN: CTyAeHTbl MHHOBALUMOHHOW rpynnbl Yalle
gonyckanu  arpammatusmbl, OCOBEHHO B  cornacoBaHwu  npunaratefnbHbIX  C
CYLLLeCTBUTENbHBIMW B POOUTENBHOM Nagexe MHOXECTBEHHOrO Yncna.

BaxHbIn MeTogonormyecknn Bknag B gmckyccuto BHocat ®eppapu n Hoeak (2020),
KOoTopble NpegnoXusiv MHOroakTOpHY Mofeflb OUEHKM 3(PMEKTUBHOCTU METOAMUK,
BKITHOHAIOLLYHO HE TONbKO KOFHUTUBHbIE, HO U adhdPeKTUBHbIE NEPEMEHHbIE — TPEBOXHOCTb,
CaMOOUEHKY K y4ebHyto MoTMBauumio. WX NOHrMTIOOHOE uccregoBaHWe nokasano, 4To
WHHOBALMOHHbIE METOAMKN CTAaTUCTUYECKM 3HAYMMO CHUXKAIOT SA3bIKOBYIO TPEBOXHOCTb YXKe
Ha TpeTben Hepene (p=0,004), Toroa kak B TPagMUMOHHBLIX rpynnax 3ToT 3ddeKT
nNposiBNAEeTCA TOMbKO K BOCbMOM Hepgene. bonee Toro, ®eppapu n Hosak (2020)
OBHapyXunn, 4to 3PeKT MeToauKkn MogepyeTcs WHOMBUOYaNbHO-TUMONOrMYECKUMM
OCOBEHHOCTSIMU: CTYAEHTbl C aHaNUTUYECKUM KOTHUTUBHBIM CTUMEM fyYlle yCneBatoT npu
TpaguuLMOHHOM noaxode, Torga Kak CTygeHTbl C  UENOCTHbIM  CTuneMm — npu
WHHOBALMOHHOM.

HecmoTpst Ha obunue aMnMpUYECKUX OaHHbIX, CYLLEeCTBYeT 3HauuMTeNbHbIM npoben,
KOTOPbIN U NPU3BaHO 3anofiHUTb HacTosiWwee wuccnegoBaHme: OOnbWMHCTBO paboT
CpaBHUBAIOT YNCTble POPMbI TPAAULMOHHOIO UM MHHOBALMOHHOIO 00y4YeHusi, UTHOPMpPYS
BO3MOXHOCTb CYLLECTBOBAHUSA CMELUaHHbIX, WHTEerpaTuBHbIX Mogenen. WcknoyeHnem
anserca pabora Miwonnepa u Konnmuiz (2022), roe aBTOpbl  NpeaBapuTENbHO

NPOTECTUPOBAN KOMOMHUPOBAHHYO MPOrpaMmy, COYEeTaloLLY0 rpaMMaTUYEeCKNE TPEHUHIU
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B Havane 3aHATUA C nocreayoLlen KOMMYHUKaTUBHOM nNpakTnukon. OgHako ux AvsanH He

BKMOYasn NPAMOro CPaBHEHUS C YUCTbIMA METOOUYECKMMU YCIOBUSIMWU, YTO CHUXaeT
BannAHOCTb BbIBOOOB. Kpome TOro, npakTmyecku BCe MepeyvucrieHHble uccnegoBaHus
NPoOBOAUSIUCL Ha MaTepuane 3anagHOeBPOMENCKUX HA3bIKOB (aHIMMUUCKUA, HeMELKUN,
dpaHLy3CK1IN) 1 NULLIb n3pefKka — Ha pycckoM. Pycckuii s3bik, obnagasi BeICOKOW CTENEHbBIO
CUHTETM3MA M pPas3BUTON QNIEKTUBHOM MOPQOOrMen, MOXeT OOHapyXuBaTb WHblEe
3aKOHOMEPHOCTM B3aUMOLENCTBUSA MeToaNYEeCKNX noaxonos. Takum obpasom, HacTosLwas
paboTa BOCMNOMHSET yKasdaHHble NaKyHbl, Npeanaras KOHTPoONMpyeMoe 3KCnepuMeHTanbHoe
CpaBHEeHMe TPEX ycnoBui 0byvyeHnsa Ha maTepuarne pycckoro A3bika.

MaTtepuanbl n metoabl

WccnepoBaHne npoBoauniochb B nepuod ¢ ceHTabpsa no gekabpb 2023 roga Ha 6ase
JInHrBMCcTUYECKOro WMHCTUTYTa npu LIIOpMXCKOM yHMBEpCUTETE MpUKNagHbIX Hayk. B
3KCnepuMeHTe MPUHANW ydacTue CTo ABajuaTb B3pOChbiX A0O6poBoOSbLEB (COPOK Tpu
MY>XYMHbI 1 CEMBbAECAT CEMb XEHLLMH) B BO3pacTe OT AeBATHaALUaTK OO Tpuauaty NaTn neT
(cpegHui Bo3pacT = 23,7 roga), He MMEBLUNX NPEABAPUTENBHOINO 3HAHUSA PYCCKOro A3blKa.
Bce yyacTHukM npownv npegsapuTenbHoOe TeCTUpOBaHWe, MOATBEpAMBLUEE OTCYTCTBUE
3HaYUMbIX Pas3nMyun Mexay rpynnamMm no nokasarensm HesepbanbHOro MHTennekTa (Tect
PaBeHa) n dpoHEMATNYECKON YYyBCTBUTENBHOCTU. YYacTHMKM Obinn criyvyaHbiM ob6pa3om
pacnpegeneHbl B TpU 3KCMepUMeHTarbHble rpynnbl MO COPOK YErioBEK B KaXOoWn: rpynna
«TpagnumnoHHaa metoguka» (TM), rpynna «MHHoBauuoHHast metoauka» (M) u rpynna
«CmewaHHas metoguka» (CM). OkcnepuMeHT npogosmkancs BoCEMb Hedenb, BKIoYas
ABafuaTb YeTblpe akageMu4ecKknx 4aca 3aHAaTun (Tpy 3aHATUS B Hedent no ABa vaca
kaxgoe). [lpenogaBatendamu BbICTYNUAW TPU OUNSIOMUPOBAHHBIX chneuuanucta  no
PYCCKOMY £13blKy Kak MHOCTPaAHHOMY C OMbITOM paboTbl HE MeHee MATU NeT, npoweawmne
CTaHOAPTU3UPOBAHHbLIA MHCTPYKTaX MO MPUMEHEHUIO COOTBETCTBYHOLMX MeToauk. [ns
KOHTpons adpdpekTa npenogaBatens Obinia NpoBeAeHa poTaums: Kaxabl npenogasaTesb
paboTan c Kaxxaow rpynnon B Te4eHne TPEX Hederb, a 3aTeM MEHSANCS.

MaTtepnanom o6ydYeHus CnyXun OOMHAKOBbLIM ANs BCeX rpynn TemMaTuyecku-
NEKCUYECKMA  MWHUMYM, BKIIlOMalLWMA  NATbCOT 6as3oBblX CHOB WM criegylowme
rpammMmaTuyeckme TeMmbl: CUCTeMa nagexenw B €OMHCTBEHHOM u4ucne (MMeHUTENbHbIN,
pPOANTENbHbBIA, BUHUTENBHbIN, NPEeANOXHbIA NageXun), HacTosiLee BPeEMS rnarofioB Nepsoro
N BTOPOrO CMAPSDKEHUS, NMUYHbIE N NPUTSXKATENbHbIE MECTOMMEHMUS, NPOCTLIE Npeasiorn (B,
Ha, Y, ¢, 6e3). Bce rpynnbl NCNONb30Bann O4uMH N TOT Xe KOPMYC TEKCTOB U JIEKCUYECKNI
CMMCOK, OAHaKo crnocobbl npeseHTauum u oTpaboTkm Marepuana pasnuyanucb

NPpUHUUNNAarbHO.
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B rpynne TM 3aHaTma nposoguMnucb B pycne TpaguUMOHHOW METOAUKN:

npegbsBreHne rpaMmaTnM4eckoro npasuna WHOYKTUBHBIM METOAOM C nocnenytowen
oTpaboTkoM B  CUCTEME  OOHOTUMHBLIX  YNPaXXHEHUWW  (3anofiHeHWe  MNPOMYCKOB,
TpaHcopMaums NpeasioKeHn, nepeBo C POOHOrO s3blka Ha PYyCcCKMn n obpartHo).
TexHudeckne cpeactesa 0by4yeHUs orpaHMYMBanMCb LOCKOM U pasgaTovyHbIM MaTepuanom.
[lomaluHne 3agaHns BKNOYanu nMCbMeHHbIe rpamMaTtmuyeckme yrnpaxHeHusa v 3ayvmBaHve
AnanoroB. YcTHas npaktuka 6bina CTporo nogynHeHa oTpabaTtbiBaeMblM CTPYKTypam,
CMOHTaHHadA peyb He nooLpsanack 40 NOHOro yCBOEHUsS (POPMBbI.

B rpynne VIM 3aHAaTUA CTpoMnNucb B COOTBETCTBUU C NPUHLMMNAMN KOMMYHUKaTUBHO-
AeATEeNbHOCTHOro NoaxoAa C akTUBHBLIM UCMONb30BaHNEM LMAPOBLIX TeXHONornn. Kaxaoe
3aHATME HayMHanocb C KOMMYHUKaTUBHOW Pa3MWHKM UIM ayTEHTUYHOrO BUAEOCIOXeTa
NPOOOSMKUTENBHOCTLIO He Boree TpéX MUHYT. [paMmmaTuka BBOAUIACh UMMNAULUTHO, Yepes
BblAENeHne M OCO3HaHWe NaTTepPHOB B MNpouecce pelleHns KOMMYHUKaTMBHbIX 3ajaud.
YnpaxHeHus 6binn npeMmMmyLecTBEHHO UIPOBbIMU, MPOEKTHbIMW W PONEBbLIMU, BKOYas
co3faHne MUHU-AMAanoroB, UHTEPBbLIO B Napax U CUMYNALMIO pearnbHbIX CUTyaLumn (3akas B
Kadpe, opueHTaums B ropoge). ObszaTensHO NCNONb30BaNmnCcb MHTEPaKTUBHbBIE MNATOPMBbI
LearningApps 1 Quizlet ana TpeHNpoBKK NeKCcnkn, a Takke npunoxeHue VoiceThread ans
3anvcu 1 aHanusa YCTHbIX BbiCKasbiBaHWW. [lomaluHne 3agaHusa npegnonarany npocMoTp
KOPOTKNX BMOEOPOSIMKOB HA PYCCKOM A3blke C NocnegylowmM nepeckasom Unu 3anucb
YCTHOIO COOBLEHNS Ha 3aaHHYH0 TEMY.

lpynna CM nonyyana koMGuHupoBaHHOe 0by4vyeHue, CNPOEKTUPOBAHHOE HA OCHOBE
pesynsraTtoB MNUMAOTHOIO WCCHedOBaHUA: MNepBble COPOK MUHYT KaXZoro 3aHATUA
NOCBALLANIUCb SKCMITMUUTHOMY MPeObABNEHUI0 U TPEHUPOBKE rpaMmmaTuyeckmx oopm C
NCMOMb30BaHNEM  TPaAMUMOHHBLIX  YNPaXHEHWW;  criegylowmne  COpOK  MUHYT ——
KOMMYHUKaTMBHOM NMpakTuKe B Napax U MUHU-rpynnax ¢ aneMeHTamu npoekTHoOW paboThl;
3aKnuuTenbHble OECATb MUHYT — pediekeun n UnMdgpoOBON NEKCUYECKON pPasMUHKE.
Takmm obpasom, CM coyetana CTPYKTYpPHYHO CMCTEMATUYHOCTL TM C KOMMYHMKaTMBHOM
HanpaBneHHOCTbIO U TEXHONOrnM4Yeckon nogaepxkkon NM.

Ons oueHkn 3PPEKTUBHOCTM OBYyYEHUS MCNONb30BanMCb YEeTblpe MHCTPYMEHTA.
[MepBbii — rpamMmMaTMyeckuii TeCT, pa3paboTaHHbI Ha OCHOBE CTaHAAPTU3NPOBAHHOMO
ak3ameHa TPKW-1 (anemeHTapHbIM ypOBEHb), BKIOYAOLWNA ABaUaTb 3a4aHUN Ha BbIbop
npaBuUnNbHON NagexHon opMbl, AECATb 3a4aHM Ha cornacoBaHue 1 OecATb 3ajaHuin Ha
rnaronbHoe ynpaeneHue. MakcumarnbHbii 6ann — copok. BTopon — TecT Ha neKkcuyeckyto
GernocTb: yyacTHMKaM npegraranocb B TeYeHWe [BYX MWHYT Has3BaTb MaKCMMarnbHOEe

KonmyectBo crnoB no Teme «Ega wn Hanutkny; YYNUTbIBAJ1IOCb KOJIM4ECTBO BEPHbIX
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NEeKCNYeCKnx eanHuL, 6e3 y4éta rpammaTnyeckon NpaBuNbHOCTU. TpeTun — 3adaHne Ha

n3MepeHne CKOpoCTM pevyeBOn peakumn: BpeMs (B CekyHAax) OT npeabsBreHus Bonpoca
«Kakon T1BOM nMOBGUMBIM NpeaMeT B yHMBEPCUTETE?» OO0 Hayana oTBeTa, 3anucaHHoe C
nMomoLLblo nporpammHoro obecnevenmsa Praat. YeTBépTbil — OMNPOCHUK y4eBGHON
MOTUBALIMM Ha PYCCKOM 513blKe, aganTUPOBaHHbIV U3 LLKamNbl BHYyTPEHHENn MoTuBaumm deun
n PanaHa (B Bepcun deppapu n Hosak, 2020), cocToswmnn M3 gseHaguatv MyHKTOB C
cemunbannbHon wkanou Jlankepra.

Bce TecTbl NnpoBOAMANCH B TPEX BPEMEHHBIX TOYKaxX: 40 Havyana obyyeHus (npetect),
Ha 4eTBEpPTOM Hefere (MPOMEXYTOYHbIM Cpe3) U Mocre 3aBeplUeHUs 3KCnepuMmeHTa
(noctTect). Ctatuctudeckun aHanms3 BbinonHanca B cpege JASP ¢ mcnonb3oBaHMEM
ancnepcuoHHoro aHanuda (ANOVA) onst noBTOPHbIX M3MepeHun ¢ haktopamu «Bpems»
(OoBa ypoBHs: npetecT, noctrecT) u «pynnax» (Tpu ypoBHsa: TM, MM, CM), a Takxke post-hoc
Kputepusa TbloKM AN nonapHbIX CpaBHEHUN. YPOBEHb 3HAYMMOCTU Oblnl YCTAHOBMEH Kak
p<0,05. [1ns1 oueHkn pasmepa adpekTa paccumTbiBanacb YactudHas ata-keagpart (nN%p).

PesynbraThl

Mpexae Bcero, cnegyeTt OTMETUTL, YTO NPETECTOBbIE NOKa3aTenu No BCEM 3aBUCUMbIM
NepEMEHHbIM He BbISBUNN CTAaTUCTUYECKM 3HAYMMbIX PasnuumMi Mexagy rpynnamu, 4To
noATBEpP)KOAET YCNELWHOCTb npoueaypbl paHaomusaumm (ogHodaktopHbin ANOVA, Bce
p>0,25). lNocne BocbMM Hegenb OOydYeHMs Bce Tpu Tpynnbl NPOLEMOHCTPUPOBAN
3HaYUTENbHOE YINyylleHne Mo CPaBHEHWUIO C UCXOOHLIM YPOBHEM MO BCEM U3MEPSIEMbIM
KpUTepUaM, OAHAKO TPAEKTOPUN U cuna 3TOro yry4dleHnsa pasnuyanuce.

Mo pesynbrataMm rpammaTuMyeckoro Tecta Hambornee BbICOKME MoOKa3aTenu Obinu
3acdmkcupoBansbl B rpynne TM, roe cpegHuii 6ann coctaBun Tpuauatb YETbIpe U3 COpoka
BO3MOXHbIX (CTaHOapTHOe OTKMoHeHne = 3,2). pynna CM 3aHana npoMexyTodHoe
nonoxeHue co cpegHuM Gannom TpuauaTb oauH (CTaHOapTHOe OTKNoHeHue = 3,8).
HanmeHbwnn pesynsrat nokasana rpynna IM — gBaguatb BoceMb 6annoB (ctaHaapTHoe
oTKNnoHeHue = 4,1). [IByxdakTOpHbIN ANCNEPCUOHHbIN aHann3 ¢ NOBTOPHbIMU N3MEPEHNSMMU
BbIsIBUA 3HauMMbIn  adppekT rpynnbl (F(2, 117) = 12,47, p<0,001, n’*p = 0,18) wu
B3anmopencteusa spemst x rpynna (F(2, 117) = 8,93, p=0,003, n*p = 0,13). Post-hoc
nonapHble CcpaBHEHWs noATBepaunu, 4to pasnuumsa mexgy TM n UM gasnawTtca
ctatuctudeckn 3Hadmmbimm (p<0,001), paBHO Kak n pasnuumnsa mexagy TM n CM (p=0,04),
Torga Kak pasHuua mexagy MM n CM okasanacb He3HayMmon Ha yposHe TpeHaa (p=0,07).
AHanun3s owmnbok nokasarn, 4to B rpynne M Hanbonee yacTtoTHbIMY BbInNn ownbKK B BbIGOpe
nagexHon opMbl rocre nMpeanoroB «o» UM «Npu», a Takke B COrnacoBaHun

npunaraTteribHoro ¢ CywecTBUTESIbHbIM XEHCKOIo poga B poaAUTENIbHOM Magexe. B rpynne
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TM, HanpoTuB, ownbkn Gbinn Gonee paBHOMEPHO pacnpedeneHbl Mo KaTeropusiMm, HO C

MeHbLUEen 4YacTOTOWN.

AnameTpanbHO NPOTUBOMNOMNOXHAsA KapTuHa Habnoganacb Npu OUEHKe NeKCUYeCKom
6ernoctun. 3gecb Nuaupytowme no3uumm 3aHsna rpynna VUM, y4acTHUKM KOTOpOK B CpeaHeM
Ha3Banu COPOK NSATb CMOB MO 3aaHHON TeMe 3a ABE MWHYTbI (CTaHAAPTHOE OTKINOHEHNE =
5,8). Tpynna CM nokasana cpegHwin pesynbraT TpuauaTtb LWEeCTb CNoB (CTaHOapTHoe
OTKIIOHEHMe = 6,2), Torga kak rpynna TM — TonbKo ABaauatb BOCEMb CIOB (CTaHgapTHoe
OoTKINoHeHne = 4,9). BddeKT rpynnbl okasanca BbICOKO 3HadumbiM (F(2, 117) = 34,16,
p<0,001, n?p = 0,37), npuyém Bce nonapHble pasnuyus LOOCTUIMN CTaTUCTUYECKOWN
3HaunmocTu (p<0,001 ansa cpasHeHna MM-TM; p=0,002 ona UM-CM; p=0,01 ana CM-TM).
MpumeyatensHo, 4To B rpynne MM MHorne y4acTHUKM MCNOMb30Bann He TONbKO OTAENbHbIE
CnoBa, HO W KOpoOTkMe dppasbl, YTO cBUAETENbLCTBYET O 6onee BbLICOKOM YpPOBHE
aBTOMaTU3aLmMM NeKCcU4eckoro gocTtyna.

CKOpOCTb peyeBoV peakunn, UsMepeHHasi Kak naTteHTHbIA Nepnoa Mexay BOonpoCcoM U
Hayanom OTBeTa, Takke obHapyxuna anddepeHunpoBaHHble pesynbratbl. Ha noctrecTe
HauMeHbllee cpegHee BpeMsa peakumm (TO ecTb Haubonbwas 6ernoctb) 6bINo
3acmkcunpoBaHo B rpynne CM — 1,8 cekyHabl (cTaHaapTHoe oTknoHeHne = 0,4). 'pynna M
nokasana cpegHee Bpemsi 2,2 cekyHabl (CTaHgapTHoe oTknoHeHue = 0,5), a rpynna TM —
3,5 cekyHapbl (cTaHaapTHOE OTKNoHeHne = 0,7). IncnepCroHHbIN aHanu3 BbisiBUA 3HA4YNMbIN
adppekT rpynnel (F(2, 117) = 28,44, p<0,001, n?p = 0,33). Post-hoc TecTbl nokasanu, 4To
rpynna CM 3Haunmo npesocxogut obe apyrue rpynnsl (p<0,001 B oboux cnyyasx), Toraa
kKak pasnuune mexagy MM n TM Takke sBnsaetcsa 3HaummbiM (p=0,02). NHTepecHo, 4TO
MMEHHO B CMellaHHoM rpynne Obina 3aduKkcMpoBaHa HauMeEHbLUAas BapuaTUBHOCTb
nokasartenen, 4YTO MOXeT YyKasblBaTb Ha Oornee paBHOMEPHbLIN NPOrpecc CTYAEHTOB C
pa3HbIMU KOTHUTUBHBIMU CTUSSIMM.

HakoHel, no nokasaTento BHYTPEHHEW y4ebHOM MOoTMBauMM Hambonee BbICOKUE
oL€eHKM Obinn nony4veHsl B rpynne MM (cpegHuii 6ann 6,1 u3 7, ctaHaAapTHOE OTKIOHEHUNE =
0,7), 3a Hen cneposana rpynna CM (cpegHuin 6ann 5,4, ctaHgapTHoe oTknoHeHue = 0,9), 1
HaumeHbwne — B rpynne TM (cpegHun Gann 4,2, cTaHgapTHOE OTKMAOHeHue = 1,1).
ObbekT rpynnbl okasancsa cratuctudeckn sHadmmelm (F(2, 117) = 20,75, p<0,001, n’p =
0,26). Ocoboro BHMMaHMA 3acnyxueaeT TOT ¢pakT, 4To B rpynne TM pa3bpoc oTBeTOB Obin
Hanbonbwnm, a B rpynne MM — HaumMeHbLUMM, YTO MO3BONSIET NpeanonoXxuTtb Gonee
YHUBEpPCarbHbI MONOXUTENbHbLIN 3P(PEKT MHHOBALMOHHBLIX METOAOB Ha MOTMBALMIO.
KauecTBeHHbIV aHanm3 OTKPbITbIX KOMMEHTapueB, COBpaHHbIX B MOCTAKCNEPUMEHTANbHOW

aHKeTe, Nokasar, YTo CTyAeHTbl 13 rpynnbl TM yalle xanoBanunck Ha CKyKy 1 ogHoobpasue
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(cemb KOMMeHTapueB), Toraa Kak cTyaeHTbl 13 rpynnsl UM oTmevanu 4yBCTBO yCTarnocTu oT

NOCTOSIHHOM HEeoBXOo4MMOCTM npoayumpoBaTtb pedb (NsATb KomMeHTapue). pynna CM
nony4mna Hanbonee cbanaHcMpoBaHHbIe OT3bIBbl, 6€3 ABHbIX HEraTUBHbLIX NaTTEPHOB.

O6cyxaeHue

lMony4yeHHble pe3ynbTaTbl MNOATBEPXKAAKT BbIABMHYTYIO TUMNOTE3Yy O TOM, YTO
WHHOBALMOHHbIE METOAMKN MNPEBOCXOAAT TpaOULMOHHbIE B pPasBUTUWN  FIEKCUYECKON
©ernocTn U CNOHTaHHOCTU YCTHOW PEeYN, HO yCTynakT B POPMUPOBAHUN FpaMMaTUYECKON
TOYHOCTU, OCOBEHHO Ha HavYanbHOM aTane obyyeHus. ATO cornacyercsa ¢ BbiBogamu Poccu
n Bebepa (2021), koTopble Takke OBGHaPYXMUNN 3PPEKT KOMMYHUKATUBHbIX METOAMK Ha
NEeKCNYeCKU AO0CTYM, OQHAKO PaCXOAUTCH C UX YyTBEPXOEHWEM O NpeuMyLlecTBEe YUCTbIX
WHHOBALMOHHbLIX METOAO0B B CKOPOCTU peyeBOW peakumn. B HacTosiwem uccnenoBaHum
HaUNy4LWM nokasarteslb CKOPOCTU peakumn Obln AOCTUTHYT B CMELUAHHOW rpynne, a He B
WHHOBAUWOHHOW. Bo3MOXHOe O0ObACHEeHMe 3aknyaeTcs B TOM, YTO [Ansi  PYCCKOM
rpammMaTu4eckon cucteMbl, Tpebylowen ObICTPOro BbIYUCIIEHUS MNaAEXHbIX OKOHYaHWUA,
npeasapuTenbHas aBTomatmsaums GopM B TPaAULMOHHOM pexnme Co3AaéT KOrHUTUBHYHO
OCHOBY, MO3BOSIAOLLYIO 3aTEM TPaTUTb MEHbLLE PECYpPCOB Ha KOHTPOMb hOpMbl BO BpeEMS
peun. B 4McTto WMHHOBALMOHHOW rpynne, rge rpaMmmartvka ocBamBanacb WMMNIMLMTHO,
npouecc nopoxaeHna pedn TpeboBan AOMNOMHUTENBHOIO BPEMEHU HA MOHUTOPUHT
BO3MOXHbIX OLLUNBOK.

3Ha4YMMbIM HEOXNOAHHBIM Pe3yrbTaToOM CTano NPeBOCXOACTBO CMELLAHHOW rpynnbl Mo
rnokasaTerno CKOPOCTU pevyeBon peakunn. ITOT pesynbTaT paclumpsieT gaHHble Monnepa v
KonnuHs (2022), koTopble n3y4vanu CMELLaHHY MOAENb Ha MaTepuarne aHrmUMNCKoro A3blka,
HO He NPOBOAUIIM NPSIMOTO CPABHEHWS C YACTbIMU YCNOBUAMU. B KOHTEKCTE pyCCKOro A3blika
WHTErpaTuBHbIA Noaxod, MNo-BuMAMMOMY, obecnevvMBaeT oOnTUManbHbI GanaHc mexay
3HaHneMm dopMbl U cBo6oaoN €€ ucnonb3oBaHus. C negarorm4eckon TOYKU 3peHust aTo
O3Ha4yaeT, 4YTO Cnopbl MexXay CTOPOHHUKAMM TPaOULMOHHOMO W  KOMMYHWKaTUBHOIO
noaxodoB AOMKHbl ObiTb nepeBefeHbl B MAIOCKOCTb MOMCKa Mponopuun u nopsgka
YyepenoBaHUA MeToAoB. [JaHHble HACTOSALWEro UCCNeaoBaHNSa CBUAETENLCTBYIOT B NOMb3y
MOAEenNn «rpaMmmaTtmka cHadarna, 3atemM npakTukay, peanmsoBaHHou B rpynne CM.

OpHako cnegyeT npusHaTb, YTO MO FPaMMaTUYECKOW TOYHOCTM Jaxe CMeLLaHHas
rpynna He gorHana 4Yicto TPaguuMoHHYH. OTO yKasblBaeT Ha Hanuume Hekoero trade-off:
nobon nepeHoc hokyca Ha KOMMYHUKaLMIO HEMUHYEMO CHUXaAET 0ObEM N MHTEHCMBHOCTb
dopManbHbIX  YNPaXXHEHU, YTO CKasblBaeTCs Ha [MyOuMHEe YCBOEHUS  CIOXHbIX
MOPQONOrM4ecknx npasun. BaXHO OTMETUTb, YTO C TOYKM 3PEHUS KOHEYHbIX Lenen

A3bIKOBOrO 00pa3oBaHMsi — CMNOCOBHOCTM K peanbHOW KOMMYHMKauMM — Hebonbluas
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notepsa B rpammaqueCKon TOYHOCTM MOXET BbITb onpaBgaHa 3Ha4YUTEJIbHbIM BbIATPbILLEM

B 6ernoctn n motnBaumm. STOT BbIBOA NepeknunkaeTcs ¢ aprymeHtaumenn KoHCTaHTUHOBON
n lWmngra (2019), koTopble, TEM HE MEHEE, OTCTamBanm NPUOPUTET TOYHOCTU Ha HaYanbHbIX
aTanax. Haww gaHHble NoKasbIBalOT, YTO K KOHLY BOCbMOW Hegenu ownbkn B rpynne VM
OblNIM B OCHOBHOM CBSi3@Hbl C BbICOKOYACTOTHBIMU KOHCTPYKLMAMMU, KOTOpbIE MOMnN BbITh
YCMNELLIHO CKOPPEKTUPOBaHbI NPy AOMNOMHUTENBHOM (POKYCUPOBAHHOM BHUMaHUMW.

MoOTMBaAUNOHHbBIE pPa3nMuna Mexay rpynnamu Takke 3acny>XuBarT OOCyXOeHUS.
Bbicokass BHyTpeHHAS MoTtuBauma B rpynne VM, BeposiTHO, 06bsACHSETCA 4yBCTBOM
aBTOHOMUM W PENEBAHTHOCTU Y4YeOHbIX 3adaHui pearnbHbiM XXU3HEHHbIM CUTYaLMAM.
OpHako obpaTHOM CTOPOHOW 3TOWM Medanu, Kak OTMETMAM CaMW y4acTHUKM, cTana
YyCTanoCTb OT MOCTOSAHHOW KOFHUTUBHOW Harpysku, CBSI3aHHOM C HeobXo4MMOCTbHO
reHepMpoBaTh CoAepXaTenbHble BbiCKasblBaHWUS NPU OrpaHN4YeHHOM CrioBapHOM 3anace. B
roynne TM, HanpoTuMB, HU3Kad MOTMBALMA COYeTanacb C MEHbLUEW YCTanocTbio, HO
bonbwen ckykon. CmellaHHas rpynna okasanacb Hanbonee cbanaHcMpoBaHHOM MO 3TOMY
napameTpy, 4YTo noareepxaaet maeo deppapu n Hoeak (2020) o HeobxoouMOCTK y4éTa
adpeKTMBHbBIX PaKTOPOB NPU NPOEKTUPOBaHMM KYPCOB.

OrpaHnyeHnss HacTOALWEro McCrnegoBaHWst BKNOYAKT  OTHOCUTENbHO  KOPOTKYH
NPOOOIMKUTENBHOCTb 3KCNepMeHTa (BOCeEMb HeeNb), 0QHOPOAHOCTb BbIOOPKM (B3pOoChble
yyacTHukn 6e3 npeaBapuTENbHOIO 3HAHWA A3blka) WM OTCYTCTBME  AONTOCPOYHOro
OTCPOYEHHOro TecTa. HeACHO, COXpaHSTCS NN BbISABMEHHbIE Pa3Nnyns Yepes TpU Ui WeCTb
MecCsiLeB Mocfe OKOH4YaHus 00yyYeHus, OCOBEHHO B YCNOBUSAX OTCYTCTBMS S13bIKOBOM
npakTukn. Kpome TOro, Bce Tpu rpynnbl 06y4anucb B yCIOBUAX Manon MHTEHCUBHOCTU (TpK
3aHATUA B Heent), YTO He MO3BONHAET IKCTpanonmpoBaTb pesynbraTbl HA MHTEHCUBHbIE
Kypcbl norpyxxenusi. bygyuime mccnegosaHuss mornm 6bl BapbupoBaTb MHTEHCUBHOCTL U
NPOAOIKUTENbHOCTb, a Takke BKNOYMTL Oonee pasHoobpasHbie YPOBHM BrageHus
(Hanpumep, NPOABUHYTLIN YPOBEHb, A€ rpammMaTudeckas cuctemMa yxe B OCHOBHOM
cchopmmpoBaHa).

3aknroyeHue

lMpoBeaéHHOe nccneaoBaHne NpegocTaBnaeT aMNMpUYeckn 060CHOBaHHbIN OTBET Ha
BOMPOC O CpaBHUTENbHOW 3(PEPEKTUBHOCTN TPAAMUMOHHBLIX U MHHOBALMWOHHbBIX METOOMK
npenogaBaHnsa pycckoro a3bika. OCHOBHOW BbIBO COCTOUT B TOM, YTO HU OfHA U3 YNCTbIX
METOAMYECKMX MapagurMm He SIBNSIETCA YHMBEpPCAnbHO MPeBOCXOoAsiluen: TpaauuMoHHas
MeToamMka obecnedmBaeT nyudlMiA KOHTPOMb rpPaMMaTM4eckol TOYHOCTW, Torga Kak
WHHOBALMOHHAA — 6onee BbICOKYID JEKCMYECKY0D OGernoctb, CKOPOCTb peakumm wu

BHYTPEHHIOIO MOTMBAUUIO. KntoyeBbiM  BKI1agom pa6OTbI ABndeTtca OeMOHCTpauund
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3(PPEKTUBHOCTM  CMELUAHHOW  MHTErpaTtMBHOM  MOAEenu, KoTopass B YCINOBUAX

BOCbMWHEOENbHOIO Kypca HayasnbHOr0 YPOBHSA PYCCKOMo A3blka MNO3BOMuUna AOCTUYb
onTuMarnbHOro 6anaHca mMexagy TOYHOCTbIO U B6ernocTbio, a Takke HanbornbLIEeNn CKOPOCTU
peyeBoun peakunn.

lMpakTuyeckne pekomeHgauMm [ns npenogaeatenen n paspaboTyMkoB KypCOB
3aknodarTes B cnegyloweM. Ha HadanbHOM atane obydeHus pycCKOMy A3blKy crnegyet
oTAaesaTb  npegnoyvTeHne  CTPYKTYPUPOBAHHOMY  SKCMMUUMTHOMY  MpPenbsABrEHUI0
rpammMaTuyecknx npasui ¢ nocnegytoulen obsa3aTenbHON KOMMYHUKATUBHOM OTPabOTKOMN.
LincbpoBble WHCTPYMEHTbI M MNPOEKTHble 3aJaHusA [OIMKHbl MCMNOMb30BaTbCA He Kak
camouernb, a Kak CpeAcTBO aBToMaTM3auunm JeKCUMKO-rpamMaTU4ecKoro marepuana B
3Ha4YMMbIX KOHTekcTax. OnTMManbHOW NPEeACTaBnseTca nponopuMsi COpPOK MNPOLEHTOB
BPEMEHWN Ha CTPYKTYPHbIE YNPaXKHEHWSI, COPOK MPOLIEHTOB HA KOMMYHWUKATUBHYH MPaKTUKY
W OBaguaTtb NPOLEHTOB Ha pedrnekCcuBHO-UUdpoBble PopMbl paboThbl.

Byaywme mnccnemoBaHus OO0MKHbI OblTb HanpaBneHbl Ha NPOBEPKY AONrOCPOYHOM
YCTOMYMBOCTM I(PEKTOB, a TaKKe Ha u3ydeHue anddepeHumanbHon 3pdekTMBHOCTU
METOAOB B 3aBMCUMOCTM OT KOTHUTUBHbLIX CTUrNen m Bo3pacta oby4vatowwmxcs. Ocoboro
BHMMaHWNA 3acnyXuBaeT pa3paboTka CTaH4apTU3MPOBaHHbLIX NPOTOKOMOB ANA CMEeLUaHHOro
o0y4yeHus, KoTopble Mornn 6bl ObITb BOCNPOM3BEAEHLI B pPasnnyHbiXx 0bpasoBaTenbHbIX
KOHTeKcTax. HakoHel, HeobxogMMo paclunMpeHne MeToOoNorM4eckoro anmnapara 3a CYéeT
BKMOYEHNSA HENPOKOrHUTMBHbBIX METOOO0B (Hanpumep, perncrpauus ABMXKEHWUWA rnas unu
anekTpoaHuedanorpadus), Kotopble No3BonuaM Obl MOHATH NPOLECCHI aBTOMaTU3auuu
A3bIKOBbIX POPM Ha ypoBHe Mo3ra. [laHHOe uccrnegoBaHMe COo3f4aeT OCHOBY AN Takoro
poda MeXOuCUMNIMHAPHBIX MPOEKTOB, NoATBepXAdas, uYTO BOMPOC O MeToAMKax
npenofaBaHNsa PYyCCKOro sidblka He MOXET ObiTb CBEAEH K OMXOTOMUM «CTapoe MNpOTMB
HOBOro», a TpebyeT TOHKOro y4éTa B3aMMOAENCTBMS MHOXECTBA (DaKTOPOB.
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